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Which of the following terms describes the time it takes for a server to fulfill a
request from a client?

A. Lag time

B. Latency

C. Media verification

D. Delay

. Which of the following operating system elements can a host-based IDS application

augment?

A. System authentication
B. Data confidentiality
C. System logging

D. Data integrity

- During an audit, which of the following can be used to responsibly provide proof of

a system compromise?

A. Web graffiti

B. Locked-out user accounts

C. Screen shots of penetrated resources
D. Creation of user accounts

. Which type of encryption scrambles text so that it is theoretically not recoverable?

A. Public-key encryption
B. Private-key encryption
C. Symmetric encryption
D. Hash encryption

- Which of the following security elements creates perimeter security?

A. A network vulnerability scanner
B. An intrusion-detection system
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C. A packet-filtering firewall
D. A server-based antivirus application

6. Which of the following can automatically detect an intrusion on a UNIX system?
A. Tripwire
B. Top
C. A login script
D. Crond

7. What Windows 2000 element holds the security settings for a particular object, such
as a network share? )
A. A security identifier (SID)
B. An access control list (ACL)
C. An access token (AT)

D. A security descriptor (SD)

8. A packet-filtering firewall has been able to detect a port scan, and has stored this
information into a database. It has then reconfigured itself to block all connections
from the scanning host. What term describes the ability for a packet-filtering firewall
to detect port scans?

A. Packet filtering

B. Reverse circuit-level proxying
C. Chaining

D. Stateful multilayer inspection

9. Serena is using the Pretty Good Privacy (PGP) application. She has just received a
public key from a friend and wishes to use it. What must she first do in order to
use her friend's public key?

A. Place it into her e-mail client.

B. Sign it with her public key.

C. Use the ODBC applet to register it.
D. Import the key into her key ring.

10. Which of the following is not a feature provided by personal-firewall software?
A. Logging of packets sent to the host
B. Notification of an attack on the host
C. Notification of low password levels
D. Blocking of packets sent to the local host

11. What is the benefit of placing the operating system on one partition and the data
files on another?
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12.

13.

14.

15.

16.

A. It protects against system bugs and buffer overflows.

B. It ensures that the operating system files cannot be overwritten.
C. It ensures that hackers cannot penetrate the system.

D. It helps contain a security breach.

Sandi has been asked to allow all SMTP, POP3, and IMAP traffic to pass from the
internal network out to the Internet. She is configuring a proxy server to allow this
traffic. The proxy server blocks all traffic unless it is explicitly pcnmtted Which
ports will she have to open?

A. TCP ports 21, 110, and 143

B. TCP ports 25, 110, and 143

C. UDP ports 21, 110, and 143

D. UDP ports 25, 110, and 143

Jason changes his system's umask value from 002 to 200 on his Lifux system.
What permissions will newly created files have?

A. 664

B. 400

C. 466

D. 477

Eric wishes to encrypt transmissions between all of the hosts on his LAN. What can
he use to do this?

A. IPsec

B. A firewall

C. Symmetric-key encryption

D. Public-key encryption

Ian is using his web browser to access the following URL: www.goodstuff.com/
purchase/niceprogram.exe. However, the purchase directory is protected by an access
control list (ACL). What step must take place before Ian is allowed to access the
niceprogram.exe file?

A. He must provide an access token.

B. He must authenticate.

C. He must provide a password.

D. He must activate the execution control list.

Which of the following files can you edit without restarting the xinetd daemon?
A. /etc/hosts.deny

B. /etc/xinetd.conf

C. /etc/xinetd.d/telnet




