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1. Definition of Computer Crime
HHEARIRE E X

It is difficult to determine when the first crime involving a computer
actually occurred. The computer has been around in some form since
the abacus', which is known to have existed in 3500 B. C. in China,
Japan and India. In 1801 profit motives encouraged Joseph Jacquard,
a textile manufacturer in France?, to design the forerunner of the
computer card®. This device allowed the repetition of a series of steps
in the weaving of special fabrics*. So concerned were Jacquard’s em-
ployees with the threat to their traditional employment and livelihood
that acts of sabotage® were committed to discourage Mr. Jacquard
from further use of the new technology. A computer crime had been
committed.

There has been a great deal of debate among experts on just what con-
stitutes a computer crime or a computer-related crime®. Even after
several years, there is no internationally recognized definition of those
terms. Indeed, throughout this article the terms computer crime and
computer-related crime will be used interchangeably’. There is no
doubt among the authors and experts who have attempted to arrive at
definitions of computer crime that the phenomenon® exists. However,
the definitions that have been produced tend to relate to the study for
which they were written’. The intent of authors to be precise about
the scope and use of particular definitions means, however, that using
these definitions out of their intended context often creates inaccura-
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cies. A global definition of computer crime!® has not been achieved;
rather, functional definitions'! have been the norm.

Computer crime can involve criminal activities that are traditional in
nature, such as theft, fraud, forgery and mischief?, all of which are

generally subject everywhere to criminal sanctions®>.

The computer
has also created a host of potentially new misuses or abuses that may,

or should, be criminal as well.

In 1989, expanding on work that had been undertaken by OECD!,
the European Committee on Crime Problems of the Council of Europe
produced a set of guidelines for national legislators!” that enumerated
activities that should be subject to criminal sanction. By discussing the
functional characteristics of target activities, the Committee did not
attempt a formal definition of computer crime but left individual coun-
tries to adapt the functional classification to their particular legal sys-
tems and historical traditions.

The terms “computer misuse” and “computer abuse” are also used fre-
quently, but they have significantly different implications. Criminal
law'® recognizes the concepts of unlawful or fraudulent intent and of
claim of right; thus, any criminal laws that relate to computer crime
would need to distinguish between accidental misuse of a computer
system!’, negligent misuse of a computer system and intended, unau-
thorized access'® to or misuse of a computer system, amounting to
computer abuse. Annoying behavior must be distinguished from crimi-
nal behavior in law.

In relation to the issue of intent, the principle of claim of right also in-

forms the determination of criminal behavior. For example, an em-

ployee who has received a password from an employer, without direc-
2



tion as to whether a particular database!® can be accessed, is unlikely
to be considered guilty of a crime if he or she accesses that database.
However, the principle of claim of right would not apply to the same
employee who steals a password from a colleague to access that same
database, knowing his or her access is unauthorized; this employee
would be behaving in a criminal manner.

A distinction must be made between what is unethical®® and what is il-
legal; the legal response to the problem must be proportional to the
activity that is alleged®!. It is only when the behavior is determined to
be truly criminal that criminal prohibition and prosecution should be
sought. The criminal law, therefore, should be employed and imple-
mented with restraint®?.

Throughout the evolution of criminology, its students have concen-
trated their efforts and studies in the areas known as “traditional
crimes. " These are usually associated with the more serious common
law crimes™, such as rape, burglary, larceny, and murder®. As a
result, a legal structure has evolved that addresses essentially only
these types of offenses. However, with the rise of modemn technolo-
gy, nontraditional crimes have increased in currency and attention®.
The electronic revolution has given the criminal a new tool. With the
aid of modern technology, an individual can steal millions of dollars,
Computer crime is the product of this new era. It not only merits our
study, but tests our society’s ability to adapt its underlying legal phi-
losophy to the challenges of a changing technology.

There is no widely accepted definition of computer crime. Some au-
thorities define it as making use of the computer to steal large sums of
money. Others include theft of services within this definition, as well
as invasions of privacy?®. Some take an open approach to the problem,
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viewing it as the use of a computer to perpetrate any scheme to de-
fraud others of funds, services, and property.

However, a more sophisticated and encompassing definition?” must be
developed to take into consideration the advances in the economic sec-
tor. Computers can easily be employed to create false assets, to ma-
nipulate the price of stock, to provide “insiders” with material infor-
mation on a company, thus enabling them to make millions of dollars.
The computer can provide a small group of terrorists with the ability
to manipulate the arsenals of large armies; it can make possible a $ 2
billion fraud. The computer is a giant calculator that enables individu-
als to obtain large amounts of data at the press of a button. It also en-
ables felons to hide their crime as though it were a “needle in the
haystack. " % By simply destroying a computer’s program felons erase
their tracks.

An adequate definition of computer crime should encompass the use of
a computer to perpetrate acts of deceit, concealment, and guile that
have as their objective the obtaining of property, money, services,
and political and business advantages. Computer crime may also take
the form of threats or force directed against the computer itself. These
crimes are usually “sabotage” or “ransom” case”®. Computer crime
cases have one commonality: the computer is either the tool or the
target of the felon.

Notes

1. abacus: # &,
2. Joseph Jacquard, a textile manufacturer in France: 4 & - B
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. forerunner of the computer card: it JHLF B % .
. weaving of special fabrics: ¥ E LW W% H .
. acts of sabotage: (*t W =48 )& LK HHFE 5

computer-related crime: 5 i HHLH X # 0 E,
be used interchangeably: # & 3 % #fF A

. phenomenon: % .

. the definitions that have been produced tend to relate to the

study for which they were written: ¥ ¥ —# X #F KRB T8 2 X,

10.

Xo

a global definition of computer crime: it AL HHE A &

11. functional definitions: 7 884 & X

12.

HE,

13.
14.

theft, fraud, forgery and mischief: %% , %% , it H

criminal sanctions: 7 3 #| & ,

OECD: £% & 1% 5 X & 4 %, Organization for Economic

Cooperation and Development W4 5

15.
16.
17.

18.
19.
20.
21.
22.

23.
24.

i%%o

25.

legislators: L% #,
criminal law: #{#% .
accidental misuse of a computer system: i+ ® 4l % % ¥ @

unauthorized access: 3 #& A1 1],

a particular database: # 5 By % 38 B |

unethical: W EH,

alleged: B ARG, BH KW,

employed and implemented with restraint: 3 %] B 4% F fo 52

common law crimes: ¥ # L,
rape, burglary, larceny, and murder: M . &K ¥ @5 fo

increased in currency and attention: £ X E F T H
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26. invasions of privacy: BRBAR

27. more sophisticated and encompassing definition: EARE
Foo T E X,

28. enables felons to hide their crime as though it were a needle
in the haystack: # & B R EAMTH LR SR ROk B A
— R4 —F,

29: ransom cases: HEEH.



2. The Extent of Computer
’ Crime and Losses

FHEHVBIR R KRR

Only a small portion of crimes come to the attention of the law en-
forcement authorities'. In his book Computer Security?, J. Carroll
states that “computer crime may be the subject of the biggest cover-up
since Watergate”. > While it is possible 1o give an accurate descrip-
tion of the various types of computer offences committed, it has
proved difficult to give an accurate, reliable overview of the extent of
losses and the actual number of criminal offences*. At its Colloquium
on Computer Crimes and Other Crimes against Information Technolo-
gy, held in Germany, from 5 to 8 October 1992, the Conference Or-
ganizing Committee® released a report on computer crime based on re-
ports of its member countries’ that estimated that only 5 per cent of

computer crime was reported to law enforcement authorities.

The number of verifiable computer crimes is not, therefore, very
high. This fact notwithstanding, authorities point out that the evi-
dence of computer crime discernible from official statistical sources,
studies and surveys indicates the phenomenon should be taken serious-
ly.

The American Bar Association® conducted a survey in 1987: of 300
corporations and government agencies, 72 claimed to have been the
victim® of computer-related crime in the 12-month period prior to the
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survey, sustaining losses'® estimated to range from $ 145 million to
$ 730 million. In 1991, a survey of security incidents involving com-
puter-related crime was conducted at 3,000 Virtual Address Extension
(VAX)! sites in Canada, Europe and the United States of America.
Seventy-two per cent of the respondents said that a security incident
had occurred within the previous 12-month period; 43 per cent indi-
cated that the security incident they had sustained had been a criminal
offence. A further 8 per cent were uncertain whether they had sus-
tained a security incident. Similar surveys conducted around the world
report significant and widespread abuse and loss.

Law enforcement officials indicate from their experience that recorded
computer crime statistics do not represent the actual number of of-
fences; the term “dark figure™?, used by criminologists to refer to
unreported crime, has been applied to undiscovered computer crimes.
The invisibility of computer crimes is based on several factors. First,
sophisticated technology'?, that is, the immense, compact storage ca-
pacity of the computer and the speed with which computers function,
ensures that computer crime is very difficult to detect. In contrast to
most traditional areas of crime, unknowing victims are often informed
after the fact by law enforcement officials that they have sustained a
computer crime. Secondly. investigating officials often do not have
sufficient training to deal with problems in the complex environment
of data processing. Thirdly, many victims do not have a contingency
plan'® for responding to incidents of computer crime, and they may

even fail to acknowledge that a security problem exists.

An additional cause of the dark figure is the reluctance of victims to

report computer offences once they have been discovered. In the busi-

ness sector, this reluctance is related to two concerns. Some victims

may be unwilling to divulge information about their operations for fear
8



