


CCNP: Routing Study Guide

CCNP: Routing
F )6 GEER)

Todd Lammle
C£] Sean Odom ¥
Kevin \MMlaw

% F I ¥ & AR AL
Publishing House of Electronics Industry
Jt3 « BEUING

511737



[

Copyright©2001 SYBEX Inc.. 1151 Marina Village Parkway, Alameda, CA 94501,
World rights reserved. No part of this publication may be stored n a retrieval system.
’ transmitted. or reproduced in any way, including but not limited to photocopy.
photograph, magnetic or other record, without the prior agreement and written permis-
sion of the publisher. This book can only be sold and distributed into the People's
Republic of China excluding Hong Kong district, Macau district, Taiwan districl and
%a the place in the world oulside ol People’s Republic of China.
A1 8 R 1 R IMSYBEX 20 il i, SYBEX 2: ool UUHE 80 R M s B fCRE b e 1 1.
i VR RL A ARSI Bt 0 S AT R el A ISR AEG [ HERIN CIBR L Frofh, o
FIRRS T BRI S D0 BT, RES Vel APFPMTATRE RN TR 4D R A
M

EREMRE (CIP) MiE

CCNP: Routing'/" =Ml (% L0 7 (R $27090 (Lammle, T.0 (3 M) (Odom. S.» T #.
S e U TO R f. 2001.3

[5%,050 £: CCNP: Routing Study Guide

ISBN 7-3053-6514-2

Lo G N Tfiees Gl I, GHSLMLATEL 0 — B ATS — DRMHE KA D] - VTS 4 - 1P R 00 -
wos V. TPY15.05

el KIE BCIPR G - (20012 #1084

15 #: CCNP: Routife¥:SHE®R (ZEXMM)

E 3 #. [#*] ToddsLacanle S@nOdom Klvin Wallace

pefTaifil 0w

FT ol & B A% R

YA Fe A LT AR ]

MR WL LRSS DRlchuodesww.phei.com.cn
Jentih sl £ 2P 173158 i, 100036 & 68279077
JE it s R R AC R Eie. 100036 IE: 68207419

9 W MR IS

f Ay TRIX 1092 1016 Elsk: 2625  FH e80T F

fite e 200173 )| 910 20015723 H A% 14 Akl

 ISBN 7-5053-6514-2

C T TP - 3583

W firs 42,00

BB PN ITELL S 1M 01-2000-3163
AtFE T L kB ey, WwHKT, M7, BT, FOBRSERR, FREEH, K5 Ky
{300 £ 4k



CiscoTAIEE X FFIM B AE

CiscolAMEZ X REH R

i, FSIHLARGE R T RSERIT R, FH, SAMNENrFHERXEANRERE Lk
FEARAT, EIHITH KRR RN RKEE (RS e Rl DR T, O,
R R ELRAAETIT S8R TENFIMEZ AT E. DMicrosoft2s T HIMCSE,
MCSD, NovellZ: @] #{[{BICNE/CNAYE, 5% 3 2 MR8 R4\ d] —Ciscoz> &), Wi#kh
T HCCNA. CCDA, CCNP, CCDP, CCIEMMEAR iE. WA, Ciscord sHAWZ AR E
M, BIRMNE R HGA R TTRYE ?

Ciscod v 382 v 20080 U #I /T, T8 N TR, 47, WBEErMR, Hd
RIM SR B, HARITER M TR, I8k Minternet S 4K, K T Ciscor™ & Mk
AR, URAMEFRY IS, Ciscolt alfyr=&ik kit R& i, LS IKBFELIFE
THEEE SR, A RIRFE LU S ER KEEA, AL, CiscoXTl RN, §F
BB W SRR B A X - B I,

Cisco X T S AT & BT B, #5758, EmEREES, Bk, W
S FIEEE U ERBEEEN TEHEF 2R XMRMERLR, FEoER, e AKX
BRI ARA R, ARIEER, FPREH®Cisco R ST AR N REEBE A & N4 R K
¥, Ciscodmli¥vi T -BEHEIMERRASE GLEO.D . SLIALE, Cisco® RN & i
flbss &), g RGBT ARG -t a HrBr, BIT RS AR P& RS
%, B ESGET ALY, BAIS M S 5 ICiscol M IE %189 A BLF 788 £ M9 .

CCIE Cisco Cemﬁ.ed
Internetworking Expert
- ; Cisco Certified
Cisco Certified CCNP CCDP ' ‘
Network Professional Design Professional
Cisco Ceniﬁed CCNA CCDA Cisco Certiﬁe_cl
Network Associate Design Associate

0.1 CiscolMiE & ifh 3 MK g 4

033 & THIAUE % A BT KW R0 PIRR,



W WIDOBR ¥ HEFUTHEWLE BEHESN
AOOL T A T T TEY CWHHTEE N S ERFRFCOSD | (R FUORIE R e S ¥) BRUONI L & H AW E ¥ F ¥ Y
FORD "W YRTHEWTORDEHLHTT TG EHFFy #— L & ¥FUIOOHE ‘BT R RS YOO D

e BBINIOT RIS LW nVAOYE ¥ T L ¢ TINOOR ¥ ¥ o i

Nt S CQIOTis & 4 TdNOO« VA  # ¥ & ‘4 mddDOwWEF B
Y PO H L EWUY LHHF ‘TR FEYRFEDILET

TEFREN ‘PRI EHL -FEFY ,ﬁkm,&mmuwﬁ#to&:mﬂ@ B e TVNOOW B ¥ ‘RESTE WY R ‘4 TdNOOW R ]
M RTERY 4TVYNORH¥E ‘IdNOOMRF D HE
100-05E Wexy {uogeayiend) wrexd) $/Y-A1DD
Al G RS
s T (1ney 0%81) Sumeuey pue Sugesa]) oW
CTO-0F0 urexg (uf1s3(] FoMIUIRN] 02510)) (I[D {Uadxg SurlomdUWIRIU] PAJLI3) OIS
o TLANDD d0
dNJD ¥l | Thd[RANDD
1 - ItYadd
STO-0F9 wexg (udrsa(] ylomlamanu] 0s)) A1)
g &) MANDD ([Pu01ssajosd uB1s3(] PAYILA) ©A81D)
g FLVA2D ddao
{E0ssy udisag paLIH] 03KL))
H-0FG Wwexy {(sxqpomiaN 0351 JumBisay NG Yaond
605-0F9 wexy (Surymimg pue Jupnoy uohepunod) $AI A4
T 00)5-0F9 Wexg poddng
§HTVYNDD
T 90S-0Fg wexy voddng
SO5-0HY wexg §8300Y  OLWAY
(a FOS-0F9 WeXs FUNYoNms
£05-0F0 wEx Sunnoy ([BU01SSIJOL JHOMISN PIYNRIR] 03s1])
i o NVNID dNDID
{BWOSSY  FIOMIIN PANI) 0ISID)
LOS-0Fh wexy SIRIDOSSY DHOMIIN PAIIATD ©I8L) YNDID
HE it EREIME i F - gk S EM

XEMETWERRYLIOOSD T0¥



X FCiscolAIEZ R AT MA B

O BLAEZ R AL B A LR Rk A i, [T Bk R e
(-4~ SREBZIGEGT . M19ORHF AR, AL NEIAHE ) “REMCSER M, T8
£ LR I R, D SR RE A G PR AR I A DA T mBILR, Sed Al
RT3 76195 71, MCSEZ FI A 15 BLFCHC iR th RROERRE, A s A It R e K 0 i i 8 0
FARFAOI, Ty IR 003k & An Anes 57 Wi, AVEL S Joiuioahge s, FRADENRI M
Sybex 2y rifHHRAL, M CHURGIHE, &g akRILE AL R Ciscol NIl % A TIM 1
CF KRy, RS/ CiscolAE S RIOFHE (2,000 , BAIEBIHRE IR R LT b 575
5. U PR T Ciscol AR STHRE AT (402> , BLECiscolAE= BliE > H g
Efpie R 5 (WEO3D

%£0.2 CiscolAiEE R R

3 & EREAME
CCNA: Cisco Certified Network Associate™# 1§ (% X7 #kR) CCNA Exam 640-507
CCNP: Routing > {114 CCNP Exam 640-503
CCNP: Switching > ¥ ¥ CCNP Exam 640-504
CCNP: Remote Access™¥ > fii CCNP Exam 640-505
CCNP: Support™f: > i1 B CCNP Exam 640-506
CCDA: Cisco Certified Design Associate (CCDA) ¥ >1{5 ¥ CCDA Exam 640-441
CCDP: Cisco Internetwork Design (CIDY 2 >THi CCDP Exam 640-025
CCIE: Cisco Certified Internetwork Expert’: 31 {5/ CCIE Exam 350-001

£0.3 CiscolEF R NI ES BRI RS

' A

* 5 ZREA
_(_'JEZDA: Cisco Certified Design Associate’d >]  x. & S0 il 640-441
CCDP: Cisco Internetwork Design® > &K B4 A RS 640-025
CCNA: Cisco Certified Network Associate’ >1 &t &4 Jz Fifil A 640-507

PLG, R4S A AR HAY IS, 18 A8 8 BN &) S AR
TR ERIEE (RS FmAD

BN MR RRITEBA;T KIS £0EB, JERIFEFT SR 0] 5
HiE LY T E.



I would like to dedicate this book to all the hard-working staff at GlobalNet

Training. Inc.
Todd Lammle

I would like to dedicate this book to my family —Erin, Mikayla, Sean Jr., and
Hillary.
Sean Odom

To my daughters Stacte and Sabrina. who constantly remind me of the joy
found in learning new things. and fo my wife, Vivlan, an endless source of
encouragement, support, and love.

Kevin Wallace



Acknowledgments

This book would not be on the shelf if it were not for the hard work and
dedication of the Sybex editing crew, especially Moily Glover and Je{f Kellum,
who kept us ali on track. Many thanks! My thanks also to Linda Reckienwald
(editor), Eric Quinn (technical editor), Nila Nichols (EPS), Tony Jonick and
Jerry WilHams! (illustrators), Nancy Riddicugh, Nanetlte Duffy, Yariv
Rabinovitch, and Jennifer Campbell (proofreaders), and Ted Laux (indexer).

T.L.

[ need to thank Todd Lammle for trusting me to grace the pages of another
one of his books. It's always exciting when you get to the acknowledgments
because that means the book is almost finished. [ must thank Erin for putting
up with me during the writing of this book. She is a wonderful person who is as
smart as she is good looking and puts up with a lot of extra responsibility while
I am working on books. I need to alse thank some of those who helped me in
the writing process, such as Hanson Nottingham, Doug Hammond, and John
Turner. who have made me consider myself an expert at BGP and EIGRP. And
finally, I'd like to thank everyone at Sybex who worked so hard at completing
this project.

5.0.

I would like to thank John Swartz for introducing me to Todd Lammle and
thanks to Todd for all his encouragement and advice. My family also deserves
acknowledgment for their patience while [ was secluded in my office. Now that
the book is finished, Daddy can get back to the really important things like
coloring pictures and working puzzles.

KW.



Introduction |

Introduction

This book is intended to help you continue on vour exciting new path
toward obtaining your CCNP and CCIE cerlification. Before reading this book,
it is important 10 have at least read the Svbex CCNA: Cisco Certified Netivork
Associate Study Guide, Second Edition. You can take the CCNP tests in any
order. but you should have passed the CCNA exam before pursuing your
CCNP. Many questions in the Routing exam are built upon the CCNA material.
However, we have done everything possible to make sure that you can pass the
Routing exam by reading this book and practicing with Cisco routers.

The new Cisco certifications reach beyond the popular certifications, such as
the MCSE and CNE, to provide you with an indispensable factor in under-
standing today's network—insight into the Cisco world of

internetworking.

Cisco—A Brief History

A lot of readers may already be familiar with Cisco and what it does. However,
those of you who are new to the field just coming in fresh from your MCSE, or
maybe even with 10 or more years in the field but wishing to brush up on the
new technology, may appreciate a little background on Cisco.

In the early 1980s, a married couple who worked in different computer de-
partments at Stanford University started up cisco Systems (notice the small ¢).
Their names are Len and Sandy Bosack. They were having trouble getlting
their individual systems to communicate (like many married people), so in
their living room they created a gateway server to make it easier for their dis-
parate computers in two different departments to communicate using the IP
protocol,

In 1984, Cisco Systems was founded with a small commercial gateway
server product that changed networking forever. Some people think tbe name
was intended to be San Francisco Systems, but the paper got ripped on the
way to the incorporation lawyers—who knows? Bul in 1992, the company
name was changed to Cisco Systems, Inc.

The first product it marketed was called the Advanced Gateway Server
(AGS). Then came the Mid-Range Gateway Server (MGS]), the Compact Gate-
way Server (CGS), the Integrated Gateway Server {IGS3). and the AGS+. Cisco
calls these “the old alphabet soup products.”

In 1993, Cisco came out with the amazing 4000 router and then created the
even more amazing 7000, 2000, and 3000 series routers. These are still



CCNP: Routing® 7 #5d (8 LB 0

around and evolving (almost daily, 1i seems).

Cisco Systems has since become an unrivaled worldwide leader in network-
ing for the Internet. Its networking solutions can easily connect users who
work from diverse devices on disparate networks. Cisco products make it sim-
ple for people to access and transfer information without regard to differences
in time, place, or platform.

Cisco Systems’ big picture is that it provides end-to-end networking solu-
tions that customers can use to build an efficient, unified information infra-
structure of their own or to connect to someone else’s. This is an important
picce In the Internet/networking-industry puzzle because a common architec-
ture that delivers consistent network services to all users is now a functional
imperative. Because Clsco Systems offers such a broad range of networking
and Internet services and capabilities, users needing regular access to their
local network or the Internet can do so unhindered, making Cisco's wares
indispensable.

Cisco answers this need with a wide range of hardware products that are
used to form information networks using the Cisco Internetworking Operating
System (IOS) software. This software provides network services, paving the
way for networked technical support and professional services to mahitain
and optimize all network operations.

Along with the Cisco 10S, one of the services Cisco created to help support
the vast amount of hardware it has engineered is the Cisco Cerlified
Internetworking Expert (CCIE} program, which was designed specifically to
equip people to effectively manage the vast quantity of installed Cisco net-
works. The business plan is simple: If you want to sell more Cisco equipment
and have more Cisco networks Installed, ensure that the networks you In-
stalled run property.

However, having a fahulous product line isn't all it takes to guarantee the
huge success that Cisco enjoys—Ilots of companies with great products are
now defunct. If you have complicated products designed to solve complicated
problems, you need knowledgeable people who are fully capable of installing,
managing, and troubleshooting them. That part isn’t easy, so Clsco began the
CCIE program to equip pecople to support these complicated networks. This
program, known colloquially as the Doctorate of Networking, has also been
very successful, primarily due to its extreme difficulty. Cisco continuously
monlitors the program, changing it as it sees fit, to make sure that it remains
pertinent and accurately refiects the demands of today’s internetworking busi-
ness environments.

Building upon the highly successful CCIE program, Cisco Career Certiflca-
tions permit you to become certified at various levels of technical proficiency,
spanning the disciplines of network design and support. So, whether you're
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beginning a career, changing careers, securing your present position, or seek-
ing to refine and promote your position, this is the book for you!

Cisco’s Installation and Support Certifications

Cisco has created new certifications that will help you get the coveted CCIE, as
well as aid prospective employers in measuring skill levels. Before these new
certifications, yvou lock only one test and were then faced with the lab, which
made it difficult to succeed. With these new certificatlons tbat add a better
approach to preparing for that almighty lab, Cisco has opened doors that few
were allowed through before. So, what are these new certifications, and how
do they help you get your CCIE?

Cisco Certified Network Associate (CCNA) 2.0

The CCNA certification is the first certification in the new line of Clsco certifi-
cations and it is a precursor to all current Cisco certifications. With the new
certification programs, Cisco has created a type of stepping-stone approach to
CCIE certification. Now, you can become a Cisco Certified Network Associate
for the meager cost of the Sybex CCNA: Cisco Certified Network Associate
Study Guide, Second Edition, plus $100 for the test. And you don't have to stop
there—you can choose to continue with your studies and achleve a bigher
certification called the Cisco Certified Network Professional (CCNP). Someone
with a CCNP has all the skills and knowledge they need to attempt the CCIE
lah. However, because no texthbook can take the place of practical experience,
we'll discuss what else you need to be ready for the CCIE lab shortly.

Cisco Certified Network Professional (CCNP) 2.0

This new Cisco certification has opened up many opportunities for the indi-
vidual wishing to become Cisco-certified but who is lacking the training, the
expertise, or the bucks to pass the notorious and often failed two-day Cisco
torture lab. The new Cisco certifications will truly provide exciting new oppor-
tunities for the CNE and MCSE who just don't know how to advance to a
higher level.

So, you're thinking, “Great, what do I do after I pass the CCNA exam?” Well,
if you want to become a CCIE in Routing and Switching (the most popular
certification), understand that there's more than one path to that much-cov-
eted CCIE certification. The first way 1s to continue studying and hecome a
Cisco Certified Network Professional (CCNP). That means four more tests, and
the CCNA certification, to you.

The CCNP program will prepare you to understand and comprehensively
tackle the internetworking issues of today and beyond—not limited to the
Cisco world. You will undergo an immense metamorphosis, vastly increasing
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your knowledge and skills through the process of obtaining these certifica-

tions.
Remember that you don't need to be a CCKP or even a CCNA to take the
CCIE lab, but to accomplish that, it's extremely helpful if you already have

these certifications.

What Are the CCNP Certification Skills?
Clsco demands a certain level of proficienicy for ils CCNP certification. In addi-

fion to those required for the CCNA. these skills include the following:

»

Installing. configuring, operating, and (roubleshooting complex routed
LAN, routed WAN, and switched LAN neiworks, and Dial Access Services,
Understanding complex nictworks, such as IP, IGRP, IPX, Async Routing,
AppleTalk, extended access lists, IP RIP, route redistribution, IPX RIP,
route summarization, OSPF., VI.SM, BGP. Serial, IGRP, Frame Relay,
ISDN. ISL, X.25. DDR. PSTN, PPP, VLANs, Ethernet, ATM LAN-emulation,
access lists, 802.10, FDDJ, and transparent and translational bridging.

To meet the Cisco Certified Network Professional requirements, you must be

able to perform the following:

Install and/or configure a network to increase handwidth, quicken net-
work response times, and improve reliability and quality of service.
Maximize performance through campus LANs, routed WANs, and remote
ACCESS.

Improve network security.

Create a global intranet.

Provide access security to campus switches and routers.

Provide increased switching and routing bandwidth—end-te-end resil-
iency services.

Provide custom queuing and routed priority services.

How Do You Become a CCNP?
After becoming a CCNA, the four exams you must take to get your CCNP are as

follows:

Exam 640-503: Routing This exam continues to build on the fundamen-

tals learned in the CCNA course. It focuses on large multiprotocol

internetworks and how to manage them with access lists, queuing,

tunneling, route distribution. router maps, BGP, OSPF, and route
summarization. This book covers everything you need to pass the new
CCNP Routing exam.

Exam 640-504: Switching This exam tests your knowledge of the 1900
and 5000 series of Catalyst switches. The Sybex CCNP: Switching Study
Guide covers all the objectives you need to understand for passing the
Switching exam.
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Exam 640-506: Support This exam tesls you on troubleshooting informa-
tion. You must be able to troubleshoot Ethernet and Token Ring LANS, IP,
IPX, and AppleTalk networks. as well as ISDN, PPP, and Frame Relay net-
works. The Sybex CCNP: Support Study Guide covers all the exam cobjectives.
Exam 640-505: Remote Access This exam tests your knowledge of install-
ing, configuring, monitoring, and troubleshooting Cisco ISDN and dial-up
access products. You must understand PPP, [SDN, Frame Relay. and au-
thentication. The Sybex CCNP: Remote Access Sludy Guide covers all the
exam objectives.

Eer An P E g P [N # s

If you hate tests, you can take fewer of them by signing up for the CCNA exam and the

OTE  Support exam, and then take just one more long exam called the Foundation R/S exam
{640-509). Doing this also gives you your CCNP—but bewars, it's a really long test that
fuses all the material tisted previously into one exam. Good Iuck! However, by taking this
exam, you get three tests for the price of two, which saves you $100 {if you pass). Scme
people think it's easier to take the Foundation R/S exam because you can leverage the
areas that you would score higher in against the areas in which you wouldn't.

g
P
e

e S wer R NP WA wh WEE M C M WEe. @

R Remember that test objectives and tests can change at any time without notice. Always
%p check the Cisco Web site for the most up-to-date information (www.cisco.com).

Cisco Certified Internetworking Expert (CCIE)

You've become a CCNP, and now you fix your sights on getting your CCIE in
Routing and Switching—what do you do next? Cisco recommends that before
you take the lab, you take test 640-025: Cisco Internetwork Design (CID) and
the Cisco authorized course called Installing and Maintaining Cisco Routers
(IMCR). By the way, no Prometric test for IMCR exists at the time of this writ-
ing, and Cisco recommends a minimum of two years of on-the-job experience
before taking the CCIE lab. After jumping those hurdles, you then have to pass
the CCIE-R/S Qualification exam (exam 350-001) before taking the actual lab.

To hecome a CCIE, Cisco recommends the following:

1. Attend all the recommended courses at an authorized Cisco training
center and pony up arcund $15,000-$20,000. depending on your corpo-
rate discount.

2. Pass the Qualification exam {$200 per exam—so hopefully you'll pass it
the first time).

3. Pass the two-day, hands-on lab at Cisco. This costs 81,000 per lab,
which many people fail two or more times. (Some never make it through!)
Also, because you can take the exam only in San Jose, California; Re-
search Triangle Park, North Carolina; Sydney, Australia; Brussels, Bel-
gium; Sao Paule, Brazil; Bejjing, China: Bangalore, India; Tokyo, Japan;
Seoul, Korea; Halifax, Nova Scolia; Singapore; or Johannesburg, South
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Africa. you might just need to add travel costs to that $1,000. Cisco has
added new sites lately for the CCIE lab; it's best to 3. check the
Cisco Web site at http:///www.cisco.com/warp/public/625/ccis/
exam_preparation/lab.html for the most current information.

The CCIE Skills

The CCIE Routing and Switching exam includes the advanced technical skills
that are required to maintain optimum network performance and reliability,
as well as advanced skills in supporting diverse networks that use disparate
technologies. CCIEs just den't have problems getting a job. These experts are
basically inundated with offers to work for six-figure salaries! But that’s be-
cause il isn't easy to attain the level of capability that is mandatory for Cisco’s
CCIE. For exampte, a CCIE will have the following skills down pat:

¢ Installing, configuring, operating, and troubleshooting complex routed
LAN, routed WAN, switcbed LAN, and ATM LANE networks, and Dial Ac-
cess Services.

* Diagnosing and resolving network faults.

* Using packet/frame analysis and Cisco debugging tools.

* Documenting and reporting the problem-solving processes used,

* Having general LAN/WAN knowledge, including data encapsulation and
layering; windowing and flow control, and their relation to delay: error
detection and recovery; link-state, distance-vector, and switching algo-
rithms; management, monitoring, and fault isolation.

¢ Having knowledge of a variety of corporate technologies—including major
services provided by Desktop, WAN, and Internet groups—as well as the
functions, addressing structures, and routing, switching, and bridging
implications of each of their protocols.

* Having knowledge of Cisco-specific technologies, including router/switch
platforms, architectures, and applications; communication servers; pro-
tocol translation and applications; configuration commands and system/
network impact: and LAN/WAN interfaces, capahilities, and applications,

* Designing, configuring, installing, and verifying voice over IP and voice
over ATM networks.

Cisco’s Network Design and Installation Certifications

In addition to the Network Installation and Support certifications, Cisco has
created another certification track for network designers. The two certifica-
tions within this track are the Cisco Certified Design Associate and Cisco Cer-
tified Design Professional certifications. If you're reaching for tbe CCIE stars,
we highly recommend tbe CCNP and CCDP certifications before attempting
tbe lab (or attempting to advance your career),
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These certifications will give you the knowledge to design routed LAN,
routed WAN, and switched LAN and ATM LANE networks.

Cisco Cenrtified Design Associate (CCDA)
To become a CCDA, you must pass the DCN (Designing Cisco Networks) test
(640-441). To pass this test, you must undersiand how to do the following:
* Design simple routed LAN, routed WAN, and switched LAN and ATM
LANE networks,
* Use Network-layer addressing.
* Filter with access lists.
¢ Use and propagaie VLAN.
* Size networks.
% The Sybex CCDA: Cisco Cmgn;;?wedobes}g:;;soo;atg Stu;;l gm‘o‘e i;thv.; m(;st gést-eﬂe;;ive
TE  way to study for and pass your CCDA exam.

Cisco Certified Design Professional (CCDP) 2.0
If you're already a CCNP and want to get your CCDP, you can simply take the
CID 640-025 test. If you're not yet a CCNP, however, you must take the CCDA,
CCNA, Routing, Switching, Remote Access, and CID exams.
CCDP certification skills include the following:
* Designing complex routed LAN, routed WAN, and switched LAN and ATM
LANE networks
* Building upon the base level of the CCDA technical knowledge
CCDPs must also demonstrate proficiency in the following:
* Network-layer addressing in a hierarchical environment
¢ Traffic management with access lists
¢ Hierarchical network design
* VLAN use and propagation
* Performance considerations: required hardware and software; switching
engines; memory. cost, and minimization

What Does This Book Cover?

This book covers everything you need to pass the CCNP Routing exam. [t
teaches you how to configure and maintain Cisco routers in large
internetwork. Each chapter begins with a list of the topics covered, related 1o
the CCNP Routing test, so make sure to read them over before working
through the chapter.

Chapter 1 covers the introduction to large internetworks and how to clear
up network congestion, This chapter also covers the Cisco three-layer model
and how to use that when designing and maintaining your large routed



vill

COND: Routing® 48 & (3 L8 80

internetwork. The requirements needed to scale large internetworks are dis-
cussed at the end of the chapter.

Chapter 2 covers the campus network and (he basic fundamentals of rout-
ing. Both classful and classless routing are discussed, as well as Lhe routing
protocois available with Cisco routers and the differences between them.

Chapter 3 covers advanced IP reuting. including VLSM and route
summarization. This is important information to understand before reading
the OSFF. EIGRP, and BGP chapters.

Chapter 4 covers Open Shortest Path First (OSPF) and how to configure
OSPF with Cisco routers.

Chapter 5 contlinues with OSPF, hut with more advanced configurations.
such as multiple-area configurations.

Chapter 6 introduces you to the Cisco Enhanced IGRP rouling protocol.
This is a proprietary protocol designed by Cisco for large internetworks.

Chapter 7 introduces the Border Gateway Protocol and tbe terminology
used with it, as well as when to use and not use BGP in an internetwork.

Chapter 8 continues with cur BGP discussion and shows how to configure
BGP with Cisco routers.

Chapter 9 is alse a continuation of BGP and demonstrates how to scale BGP
to a large Cisco internetwork, including how to connect to two ISPs.

Chapter 10 ends the book with a detailed discussion on route optimization.
including redistribution, controlling routing update traffic, and policy-based
routing.

Each chapter ends with review questions that are specifically designed to
help you retain the knowledge presented. To really nail down your skills, read
each question carefully, and, if possible. work through the hands-on labs in
sonle of the chapters.

Where Do You Teke the Exam?

You may take the exams at any of the Sylvan Prometric or Virtual University
Enterprises (VUE) testing centers around the world. For the location of

a testing center near you, call Sylvan at (800) 755-3926 or VUE at (877) 404-
3926. Qutside of the United Stales and Canada, contact your local Sylvan
Prometric Registration Center.

To register for a Cisco Certified Network Professional exam:

1. Determine the number of the exam you want to take. (The Routing exam
numntber is 640-503.)

2. Register with the nearest Sylvan Prometric or VUE testing center. At this
peint, you will be asked to pay in advance for the exam. At the time of this
writing, the exams are $100 each and must be taken within one year of
paymeni. You can schedule exams up to six weeks in advance or as soon
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as onc working day prior to the day you wish to take it. If something
comes up and you need to cancel or reschedule your exam appeintment,
contact the testing center at least 24 hours in advance. Same-day regis-
tration isn’t available for the Cisco tests.

3. When you schedule the exam, you'll get instructions regarding all ap-
pointment and cancellation procedures, the ID requirements, and infor-
mation about the testing-center location.

Tips for Taking Your CCNP Exam

The CCNP Routing tesi contains about 60 questions to be completed in about
75 minutes. However, understand that vour test may vary.

Many questions on the exam have answer choices that at first glance look
identical—especially the syntax questions! Remember to read through the
choices carefully because “close doesn't cut it.” If you put commands in the
wrong order or forget one measly character, you'll get the question wrong. So,
to practice, do the hands-on exercises at the end of the chapters over and over
again until they feel natural to yvou.

Unlike Microsoft or Novell tests, the exam has answer choices that are really
similar in syntax—although some syntax is dead wrong, it is usually just sub-
tly wrong, Some other syntax choices may be right, but they're shown in the
wrong order. Cisco does split hairs, and it is not at all averse to giving you
classic trick questions. Here's an example;

access-list 101 deny ip any eq 23 denies Telnet access to all systems.

This item looks correct because most people refer {0 the port number (23)
and think, *Yes, that's the port used for Telnet.” The catch is that you can't
filter 1P on port numbers (only TCP and UDP). Another indicator is the use of
an extended access list number but no destination address or “any” for the
destination.

Also, never forget that the right answer is the Cisco answer. In many cases.
more than one appropriate answer is presented, but the correct answer is the
one that Cisco recommends.

Here are some gdeneral tips for exam success:

* Arrive early at the exam center, so you can relax and review your study

materials.

* Read the questions carefully. Don't just jump 1o conclusions. Make sure
thatl you're clear about exactly what each question asks.

* Dont't leave any questions unanswered. They count against you.

* When answering multiple-choice questions that you're not sure about,
use a process of elimination to get rid of the ohviously incorrect answers
first. Doing this greatly improves your odds if you need to make an edu-
cated guess,



