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# include < windows.h>
# include <ntddk.h>

int main( )
i

return 0;

}

FE winnt. h 1 ntddk.h FHEBEHHRE L, KB f 196 FREHE N HAp— x4
RETREBREREN MEMA C+ + H— MR Win32 MANE LB FAR WA KRS
B

# include <windows. h>

namespace NT |
extern "¢’ |

# pragma warning (disable: 4005 ) // macro redefinition
# include <ntddk. h> )

# pragma warning (default: 4005 )

|
!

using NT:: NTSTATUS;

int main ()
{

return 0;
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HANDLE Win32RootDirectory ()
%

static HANDLE Handle;

if (Handle = = 0) {
NT: : UNICODE _ STRING ObjectName;
NT::Rt1InitUnicodeString (&ObjectName, L” \ \ BaseNamedObjects” );

NT: ;OBJECT _ ATTRIBUTES ObjectAttr = {sizeof ObjectAttr,0,
&ObjectName,

OBRJ _ CASE_ INSENSITIVE};

ACCESS _MASK DesiredAccess = READ_CONTROL | DIRECTORY _ QUERY
| DIRECTORY _ TRAVERSE
| DIRECTORY _ CREATE _ OBJECT
| PIRECTORY _ CREATE _ SUBDIRECTORY;

'NT:: ZwOpenDirectoryObject (&Handle, DesiredAccess, &Objectattr );

}

return Handle;

HANDLE CreateMutexW(LPSECURITY . ATTRIBUTES SecAttr, BOOL InitialOwner,
PCWSTR Name)
|

NT:; UNICODE_STRING objectName;

NT:: OBJECT.ATTRIBUTES ObjectAttr = [sizeof ObjectAttr ,0 , 0, OBJ_ OPENIF};

if (Name) {
NT: :Rt1InitUnicodeString (&ObjectName, Name );

ObjectAttr.RootDirectory = Win32 RootDirectory ()
ObjectAttr.ObjectName = &ObjectName;

|
if (SecAttr) |

if (SecAttr - >bInheritHandle ) ObjectAttr.Attributes | = OBJ. INHERIT:

ObjectAttr.SecurityDescriptor = SecAttr - > 1lpSecurityDescriptor;

HANDLE Handle;

NTSTATUS rv = NT::ZwCreateMutant (&Handle, MUTANT _ALI,_ACCESS,
&0bjectAttr, InitialOwner);
if (NT_ succEsS(rv ) ) |
SetLastError (rv = = STATUS_OBJECT.NAME EXTSTS

? ERROR _ ALREADY _ EXISTS: ERROR_ SUCCESS) H
return Handle;

T M Ml s s i 5L B B 411 5 s



else |

SetLastError (NT;:RtlNtStatusToDosError (rv ) );
return 0;

}

BlF 1.1 [ CreateMutexW HJSLBLH , 5% ZwCreateMutant S 7E SRS AL T B B AN &R
GRS AER Win32 @3k, EXRA- MR Z2ENSH, &%, 818 —1 UNICODE_ STRING
LM AR FEZ R, UNICODE _ STRING WIE XL INTF -

typedef struct _ UNICODE_ STRING |

USHORT Length; // Length of string in bytes
USHORT MaximumLength:
PWSTR Buffer; // Pointer to Unicode string

} UNTICODE _ STRING, * PUNICODE_ STRING;

X FARBFERERS TLUEASG TR E , LU R 175 8 BR 777 88 i R 2 % i 5 6]
¥k, B, RV E W BIE Buffer 71 Buffer + Length AR 454, MBRE FRGM
FEFBWRRE, BB RENMFERABIANFZHE, RERZ LS null F4,

typedef struct _OBJECT. ATTRIBUTES {
ULONG Length;
HANDLE RootDirectory;

PUNICODE_ STRING ObjectName;
ULONG Attributes;

PVOID SecurityDescriptor;
PVOID SecurityQualityOfService;
} OBJECT_ ATTRIBUTES, * POBJECT_ ATTRIBUTES;

UNICODE _ STRING #4548 ik A 7E OBJECT . ATTRIBUTES &5#4 th , XM A B H X 4
PREIMIINME B RS o 5 R R XA M BE AT B PR B A, (EL% B AT 638 k3%,
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RootDirectory G117 X ¢ (SCHF A Mt 2= BN EE MBS .
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BOOL ResetEvent (HANDLE Handle )

{

NTSTATUS rv = NT:: ZwClearEvent (Handle);

return NT_ SUCCESS (rv )
? TRUE: SetLastError (NT::Rt1NtStatusToDosError(rv)), FALSE;

I
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NTSTATUS

NTAPI

NtCreatPagingFile(
IN PUNICODE . STRING FileName,
IN PULARGE _ INTEGER InitialSize,
IN PULARGE_ INTEGER MaximumSize,
IN ULONG Reserved
)

KPROCESSOR _ MODE PreviousMode = ExGetPreviousMode 0;
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—try |
if (PreviousMode = = UserMode) {

if (SeSinglePrivilegeCheck (SeCreatePagefilePrivilege,
PreviousMode) = = FALSE )}
return STATUS . PRIVILEGE _ NOT . HELD;

if (FileName + 1 > MmUserProbehddress)
ExRaiseAccessViolation ();

if (PCHAR (FileName - >Buffer) + FileName - » Length >
MwUserProbeAddress )
ExRaiseAccessViolation ();

if (ULONG(InitialSize ) &3)
ExRaiseDatatypeMisalignment ();

if (InitialSize + 1 > MmUserProbeAddress )
ExRaiseAccessViolation ();

if (ULONG(MaximumSize) & 3)
ExRaiseDatatypeMisalignment ();

if (MaximumSize + 1 > MmUserProbeAddress )
ExRaiseAccessViolation ();

i

/7 Copy the arguments and file name string to kernel memory

!

— except (PreviousMode = = UserMode

7 EXCEPTION _EXECUTE _ HANDLER: EXCEPTION_. CONTINUE _SEARCH) |

return GetExceptionCode ();

l

/7 Create the page file

return STATUS . SUCCESS;

|
#1F 1.3 H NiCreatePagingFile & X I SHHEER T IVER B, ERBRF N — 4%

FEERE . X DDK B9 SCR R 6 R B — R A B LRI 4, BT SRR ALY %
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Call count Service name

399236 NtWaitForSingleObject
245859 NtReplyWaitReceivePort
237888 NtRequestWaitReplyPort
78260 NtReadFile
50028 NtClose
44768 NtDeviceIoControlFile
34598 NtSetEvent
27512 NtClearEvent
23878 NtOpenThreadToken
22551 NtWaitForMultipleObijects
18441 NtOpenKey
14504 NtAllocatevirtualMemory
14361 NtProtectVirtualMemory
13975 NtQueryInformationToken
13335 NtEnumerateKey
12910 NtQueryValueKey
12273 NtOpenProcessToken
11261 NtSetInformationFile
9207 NtFlushInstructionCache
8906 NtQueryInformationFile
7198 NtFreeVirtualMemory
6987 NtReleaseMutant
6637 NtWriteFile
6227 NtQuerySecurityObject
5907 NtEnumerateValueKey
5763 NtOpenFile
5541 NtQueryDirectoryFile
5346 NtQueryDefaultLocale
5062 Nt SetValueKey
4716 NtRequestPort
4335 NtQueryKey
3927 : NtQueryAttributesFile

3805 NtMapViewOfSection
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3787
3576
3007
2858
2558
2477
2461
2414
2360 .
2353
2127
2095
2091
1909
1897
1741
1651
1645
1590
1232
1106
980
899
869
809
717
678
618
583
582
576
568
563
555
414
385
350
305
290
287
269
234
233
232
230

NtCreateFile
NtReadvVirtualMemory
NtReplyPort
NtQuerySystemTime
NtOpenSection
NtReleaseSemaphore
NtFsControlFile
NtQueryVolumeInformationFile
NtQueryVirtualMemory
NtDuplicateObject
NtWriteVirtualMemory
NtSetInformationProcess
NtQueryInformationProcess
NtCreateSection
NtCreateKey
NtCreateEvent

NtContinue
NtGetContextThread
NtSetContextThread
NtDeleteKey
NtUnmapViewOfSection
NtTestAlert
NtSetInformationThread
NtQueryInformationThread
NtQuervEvent
NtQuerySystemInformation
NtOpenProcess
NtDelayExecution
NtFlushBuffersFile
NtQueryObject
NtSetInformationCbject
NtCreateThread
NtResumeThread
NtRegisterThreadTerminatePort
NtQuerySection
NtTerminateProcess
NtOpenSymbolicLinkObject
NtOpenDirectoryObject
NtLockFile

NtUnlockFile
NtTerminateThread
NtAcceptConnectPort
NtConnectPort
NtCompleteConnect Port
NtQuerySymbolicLinkObject



209
166
147
146
146
146
145
120
116
114
113
92
92
85
76
73
62
60
49
49
31
31
30
24
24
22
22
21
20
18
18
17
14
14
12
12
10
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NtCreateProcess
NtImpersonateClientOfPort
NtCreateNamedPipeFile
NtCreateProfile
NtResetEvent
NtStartProfile
NtAccessCheck
NtCallbackReturn
NtCreateSemaphore
NtDeletevalueKey
NtQueryDirectoryObject
NtAccessCheckAndAuditAlarm
NtCloseObjectAuditAlarm
NtCreateMutant
NtOpenEvent
NtAdjustPrivilegesToken
NtSetTimer
NtDuplicateToken
NtAddAtom

NtOpenThread
NtCreateSymbolicLinkObject
NtFindAtom

NtDeleteAtom
NtOpenSemaphore
NtRaiseException
NtQueryInformationAtom
NtYieldExecution

Nt ImpersonateThread
NtCreateMailslotFile
NtCreatePort
NtNotifyChangeDirectoryFile
NtLoadDriver
NtCreateDirectoryObject
NtSetSecurityObject
NtDisplayString
NtNotifyChangeKey
NtOpenObjectauditAlarm
NtPrivilegeCheck
NtQueryPerformanceCounter
NtAllocateLocallyUniqueId
NtCreateTimer
NtPrivilegedServiceAuditAlarm
NtRemoveIoCompletion
NtFlushKey
NtAllocateUuids
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NtMakeTemporaryObject
NtSetSystemInformation
NtQueryTimerResolution
NtListenPort
NtUnloadDriver
NtCreateToken
NtRaiseHardError
NtReadRequestData
NtWriteRequestData
NtCancelTimer
NtCreatePagingFile
NtFlushvVirtualMemory
NtInitializeRegistry
NtSetDefaultLocale
NtCreateloCompletion
NtLoadKey
NtPrivllegeObjectAuditAlarm
NtQueryFullAttributesFile
NtSetDefaultHardErrorPort
NtSetIntervalProfile
Nt SuspendThread
NtUnloadKey
NtAdjustGroupsToken
NtAlertResumeThread
NtAlertThread
NtCancelIoFile
NtCreateChannel
NtCreateEventPair
NtDeleteFile
NtDeleteObjectAuditAlarm
NtExtendSection
NtFlushWriteBuffer
NtGetPlugPlayEvent
NtGetTickCount
NtListenChannel

Nt LoadKey2
NtLockVirtualMemory
NtOpenCharnnel
NtOpenEventPair
NtOpenIoCompletion
NtOpenMutant
NtOpenTimer
NtPlugPlayControl

Nt PulseEvent
NtQueryEaFile
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NtQueryInformationPort
NtQueryIntervalProfile
NtQueryIoCompletion
NtQueryMultiplevValueKey
NtQueryMutant
NtQueryOleDirectoryFile
NtQuerySemaphore
NtQuerySystemEnvironmentValue
NtQueryTimer
NtQueueApcThread
NtReadFileScatter
NtReplaceKey
NtReplyWaitReplyPort
NtReplyWaitSendChannel
NtRestoreKey

Nt SaveKey

Nt SendWaitReplyChannel

Nt SetContextChannel
NtSetEaFile

Nt SetHighEventPair

Nt SetHighWaitLowEventPair
Nt SetHighWaitLowThread

Nt Set Informat ionKey

Nt Set InformationToken

Nt SetIoCompletion
NtSetLdtEntries
NtSetLowEventPair
NtSetLowWaitHighEventPair
Nt SetLowWaitHighThread

Nt SetSystemEnvirconmentvalue
Nt SetSystemPowerState

Nt SetSystemTime
NtSetTimerResolution
NtSetVolumeInformationFile
Nt ShutdownSystem
NtSignalAndWaitForSingleObject
NtStopProfile

Nt SystemDebugControl
NtUnlockVirtualMemory
NtVdmControl

NtW32Call
NtWaitHighEventPair
NtWaitLowEventPair
NtWriteFileGather
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ZwSetSystemlInformation +e+=s+ererereesrreirraniin 2
SYSTEM _ INFORMATION _ CLASS +¢ovrererevecsencren 3
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SYStemDpcInfonnation .................................... 29
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SystemCrashDumpMonnaﬁon ........................... K7
SystemExceptionInfonmtion .............................. 32
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SystemLookasideInformation --+-=++=+=---resrrresmrmeneen. 37
SystemSetTimeSlipEvent =---++«+t+esssrerersesssnnnnnin. K4
SystemCreateSession  ++++cctcerrerernnesnnneniasiaiian 38
SystemDeleteSession  secreeeeiereniniiiin, 39
SystemRangeStartInformation  «+++e<eseerererrnnaaeaeens 39
SystemVerifierInformation  ++++=ssssesrermrerenneeiaiin 79
SystemAddVerifier «+eevererereereinriiniiiiiii, 20
SystemSessionProcessesInformation  =+++++terereeeeeeiees 0
SystemPoolBlocksInformation  +=++veeeererereeiennene 20
SystemMemonysageInfonnation ........................ 42
BIF 1.1:— T ToolHelp FEHI KT - 47
BIF 1.2 50— AT T AR AT eeeeoereees 4
ZwQuerySystemEnvironmentValue ~ ++++ereevesrseesseees 49
ZwSetSystemEnvironment Value «+++++++++veerverrmreeeees 50
ZwShutdownSystem »+++++++rrerrnsenssrrmiiiii R4
ZwSystemDebugControl ~ ++++=+rsseersrrmrrmriiniiiiiiin. 52
BIF 1.3 B BHIBWE A ooevrererrarinennannnns 56
BIF 1.4 BRIREEEE o, 58
F2E MR AKERNHEHE - w
OBJECT _ ATTRIBUTES ++tetevesetevseasasrsrrnrnnasens 60
ZwQueryObject  ++++++sesrrrmrimnninniiiiiiiiii e 62
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