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Keep up the good work!

—Eric Stanfield, MCSE

I was drowning in the sea of lengthy, wordy books. I am impressed
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—Robert Vierthaler, PC Support Analyst
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~——Jan Clark

This is by far the BEST study material for MCSE preparation. I have
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by studying ONLY the Exam Crams. That is awesome. Thanks.

—Bruce Durbin

See for yourself why we're *1 and drop us a line at leam@examcram.com.
We look forward to hearing about your testing successes!
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CCNP" Routing

The Cram

Sheet

This Cram Sheet contains the distilled key facts about CCNP Routing Exam. Review this informa-
tion right before you enter the test room, paying special attention to those areas where you feel
you need the most review. You can transfer any of these facts onto a blank sheet of paper before

beginning the exam.

SCALABLE INTERNETWORKS

1. Router roles:

¢ Use the distance command to manipulate
administrative distance from the config-
router prompt

* Core—At the top of your internetwork IP ADDRESSING USINGVLSM |
hierarchy IP ADDRESSING USING VLSM

o Distribution—In the midsections of your 5.
hierarchy, providing connectivity from the
core backbone to the individual sites

» Access—At the bottom of the hierarchy,
providing end-user access to internetwork
resources

2. Compression is best utilized on low-speed
serial links.

ROUTING PROTOCOL OVERVIEW

3. Routing protocol metrics:
e 0SPF—Cost (based on bandwidth)
e EIGRP—Bandwidth, delay, load, reliability, 6
and MTU
4. Administrative distance is the believability of a
route learned by a particular routing protocol:
® OSPF—110
* FIGRP—S0
» Directly connected—0
» Static route—0 or 1 for administrative
distance with static routes depends on
whether a next hop address is specified (1)
or an outbound interface (0).

VLSM

» Routing protocol must be capable of passing
the prefix in routing updates to support
VLSM.

¢ RiP and IGRP do not support VLSM.

¢ OSPF does support VLSM.

o EIGRP support for VLSM must be enabled (no
auto-summary under the EIGRP
configuration).

» Further subdivides the address space.

e Mask for serial links is 255.255.255.252 to
provide for only two hosts.

. Route summarization:

¢ Find a common bit boundary in the sequence
of network addresses.

e Count the number of bits the addresses have
in common to create the prefix.

e Use the command area <number> range
<network address > <prefix > for OSPF
route summarization. This command is
entered under the OSPF configuration.

« Use the command ip summary-address eigrp
<as number > <network address>



7.

SCALABLE ROUTING PROTOCOLS

8.

10.

11.

12.

13.

14,
15.

16.

17.

<prefix> for EIGRP route summarization. This
command is entered on the outbound interface
that will be advertising the summary route.
Enter the command no auto-summary under
EIGRP to support summarization.

Network Address Translation (NAT) is used to
convert private internal |P addresses to public
external IP addresses, which should exist in
your registered space.

Distance-vector routing protocols:
¢ RIP

® RiP v.2

* |[GRP

. Link-state routing protocols:

e OSPF

e IS-IS

Advanced distance-vector routing protocols:
* EIGRP

Classful routing protocols do not support
VLSM.

Classful routing protocols:

e RIP

* |IGRP

Classless routing protocols (which do support
VLSM):

* RIPv.2

e OSPF

® IS-IS

» EIGRP

OSPF is a link-state routing protocol.

Developed to overcome RIP limits:

e Fast convergence.

* No hop count limit.

o Support for VLSM.

e Metric is cost based on bandwidth.

e Efficient routing updates via multicast.
Uses Hello protocol to establish neighbor
relationship.

DR election:

e Highest priority is DR.

« Second highest priority is BDR.

18.

19.

20.

21,

* Router ID used to break tie on priority.

* Router ID is highest IP address or IP address
of Loopback 0 interface.

* Election of DR/BDR will occur only on
broadcast media (such as Ethernet and
token ring).

Routing updates:

e Routing updates sent to DR and BDR if
present via 224.0.0.6.

« DR forwards routing updates to other OSPF
routers via 224.0.0.5.

 If no DR/BDR, simply forward update to
neighbor(s).

e Routing updates, called LSAs, are dissemi-
nated in flooding fashion.

Required information for OSPF neighbors:

o Neighbor ID

e Area ID

¢ Router priority

o DR IP address

* BDR IP adaress

« Authentication type

e Authentication password

e Stub area flag

OSPF router designations:

e Internal router—Any router with all inter-
faces in one area

e Area border router—Any router with
interfaces in multiple areas

e Backbone router—Any router with an
interface in area 0

o Autonomous system boundary router—Any
router with a connection to an external
autonomous system

Stub areas:

e Stub area—Contains only one exit point (via
the ABR to area 0), all intra-area routes,
summary routes to other areas, and a default
route.

o Totally stubby area—Contains only one exit
point (via the ABR to area 0), all intra-area
routes, and a default route. It contains no
external routes or summary routes.

« All routers in stub or totally stubby area must
agree that the area is a stub.
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e Use the area <number > stub no-sum-
mary command on the ABR to create totally
stubby area.

e Use the area <number > stub command on
internal routers to tell them they're part of a
stub area.

* Do not configure area O as a stub area.

22. Virtual links must be configured on areas that
cannot connect directly to area 0.

23. Show commands:
« show ip protocols—Shows active routing
protocols

» show ip ospf neighbor—Shows neighbor
database

24. Routes for IP, IPX, and AppleTalk.

25. Metric is composite of bandwidth, delay, load,
reliability, and MTU.

26. Best route is called successor or current
successor. Selected based on lowest feasible
distance.

27. Second best route is called feasible successor.
Advertised distance of this route must be
lower than feasible distance of best route to be
considered a feasible successor.

28. Automatic redistribution between EIGRP and
IGRP if AS numbers are same.

29. Use the ip summary-address eigrp <as
number > <network address > <prefix >
command on the outhound interface to
configure summarization.

30. Show commands:
» show ip eigrp neighbors—Displays the
EIGRP IP neighbor table.
« show ip eigrp topology—Displays the
EIGRP IP topology table.
« show ip route—Displays the IP routing
table.

BGP OPERATION

31. Use BGP to connect to ISP when you need
muittiple exit points or when specified by ISP.

32. EBGP is a BGP connection to an external AS,
whereas IBGP is a BGP connection within the
local AS.

.............................................

35.

36.

37.
38.

39.

. Use a default route to point your AS to the ISP

rather than redistributing.

. BGP uses TCP to ensure guaranteed delivery of

routing updates.

A peer group is a group of BGP neighbors that
share the same update policies.

When load-balancing, BGP only operates
properly if it's receiving identical updates from
the same provider.

BGP uses route maps for route filtering.

A route refiector is based on the idea of
specifying a concentration router to act as a
focal point for internal BGP sessions. Multiple
BGP routers can peer to a central router, and
then multiple route reflectors can peer
together.

A BGP confederation is based on the concept
that an AS can be broken into multiple sub-
ASes.

TRAFFIC MANAGEMENT

40.

41.

42,

43.

44,

IP standard access lists:

» Filter only on source IP address.
o Use list numbers between 1 and 99.

P extended access lists:

« Filter on source IP address, destination P
address, protocol, and port number.
e Use list numbers between 100 and 199.

A wildcard mask is the inverse value of a
subnet mask. To find an appropriate wildcard
mask for a specific subnet, change the binary
value of each bit in the subnet mask. For
example, a subnet mask of 255.255.255.240
would use a wildcard mask of 0.0.0.15.

Standard access lists should be placed as
close as possible to the destination of the
filtered traffic.

Extended access lists should be placed as
close as possible to the source of the filtered
traffic.

. Any traffic not specifically permitted by an

access list is denied. The last line of all access
lists is an implicit deny.

. A static route specifying an outbound interface

of null 0 is a good alternative to access lists.



47. The command line vty 0 4 will move you to
the virtual terminal configuration prompt.

48. IP helper addresses should be placed on the
inbound interface that will be receiving the
broadcast to be forwarded.

49. Required information for tunnel configuration:

* Tunnel source—The outbound interface
through which to depart this router.

» Tunnel destination—The next logical hop IP
address where the tunnel terminates.

e Tunnel mode—The definition of the mode
used to encapsulate the traffic to be carried.
tunnel mode gre ip is the command to set it
to generic route encapsulation.

* Encapsulated protocol attributes—Includes
1PX network number, AppleTalk, cable range,
and zone.

OPTIMIZING ROUTING UPDATES

50. Static routes:

* ip route <dest.networi> <dest.
netmask> <next hop addr | out int >
<distance >

« Specifying outbound interface sets adminis-
trative distance to 0 and automatically
redistributes.

 Specifying next hop address sets administra-
tive distance to 1 and requires manual
redistribution.

e Manipulating administrative distance to a
high number so that the dynamic route will
show and use the static route as a backup is
called a floating static route.

51. Default route:

e Use the ip default network <network
address > command to set on each router.

e Use ip route 0.0.0.0 0.0.0.0 <out int | next
hop address > to set static default route.

52. Stopping routing updates:

e Use the passive interface <int > command
to force a routing protocol to stop sending
updates.

o Use distribute lists with access lists to filter
routes.

CORIOLIS ™

Cortification insider Press
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IP ADDRESSING

53.

54.

IP addressing:

¢ Routing decision is based on longest match
of routing table entry to destination address.

e Class A—1 to 126. '

e (Class B—128 to 191.

e Class C—192 to 223.

* To find number of subnets created or

number of hosts per subnet, use the 2X-2
formula.

» Subnet address is derived through /ogical
AND process.

Private internetwork space:

e (Class A—10.0.0.0 to 10.255.255.255

e Class B—172.16.0.0 t0 172.31.255.255

e Class C—192.168.0.0 to 192.168.255.255
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