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About This Book

Welcome to MCSE Training Kit: Microsoft Internet Security and Acceleration
Server 2000. This training kit teaches you how to install and configure
Microsoft Internet Security and Acceleration Server 2000 (ISA Server), an
enterprise-class firewall and Web caching server. The book begins with an
overview of the features and benefits of ISA Server and then describes how to
plan and perform an ISA Server installation. It then teaches you how to
configure the various features of ISA Server, including the firewall, caching,
publishing, multilevel policies, and H.323 Gatekeeper features. The book then

© reviews various methods of monitoring and troubleshooting ISA Server
performance.

Note For more information on becoming a Microsoft Certified Systems

Engineer, see the section titled “The Microsoft Certified Professional Program”
later in this chapter.

Each chapter in this book is divided into lessons. Most lessons include hands-
on procedures that allow you to practice or demonstrate a particular concept
or skill. Each chapter ends with a short summary of all chapter lessons and a
set of review questions to test your knowledge of the chapter material.

The “Getting Started” section of this chapter provides important setup instruc-
tions that describe the hardware and software requirements to complete the
procedures in this course. It also provides information about the networking
configuration necessary to complete some of the hands-on procedures. Read
through this section thoroughly before you start the lessons.
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Intended Audience

This book was developed for information technology (IT) professionals who
need to design, plan, implement and support Internet Security and Accelera-
tion Server 2000 or who plan to take the related Microsoft Certified Profes-
sional exam 70-227: Installing, Configuring, and Administering Microsoft
Internet Security and Acceleration (ISA) Server, Enterprise Edition.

Prerequisites
This course requires that students meet the following prerequisites:

* At least one year of hands-on experience administering networks,

including at least 6 months experience with the Windows 2000 operating
system.

= Strong familiarity with implementing TCP/IP featﬁres such as DNS,
gateways, subnetting, and routing tables.

= Strong familiarity with implementing Windows 2000 features such
as Active Directory directory service, Routing and Remote Access,

Performance Monitor, Quality of Service (QoS), Microsoft Management
Console (MMC).

Reference Materials

You might find the following reference materials useful:

= The ISA Server official Web site. Available online at
http://www.microsoft.com/isaserver

* Microsoft TechNet. Available monthly on CD-ROM and online at http:/
/www.microsoft.com/technet

= MCP Magazine Online. Available online at http://www.mcpmag.com

* Windows 2000 TCP/IP Protocols and Services Technical
Reference. By Thomas Lee and Joseph Davies. Microsoft Press, 2000.
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About the CD-ROM

The Supplemental Course Materials compact disc contains a variety of
informational aids that may be used throughout this book. Included on this
CD-ROM is the evaluation version of Microsoft Internet Security and Accel-
eration Server 2000, Enterprise Edition software. For more information

regarding this software, see the section titled “‘Getting Started” late in this
introduction.

The CD-ROM also contains a fully searchable electronic version of the book.
For information about the electronic book, see the section “About the Elec-
tronic Book” later in this introduction.

The Supplemental Course Materials CD-ROM also contains files required to
perform the hands-on procedures. These files can be used directly from the
CD-ROM or copied onto your hard disk. The files include a demonstration

of Microsoft ISA Server 2000, and practice files that accompany the book
exercises.

Features of This Book

Each chapter opens with a “Before You Begin” section, which prepares you
for completing the chapter.

» The chapters are then broken in to lessons. Whenever possible, lessons
contain practices that give you an opportunity to use the skills being presented
or explore the part of the application being described. All practices offer step-

by-step procedures that are identified with a bullet symbol like the one to the
left of this paragraph.

The “Review” section at the end of the chapter allows you to test what you
have learned in the chapter’s lessons.

Appendix A, “Questions and Answers” contains all of the book’s questions
and corresponding answers.
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Notes

Several types of Notes appear throughout the lessons.

Notes marked Tip contain explanations of possible results or alternative
methods.

Notes marked Important contain information that is essential to com-
pleting a task.

Notes marked Note contain supplemental information.

Notes marked Caution or Warning contain warnings about possible
loss of data.

Conventions

The following conventions are used throughout this book.

Notational Conventions

Characters or commands that you type appear in bold type.

Italic in syntax statements indicates placeholders for variable information.
Italic is also used for book titles.

Names of files and folders appear in Title caps, except when you are to
type them directly. Unless otherwise indicated, you can use all lowercase

letters when you type a file name in a dialog box or at a command
prompt.

File name extensions appear in all lowercase.
Acronyms appear in all uppercase.

Monospace type represents code samples, examples of screen text, or
entries that you might type at a command prompt or in initialization files.

Square brackets [ ] are used in syntax statements to enclose optional
items. For example, [filename] in command syntax indicates that you can
choose to type a file name with the command. Type only the information
within the brackets, not the brackets themselves.

Braces { } are used in syntax statements to enclose required items. Type
only the information within the braces, not the braces themselves.
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= Icons represent specific sections in the book as follows:

Icon Represents

A file contained on the CD-ROM. Some files are needed
to complete a hands-on practice; others contain supple-
mental information about the topic being discussed. The
purpose of the file and its location are described in the
accompanying text,

A hands-on practice. You should perform the practice to
give yourself an opportunity to use the skills being

: Laéw presented in the lesson.
Chapter review questions. These questions at the end of
@ each chapter allow you to test what you have learned in

the lessons. You will find the answers to the review

questions in the Questions and Answers section at the
end of the book.

Keyboard Conventions

* A plus sign (+) between two key names means that you must press those
keys at the same time. For example, “Press ALT+TAB” means that you
hold down ALT while you press TAB.

* A comma (, ) between two or more key names means that you must
press each of the keys consecutively, not together. For example, “Press
ALT, F, X” means that you press and release each key in sequence.
“Press ALT+W, L means that you first press ALT and W together, and
then release them and press L.

* You can choose menu commands with the keyboard. Press the ALT key
to activate the menu bar, and then sequentially press the keys that corre-
spond to the highlighted or underlined letter of the menu name and the
command name. For some commands, you can also press a key combina-
tion listed in the menu.

= You can select or clear check boxes or option buttons in dialog boxes
with the keyboard. Press the ALT key, and then press the key that corre-
sponds to the underlined letter of the option name. Or you can press TAB
until the option is highlighted, and then press the spacebar to select or
clear the check box or option button.

* You can cancel the display of a dialog box by pressing the ESC key.
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Chapter and Appendix Overview

This self-paced training course combines notes, hands-on procedures, multi-
media presentations, and review questions to teach you how to install, config-
ure, and implement Microsoft Internet Security and Acceleration Server 2000.
It is designed to be completed from beginning to end, but you can choose a
customized track and complete only the sections that interest you. (See the
next section, “Finding the Best Starting Point for You” for more information.)
If you choose the customized track option, see the ‘“Before You Begin”
section in each chapter. Any hands-on procedures that require preliminary
work from preceding chapters refer to the appropriate chapters.

The book is divided into the following chapters:

The “About This Book” section contains a self-paced training overview and
introduces the components of this training. Read this section thoroughly to get

the greatest educational value from this self-paced training and to plan which
lessons you will complete.

Chapter 1, “Introduction to Microsoft Internet Security and Acceleration Server
2000,” provides an overview of the features and benefits of ISA Server.

Chapter 2, “Installing Microsoft Internet Security and Acceleration Server
2000,” teaches you how to perform an ISA Server installation, including the
process of planning for an installation and migrating from Proxy Server 2.0.

Chapter 3, “Configuring Secure Internet Access,” teaches you how to estab-
lish secure Internet access for ISA Server clients. This includes installing and
configuring clients as Firewall clients and SecureNAT clients, configuring

automatic discovery, configuring Internet access through a dial-up connec-
tion, and troubleshooting Internet connectivity.

Chapter 4, “Configuring Internet Security through Access Policies,” explains
how to create a customized and secure Internet access policy. This chapter
teaches you how to create policy elements such as schedules and destination
sets that you may later use in site and content rules or in protocol rules. It also
shows you how to create these rules so that you can control network traffic to
and from your network. The chapter then includes a lesson describing ISA
Server’s packet filtering feature and how to configure packet filters suited to
your network needs. Finally, the chapter explains how to configure intrusion
detection in ISA Server so that you will know when someone has launched an
attack against your network.

Chapter 5, “Configuring Internet Acceleration through the ISA Server Cache,”
teaches you how to use ISA Server as a means to accelerate Internet connec-
tivity for server clients. This includes configuring cache properties, active
caching, and scheduled content downloads.
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Chapter 6, “Secure Server Publishing,” teaches you how to publish servers on
the Internet securely behind ISA Server. This includes publishing Web
servers, mail servers, and other Internet servers (such as FTP servers).

Chapter 7, “Securing Enterprise Networks with ISA Server,” teaches you how
to deploy ISA Server in more complex enterprise networks, including those

that require the use of virtual private networks and of a centralized, multi-
tiered policy.

Chapter 8, “Secure Videoconferencing with H.323 Gatekeeper,” teaches you
how to deploy videoconferencing in an ISA Server network. This chapter
describes how to use ISA Server’s H.323 Gatekeeper as a central switch for
videoconferencing calls, and how to use rules to route calls to aliases.

Chapter 9, “Monitoring and Optimizing ISA Server Performance,” teaches
you how to use various tools in ISA Server to monitor and optimize ISA
Server behavior. This includes configuring alerts, using ISA Server logs and

reports, configuring bandwidth rules, and using ISA Server Performance
Monitor counters.

Chapter 10, “Troubleshooting ISA Server,” introduces you to the many tools

and strategies that you can use to troubleshoot problems in ISA Server
behavior.

Appendix A, “Questions and Answers,” lists all of the review questions from

the book showing the page number where the question appears and the
suggested answer.

Appendix B, “Deploying and Administering ISA Server in a Complex Net-
work,” walks you through several hypothetical installations of Microsoft
Internet Security and Acceleration Server 2000 (ISA Server) Enterprise
Edition to test your understanding of and ability to troubleshoot the product.
Because the exam is based on both knowledge of the software and real-world

experience, we strongly recommend that you study this appendix before
taking MCP exam 70-227.

Appendix C, “Event Messages,” is a reference used to aid troubleshooting in
ISA Server. It presents the full list of Event Messages in ISA Server, along

with a description of the probable cause and action necessary to remedy
problems, if necessary.

A Glossary of terms related to firewalls and ISA Server is also included as a
means to help you become familiar with these topics.
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Finding the Best Starting Point for You

Because this book is self-paced, you can skip some lessons and revisit them
later. Note, however, that in many cases you must complete exercises in early
chapters before completing exercises in the other chapters. Use the following
table to find the best starting point for you:

If you Follow this learning path

Are preparing to take the Microsoft Read the “Getting Started” section. Then
Certified Professional exam 70-227: work through Chapters 1-3. Work through
Installing, Configuring, and the remaining chapters in any order.

Administering Microsoft Internet
Security and Acceleration (ISA)
Server, Enterprise Edition.

To review information about Use the “Where to Find Specific Skills in
specific topics from the exam, This Book” section that follows this table.

Where to Find Specific Skills in This Book

The following tables provide a list of the skills measured on certification exam
70-227, Installing, Configuring, and Administering Microsoft Internet Security
and Acceleration (ISA) Server, Enterprise Edition. The table provides the skill,
and where in this book you will find the lesson relating to that skill.

Note Exam skills are subject to change without prior notice and at the sole
discretion of Microsoft.

Installing ISA Server

Skill Being Measured Location in Book

Preconfigure network interfaces. Chapter 2, Lesson 2
Verify Internet connectivity before installing ISA Server. Chapter 2, Lesson 2
Verify DNS name resolution. Chapter 2, Lesson 2
Install ISA Server. Installation modes include integrated, Chapter 2, Lesson 1;
firewall, and cache. Chapter 2, Lesson 2
Construct and modify the local address table (LAT). Chapter 2, Lesson 2
Calculate the size of the cache and configure it. Chapter 2, Lesson 1;

Chapter 2, Lesson 2;
Chapter 5, Lesson 2
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Skill Being Measured

Location in Book

Install an ISA Server computer as a member of an array.

Upgrade a Microsoft Proxy Server 2.0 computer to
ISA Server.

Back up the Proxy Server 2.0 configuration.

Troubleshoot problems that occur during setup.

Chapter 2, Lesson 2;
Chapter 7, Lesson 2

Chapter 2, Lesson 3

Chapter 2, Lesson 3
Chapter 2, Lesson 2

Configuring and Troubleshooting ISA Server Services

Skill Being Measured

Location in Book

Configure and troubleshoot outbound Internet access.

Configure ISA Server hosting roles.

Configure ISA Server for Web publishing.

Configure ISA Server for server proxy.

Configure ISA Server for server publishing.

Configure H.323 Gatekeeper for audio and video
conferencing.

Configure gatekeeper rules. Rules include telephone,
¢-mail, and Internet Protocol (IP).

Configure gatekeeper destinations by using the Add
Destination Wizard. '

Set up and troubleshoot dial-up connections and
Routing and Remote Access dial-on-demand
connections.

Set up and verify routing rules for static IP routes in
Routing and Remote Access.

Configure and troubleshoot virtual private network
(VPN) access.

Configure the ISA Server computer as a VPN
endpoint without using the VPN Wizard.

Chapter 3, Lesson 4

Chapter 6, Lesson 1;
Chapter 6, Lesson 2;
Chapter 6, Lesson 3

Chapter 6, Lesson 2

Chapter 3, Lesson 1;
Chapter 5, Lesson 1;
Chapter 5, Lesson 2

Chapter 6, Lesson 1;
Chapter 6, Lesson 3

Chapter 8, Lesson 1;
Chapter 8, Lesson 2

Chapter 8, Lesson 2
Chapter 8, Lesson 2

Chapter 3, Lesson 4;
Chapter 10, Lesson 2

Chapter 5, Lesson 1;
Chapter 10, Lesson 1

Chapter 7, Lesson 3;
Chapter 10, Lesson 2

Chapter 7, Lesson 3;
Chapter 10, Lesson 2

(continues)



xxxii Microsoft Internet Security and Acceleration Server 2000 Training

Configuring and Troubleshooting ISA Server Services (continued)

Skill Being Measured Location in Book
Configure the ISA Server computer for VPN Chapter 7, Lesson 3;
pass-through. Chapter 10, Lesson 2

Configure multiple ISA Server computers for
scalability. Configurations include Network Load
Balancing (NLB) and Cache Array Routing
Protocol (CARP).

Chapter 7, Lesson 2

Configuring, Managing, and Troubleshooting Policies and Rules

Skill Being Measured

Location in Book

Configure and secure the firewall in accordance with
corporate standards.

Configure the packet filter rules for different levels of
security, including system hardening.

Create and configure access control and bandwidth
policies.

Create and configure site and content rules to restrict
Internet access.

Create and configure protocol rules to manage
Internet access.

Create and configure routing rules to restrict Internet
access.

Create and configure bandwidth rules to control
bandwidth usage.

Troubleshoot access problems.
Chapter 10, Lesson 2

Troubleshoot user-based access problems.
Troubleshoot packet-based access problems.

Create new policy elements. Elements include
schedules, bandwidth priorities, destination sets, client
address sets, protocol definitions, and content groups.

Manage ISA Server arrays in an enterprise.

Create an array of proxy servers.

Assign an enterprise policy to an array.

Chapter 4, Lesson 1
Chapter 4, Lesson 1;
Chapter 4, Lesson 5
Chapter 9, Lesson 4
Chapter 4, Lesson 4
Chapter 4, Lesson 3
Chapter 5, Lesson 1
Chapter 9, Lesson 4

Chapter 10, Lesson 1;

Chapter 10, Lesson 2
Chapter 10, Lesson 2
Chapter 4, Lesson 2

Chapter 7, Lesson 1;
Chapter 7, Lesson 2 .

Chapter 7, Lesson 2
Chapter 7, Lesson 1
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Deploying, Configuring, and Troubleshooting the Client Computer

Skill Being Measured

Location in Book

Plan the deployment of client computers to use
ISA Server services. Considerations include client
authentication, client operating system, network
topology, cost, complexity, and client function.

Configure and troubleshoot the client computer for
secure network address translation (SecureNAT).

Install the Firewall Client software. Considerations
include the cost and complexity of deployment.

Troubleshoot autodetection.

Configure the client computer’s Web browser to use
ISA Server as an HTTP proxy.

Chapter 2, Lesson 1

Chapter 3, Lesson 1;
Chapter 3, Lesson 4

Chapter 3, Lesson 1

Chapter 3, Lesson 2
Chapter 3, Lesson 1

Monitoring, Managing, and Analyzing ISA Server Use

Skill Being Measured

Location in Book

Monitor security and network usage by using logging
and alerting.

Configure intrusion detection.

Configure an alert to send an e-mail message to an
administrator.

Automate alert configuration.

Monitor alert status.

Troubleshoot problems with security and network usage.
Chapter 10, Lesson 2

Detect connections by using Netstat.

Test the status of external ports by using Telnet or
Network Monitor.

Analyze the performance of ISA Server by using reports.

Report types include summary, Web usage, application
usage, traffic and utilization, and security.

Optimize the performance of the ISA Server computer.
Considerations include capacity planning, allocation
priorities, and trend analysis.

Chapter 9, Lesson 1;
Chapter 9, Lesson 2

Chapter 4, Lesson 6
Chapter 9, Lesson 1

Chapter 9, Lesson 1

Chapter 9, Lesson 1;
Chapter 10, Lesson 1
Chapter 10, Lesson 1;

Chapter 10, Lesson 1
Chapter 10, Lesson 1

Chapter 9, Lesson 3

Chapter 2, Lesson 1;
Chapter 9, Lesson 5

(continues)
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Monitoring, Managing, and Analyzing ISA Server Use (continued)

Skill Being Measured Location in Book
Analyze the performance of the ISA Server computer Chapter 9, Lesson 5
by using Performance Monitor.

Analyze the performance of the ISA Server computer Chapter 9, Lesson 2;
by using reporting and logging. Chapter 9, Lesson 3
Control the total RAM used by ISA Server for caching. Chapter 9, Lesson 5

Getting Started

This self-paced training course contains hands-on procedures to help you

learn about Microsoft Internet Security and Acceleration Server 2000, Enter-
prise Edition.

To complete some of these procedures, you must have two networked com-
puters. Both computers must be capable of running Windows 2000 Server.
Service Pack 1 must be installed on each computer.

Hardware Requirements

Each computer must have the following minimum configuration. All hardware
should be on the Microsoft Windows 2000 Server Hardware Compatibility List.

= Computer with 300 MHz or higher Pentium II-compatible CPU running
Microsoft Windows 2000 Server or Windows 2000 Advanced Server

with Service Pack 1 or later, or Windows 2000 Datacenter Server operat-
ing system

= 256 megabytes (MB) of RAM

= Hard drive of at least 2 GB formatted as a single NTFS partition
= 200 MB of available hard-disk space after OS is installed

= Network adapter for communicating with the internal network

= Modem for communicating with the Internet

= CD-ROM drive

» Sound card and audio output

= Microsoft Mouse or compatible pointing device
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Software Requirements

The following software is required to complete the procedures in this course.
A 120-day evaluation copy of Microsoft Internet Security and Acceleration
Server 2000, Enterprise Edition, is included on a CD-ROM in this kit.

» Windows 2000 Server (Service Pack 1 or later)

* Microsoft Internet Security and Acceleration Server 2000,
Enterprise Edition

Note The 120-day Evaluation Edition provided with this training is not

the full retail product and is provided only for the purposes of training and
evaluation. Microsoft Technical Support does not support this evaluation
edition. For additional support information regarding this book and the
CD-ROM (including answers to commonly asked questions about installation
and use), visit the Microsoft Press Technical Support web site at
Http://mspress.microsoft.com/support/. You can also email
TKINPUT@MICROSOFT.COM, or send a letter to Microsoft Press, Attn:

Microsoft Press Technical Support, One Microsoft Way, Redmond, WA
98502-6399.

Setup Instructions

Many of the exercises in this training kit are performed in a two-computer
Ethernet network. To perform the exercises properly, you must set the net-
work up according to the following specifications.

The first computer should have an internal network adapter and an external
modem connected to a working telephone line. The computer should be
named Server] and configured as a domain controller in the domain
domainQ1.local. Serverl will be assigned an IP address of 192.168.0.1/24 on
its internal network adapter. No default gateway should be specified for the
internal interface, but a valid external DNS Server on the Internet should be
specified as the preferred DNS server and 192.168.0.1 as the alternate DNS
server. The following two Windows 2000 components should be installed on
Serverl in addition to the defaults: Management and Monitoring Tools,
Windows Media Services. Create a dial-up connection to your ISP from
Serverl. Verify that you can successfully connect to your ISP and access the
Internet before beginning the installation of ISA Server in Chapter 2.

After you install Windows 2000 on Serverl, install and configure Active
Directory from Serverl with the following specifications:



