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Foreword

To say that the Internet has changed in the past 10 years is a vast understate-
ment. The Internet today is the single most influential phenomenon in com-
puting. The way in which it continues to evolve is likely to affect every form
of data communication on a global scale. Internet information-handling
strategies, such as Web-based customer support and secure networked com-
merce, will permanently alter business and consumer behavior.

As the Internet and networking have evolved, so too has Cisco Systems’ role.
Cisco has become the premier worldwide provider of networking for the
Internet. In this role, Cisco helps network managers build reliable, scalable,
and cost-effective solutions for networks that span the requirements of small
offices to globally-dispersed enterprises. Over the years, Cisco has assem-
bled the largest and most experienced staff of networking experts who serve

customers in planning, implementing, and troubleshooting large networks.
Bassam Halabi is one of those experts.

Although Cisco’s expertise is primarily delivered directly to customers, it
also can be shared through other means. A new and important medium for
sharing Cisco’s networking expertise is the Cisco Press. In creating this new
forum, New Riders Publishing and Cisco Systems jointly plan to build a
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Internet Routing Architectures

library of publications that provide practical information about the design and
implementation of routers, switches, servers, and connectivity software.

Bassam Halabi’s Internet Routing Architectures is the first of these books. Bas-
sam provides his keen insight into interdomain routing, Internet service pro-
vider requirements, and the changing Internet infrastructure. He touches on
issues that affect everyone connecting networks to or through the Internet.
Bassam’s many years of consulting experience with Cisco’s largest IP-based
networks contribute to this book’s useful design recommendations. He brings

a pragmatic perspective to the process of building links between domains and
selecting network designs for specific situations.

Internet Routing Architectures is a readable distillation of essential design and

implementation guidelines. We trust you will find it a valuable addition to your
networking library.

Edward R. Kozel

Chief Technology Officer
Cisco Systems, Inc.
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Introduction

The Internet, an upstart academic experiment in the late 1960s, struggles
with identity and success in the late 1990s. From the ARPANET to the NSF-
NET to ANYBODYSNET, the Internet is no longer owned by a single enti-
tity; it is-owned by anybody who can afford to buy space on it. Millions of
users are seeking connectivity and thousands of companies are feeling left
out if they do not tap into the Internet. This has put network designers and
administrators under a lot of pressure to keep up with networking and con-

nectivity needs. Learning about networking, and especially routing, has
become a necessity.

People get surprised when networks fail and melt down; I get surprised
when they don't. I say that because there is so little useful information out
there. Much of the information on routing that has been available to design-
ers and administrators up until now is doubly frustrating: The information
makes you think that you know how to build your network until you try,
and find out that you don’t. I wrote Internet Routing Architectures to be the
first book that addresses real routing issues, using real scenarios, in a com-
prehensive and accessible treatment.

xiil
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OBJECTIVES

The purpose of this book is to make you an expert on integrating your network
into the global Internet. By presenting practical addressing, routing, and connec-
tivity issues both conceptually and in the context of practical scenarios, the book
aims to foster your understanding of routing so that you can plan and implement
major network designs in an objective and informed way. Whether you are a cus-

tomer or provider (or both) of Internet connectivity, this book anticipates and
addresses the routing challenges facing your network.

AUDIENCE

This book is intended for any organization thar might have the need to tap into
the Internet. Whether you are becoming a service provider or you are connecting
to one you will find all you need to integrate your network. The perspectives of
network administrators, integrators, and architects are considered throughout
this book. Even though this book addresses different levels of expertise, it
progresses logically from simplest to most challenging concepts and problems,
and its common. denominator is straightforward, practical scenarios to which
anyone can relate. No major background in routing or TCP/IP is required. Any
basic or background knowledge needed to understand routing is developed as
needed in text discussions, rather than assumed as part of the reader’s repertoire.

ORGANIZATION

The book is organized into four parts:

® Part 1—The Contemporary Internet. Chapters 1-3 cover essential intro-
ductory aspects of the contemporary Internet with respect to its structure,
service providers, and addressing. Even if you are already familiar with
the general structure of the Internet, you are encouraged to read the
portions of Chapter 1 concerning Network Access Points, the Route
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Arbiter Project, and Network Information Services. The pressures that
precipitated these components of the Internet have continuing practical
implications for routing design problems faced by administrators.
Chapter 2 provides valuable criteria by which to evaluate Internet service
providers. If you represent such a provider, or are already a customer of
one, some of the information may be familiar to you already.

Part 2—Routing Protocol Basics. Chapters 4 and § cover the basics: Why
interdomain routing protocols are needed and how they work. These
topics are covered both generally, and in the specific context of

BGP—Border Gateway Protocol—the de facto standard interdomain -

routing protocol of today. BGP’s particular capabilities and attributes are
thoroughly introduced.

Part 3—Effective Internet Routing Designs. Chapters 6-9 delve into the
practical, design-oriented applications of BGP. The attributes introduced
in Part 2 are shoWwn in action, in a variety of representative network sce-
narios. BGP’ attributes are put to work in implementing design goals
such as redundancy, symmetry, and load balancing. The challenges of
making intradomain and interdomain routing work in harmony,

managing growing or already large systems, and maintaining stability are
addressed.

Part 4—Internet Routing Device Configuration. Chapters 10 and 11
contain numerous code examples of BGP’s attributes and of various
routing policies. The code examples will make the most sense to you after
you have read the earlier chapters, because many of them address
multiple concepts and design goals. However, so that you can juxtapose
textual discussions from earlier chapters with code examples in Chapters
10 and 11, pointers entitled “Configuration Example,” have been placed
in the earlier chapters. When you see one, you may wish to fast forward

to the referenced page to see a configuration example of the attribute or
policy being discussed.
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APPROACH

It is very hard to write about technical information in an accessible manner. Infor-
mation that is stripped of too much technical detail loses its meaning, while com-
plete and precise technical detail can overwhelm readers and obscure concepts.
This book introduces technical detail gradually and in the context of practical
scenarios whenever possible. The most heavily technical information—configura-
tion examples in the Cisco IOS language—is withheld until the final two chapters

of the book, so that it is thoroughly grounded in the concepts and sample topol-
ogies that precede it.

Although your ultimate goal is to design and implement routing strategies, it is
critical to grasp concepts and principles before applying them to your particular
network. This book balances conceptual and practical perspectives by following
a logical, gradual progression from general to specific, and from concepts to
implementation. Even in chapters and sections that necessarily take a largely
descriptive approach, hands-on interests are addressed through pointers to con-
figuration examples, frequently asked questions, and scenario-based explanation.

The scenario-based approach is an especially important component of this book:
It utilizes representative network topologies as a basis for illustrating almost
every protocol attribute and routing policy discussed. Even though you may not
see your exact network situation illustrated, the scenario is specific enough to

facilitate learning-by-example, and general enough that you can extrapolate how
the concepts illustrated apply to your situation.

FEATURES AND TEXT CONVENTIONS

This book works hard not to withhold protocol details and design-oriented infor-
mation, while at the same time recognizing that building general and conceptual
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understanding necessarily comes first. Two features are included to help empha-
size what is practical and design-oriented as underlying concepts are developed:

¢ Pointers to configuration examples—located in the margins next to
pertinent text discussions, these references point forward to places in
Chapters 10 and 11 where related configuration examples can be found.

* Frequently Asked Questions—located at the end of every chapter, these
questions anticipate practical and design-oriented questions you may
have, for your particular network, after having read the chapter.

In addition, this book utilizes several other conventions:

* Troubleshooting margin notes—these brief references are placed adjacent
to text discussions that are especially relevant to preventing or correcting
common routing problems and programming mistakes.

Notes—these set-off passages include elaborations that will further illu-

minate text passages, but which can be skipped without loss of under-
standing of core topics.



Contents
at a Glance

PART 1

Chapter 1

Chapter 2

THE CONTEMPORARY INTERNET 1

Evolution of the Internet 3

Origins of the Internet 3

The Internet Today 6

NSENET Solicitations 7

Network Access Points 8

Route Arbiter Project 13

The very high-speed Backbone Network Service (vBNS) 17
Moving the Regional Providers 19

NSF Solicits NIS Managers 20

Other Internet Registries 29

Internetworking Routing Registries (IRR) 30
Looking Ahead 31

Frequently Asked Questions 33
References 34

ISP Services and Characteristics 37
ISP Services 38

ISP Pricing and Technical Characteristics 39




vi Internet Routing Architectures

Looking Ahead 48
Frequently Asked Questions 49

Chapter3 Handling IP Address Depletion 53
Overview of IPv4 Addressing 54
Basic Addressing 54
IP Address Space Depletion 60
Looking Ahead 82
Frequently Asked Questions 83
References 85

PART 2 RouTING PROTOCOL BASICS 87

Chapter 4 Interdomain Routing Basics 89
Overview of Routers and Routing 89
Segregating the World into Administrations 95
Border Gateway Protocol Version 4 101
UPDATE Message and Routing Information 113
Looking Ahead 119

Frequently Asked Questions 120
References 122

Chapter5 Tuning BGP Capabilities 125
Building Peer Sessions 125
Sources of Routing Updates 132
Overlapping Protocols: Backdoors 140
The Routing Process Simplified 141
Controlling BGP Routes 147
Route Filtering and Attribute Manipulation 169
BGP4 Aggregation 180
Looking Ahead 186

Frequently Asked Questions 187
References 190




Contents at a Glance

vii

PART 3

Chaptér 6

Chapter 7

Chapter 8

Chapter 9

EFFECTIVE INTERNET ROUTING DESIGNS 191

Redundancy, Symmetry, and Load Balancing 193

Redundancy 194

Symmetry 201

Load Balancing 201

Specific Scenarios: Designing Redundancy, Symmetry, and
Load Balancing 203

Looking Ahead 228

Frequently Asked Questions 229

Controlling Routing

Inside the Autonomous System 233

Interaction of Non-BGP Routers with BGP Routers 233
BGP Policies Conflicting with Internal Defaults 236
Policy Routing 244

Looking Ahead 248
Frequently Asked Questions 249

Controlling Large-Scale Autonomous Systems 253
Route Reflectors 253

Confederations 263

Controlling IGP Expansion 267

~ Virtual Private Networks with Route Reflectors 275

Looking Ahead 277

Frequently Asked Questions 279
References 280

Designing Stable Internets 283
Route Instabilities on the Internet 283
BGP Stability Features 288

Looking Ahead 294

Frequently Asked Questions 295




