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Praise for TCP/IP Illustrated, Volume 1: The Protocols

“This is sure to be the bible for TCP/IP developers and users. Within minutes of picking up the text,
[ encountered several scenarios which had tripped-up both my colleagues and myself in the past.
Stevens reveals many of the mysteries once held tightly by the ever-elusive networking gurus.
Having been involved in the implementation of TCP/IP for some years now, [ consider this by far
the finest text to date.”

— Robert A. Ciampa, Network Engineer. Synemetics, division of 3COM

“While all of Stevens' books are readable and technically excellent, this new opus is awesome.
Although many books describe the TCP/IP protocols, Stevens provides a level of depth and real-
world detail lacking from the competition. He puts the reader inside TCP/IP using a visual approach
and shows the protocols in action.”

— Steven Baker, Networking Columnist, Unix Review

“TCPIIP Hlustrated, Volume I is an excellent reference for developers, network administrators, or
anyone who needs to understand TCP/IP technology. TCP/IP Hllustrated is comprehensive in its
coverage of TCP/IP topics, providing enough details to satisfy the experts while giving enough
background and commentary for the novice.”

— Bob Williams, V.P. Marketing, NetManage, Inc.

“... the difference is that Stevens wants to show as well as tell about the pr(;tocols. His principal
teaching tools are straight-forward explanations, exercises at the ends of chapters, byte-by-byte
diagrams of headers and the like, and listings of actual traffic as examples.”

— Walter Zintz, UnixWorld

“Much better than theory only ... W, Richard Stevens takes a multihost-based configuration and uses
it as a travelogue of TCP/IP examples with illustrations. TCP/IP lliustrated, Volume I is based on
practical exampies that reinforce the theory — distinguishing this book from others on the subject,
and making it both readable and informative.”

— Peter M. Haverlock, Consultant, IBM TCP/IP Development

“The diagrams he uses are excellent and his writing style is clear and readable. In sum, Stevens has
made a complex topic easy to understand. This book merits everyone's attention. Please read it and
keep it on your bookshelf.”

- Elizabeth Zinkann, Sys Admin
“W. Richard Stevens has produced a fine text and reference work. It is well organized and very

clearly written with, as the title suggests, many excellent illustrations exposing the intimate details
of the logic and operation of IP, TCP, and the supporting cast of protocols and applications.”

— Scott Bradner, Consultant, Harvard University OIT/NSD



Preface

Introduction

This book describes the TCP/IP protocol suite, but from a different perspective than
other texts on TCP/IP. Instead of just describing the protocols and what they do, we'll
use a popular diagnostic tool to watch the protocols in action. Seeing how the protocols
operate in varying circumstances provides a greater understanding of how they work
and why certain design decisions were made. It also provides a look into the imple-
mentation of the protocols, without having to wade through thousands of lines of
source code.

When networking protocols were being developed in the 1960s through the 1980s,
expensive, dedicated hardware was required to see the packets going “across the wire.”
Extreme familiarity with the protocols was also required to comprehend the packets dis-
played by the hardware. Functionality of the hardware analyzers was limited to that
built in by the hardware designers.

Today this has changed dramatically with the ability of the ubiquitous workstation
to monitor a local area network [Mogul 1990]. Just attach a workstation to your net-
work, run some publicly available software (described in Appendix A), and watch what
goes by on the wire. While many people consider this a tool to be used for diagnosing
network problems, it is also a powerful tool for understanding how the network proto-
cols operate, which is the goal of this book.

This book is intended for anyone wishing to understand how the TCP/IP protocols
operate: programmers writing network applications, system administrators responsible
for maintaining computer systems and networks utilizing TCP/IP, and users who deal
with TCP/IP applications on a daily basis.
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Organization of the Book

The following figure shows the various protocols and applications that are cover.ed.
The italic number by each box indicates the chapter in which that protocol or applica-
tion is described.

Chap. 7 26 27 28 30 8 14 15 16 25 29
——

| ping e s |l x| !BOOTP”SNMP [~ ]
,_ﬂ_ﬂ“_ P ]
\
\
\ RS 0 2yt | upp |12
1GMP }13
RARP

(Numerous fine points are missing from this figure that will be discussed in the appro-
priate chapter. For example, both the DNS and RPC use TCP, which we don't show.)

We take a bottom-up approach to the TCP/IP protocol suite. After providing a
basic introduction to TCP/IP in Chapter 1, we will start at the link layer in Chapter 2
and work our way up the protocol stack. This provides the required background for
later chapters for readers who aren’t familiar with TCP/IP or networking in general.

This book also uses a functional approach instead of following a strict bottom-to-
top order. For example, Chapter 3 describes the IP layer and the IP header. But there
are numerous fields in the IP header that are best described in the context of an applica-
tion that uses or is affected by a particular field. Fragmentation, for example, is best
understood in terms of UDP (Chapter 11), the protocol often affected by it. The time-to-
live field is fully described when we look at the Traceroute program in Chapter 8,
because this field is the basis for the operation of the program. Similarly, many features
of ICMP are described in the later chapters, in terms of how a particular [CMP message
is used by a protocol or an application.

We also don't want to save all the good stuff until the end, so we describe TCP/IP
applications as soon as we have the foundation to understand them. Ping and Trace-
route are described after IP and ICMP have been discussed, The applications built on
UDP (multicasting, the DNS, TFTP, and BOOTP) are described after UDP has been
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examined. The TCP applications, however, along with network management, must be
saved until the end, after we've thoroughly described TCP. This text focuses on how
these applications use the TCP/IP protocols. We do not provide all the details on run-
ning these applications.

Readers

This book is self-contained and assumes no specific knowledge of networking or
TCP/IP. Numerous references are provided for readers interested in additional details
on specific topics.

This book can be used in many ways. It can be used as a self-study reference and
covered from start to finish by someone interested in all the details on the TCP/IP
protocol suite. Readers with some TCP/IP background might want to skip ahead and
start with Chapter 7, and then focus on the specific chapters in which they're interested.
Exercises are provided at the end of the chapters, and most solutions are in Appen-
dix D. This is to maximize the usefulness of the text as a self-study reference.

When used as part of a one- or two-semester course in computer networking, the
focus should be on IP (Chapters 3 and 9), UDP (Chapter 11), and TCP (Chapters 17-24),
along with some of the application chapters.

Many forward and backward references are provided throughout the text, along
with a thorough index, to allow individual chapters to be studied by themselves. A list
of all the acronyms used throughout the text, along with the compound term for the
acronym, appears on the inside back covers.

If you have access to a network you are encouraged to obtain the software used in
this book (Appendix F) and experiment on your own. Hands-on experimentation with
the protocols will provide the greatest knowledge (and make it more fun).

Systems Used for Testing

Every example in the book was run on an actual network and the resulting output
saved in a file for inclusion in the text. Figure 1.11 (p. 18) shows a diagram of the differ-
ent hosts, routers, and networks that are used. (This figure is also duplicated on the
inside front cover for easy reference while reading the book.) This collection of net-
works is simple enough that the topology doesn’t confuse the examples, and with four
systems acting as routers, we can see the error messages generated by routers.

Most of the systems have a name that indicates the type of software being used:
bsdi, svrd, sun, solaris, aix, s1ip, and so on. In this way we can identify the type
of software that we're dealing with by looking at the system name in the printed output.

A wide range of different operating systems and TCP/IP implementations are used:

* BSD/386 Version 1.0 from Berkeley Software Design, Inc., on the hosts named
bsdi and slip. This system is derived from the BSD Networking Software,
Release 2.0. (We show the lineage of the various BSD releases in Figure 1.10 on
p-17)
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¢ Unix System V/386 Release 4.0 Version 2.0 from U.H. Corporation, on the" host
named svr4. This is vanilla SVR4 and contains the standard implementation of
TCP/IP from Lachman Associates used with most versions of SVR4.

* 5un0S 4.1.3 from Sun Microsystems, on the host named sun. The SunOS 4.1.x
systems are probably the most widely used TCP/IP implementations. The
TCP/IP code is derived from 4.2BSD and 4.3BSD.

* Solaris 2.2 from Sun Microsystems, on the host named solaris. The Solaris 2.x
systems have a different implementation of TCP/IP from the earlier SunOS 4.1.x
systems, and from SVR4, (This operating system is really SunOS 5.2, but is com-
monly called Solaris 2.2.)

* AIX 3.2.2 from IBM on the host named aix. The TCP/IP implementation is
based on the 4.3BSD Reno release.

* 44BSD from the Computer Systems Research Group at the University of Califor-
nia at Berkeley, on the host vangogh. cs.berkeley.edu. This system has the
latest release of TCP/IP from Berkeley. (This system isn't shown in the figure on
the inside front cover, but is reachable across the Internet.)

Although these-are all Unix systems, TCP/IP is operating system independent, and is
available on almost every popular non-Unix system. Most of this text also applies to
these non-Unix implementations, although some programs (such as Traceroute) may
not be provided on all systems.

Typographical Conventions

When we display interactive input and output we’ll show our typed input in a bold
font, and the computer output 1ike this. Comments are added in italics.

bsdi - telnet svrd4 discard connect to the discard server

Trying 140.252.13,34... this line and next output by Telnet client
Connected to svrd,

Also, we always include the name of the system as part of the shell prompt (bsdi in
this example) to show on which host the command was run.

Throughout the text we'll use indented, parenthetical notes such as this to describe historical
points or implementation details.

We sometimes refer to the complete description of a command in the Unix manual
as in ifconfig(8). This notation, the name of the command followed by a number in
parentheses, is the normal way of referring to Unix commands. The number in paren-
theses is the section number in the Unix manual of the “manual page” for the com-
mand, where additional information can be located. Unfortunately not all Unix systems
organize their manuals the same, with regard to the section numbers used for various
groupings of commands. We'll use the BSD-style section numbers (which is the same
for BSD-derived systems such as SunOS 4.1.3), but your manuals may be organized
differently.
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