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Praise for Interconnections, Second Edition:

“Many networking books are little more than condensations of product literature and
standard documents. Radia’s book goes into the concepts and principles behind the tech-
nology, and in some cases, the history. This information will be very useful to students
learning the technology, networking managers trying to improve their networks and
product developers hoping to avoid past mistakes. If network architects and standards
developers absorb this book perhaps the next generation of networking will be less com-
plex and more effective. The book includes historical anecdotes and controversial recom-
mendations. These make it entertaining as well as informative.”

—Tony Lauck

“While there are other books on routing, I can think of no other that covers bridging at
any depth. And the fact that it deals with both in one book is helpful to show the relation-
ship, strengths, and weaknesses of each technology.”

—Paul Koning
Zedia Corporation

“Interconnections, Second Edition does an excellent job of presenting a wide variety of
solutions to a common problem . . . allowing the reader to appreciate the trade-offs and
key issues.” '

—Peter Memishian

Praise for Interconnections:

“No other book ever written is better suited to build a strong understanding of network-
ing concepts. Radia Perlman has been intimately involved with networking during its
evolution, and her experience carries over into this entertaining book. Radia’s book is
perfect for beginners who wish to build a strong base of networking knowledge. It's also

a great book for experienced network professionals who have a difficult time finding
books that have new information.”

—Tony Northrup
GTE Internetworking

“This is one of the best sources of information on the desi gn of network routing proto-
cols that exists. The book is indispensable if you are involved in a software development
project that benefits from routing, at any level”

—Thomas H. Ptacek
Sonicity, Inc.



“A wonderful and richly detailed introduction to bridging and routing from one of the
creators of the field.”

—Craig Partridge, author of Gigabit Networking,
Addison-Wesley, 1993

“This book is the one-stop introduction to the field. It explains in detail the transparent
and source routing bridges, the spanning tree protocol, and the various IP/OSI routing
protocols: RIP, OSPF, BGP, ISIS. This is a must read for anyone interested in gaining a
good grounding in internetworking protocols.”

—@Great Mahershi



Preface

Interconnections, Second Edition is about what goes on inside the boxes that move data
around the Internet. These boxes are variously called bridges, routers, switches, and
hubs. The book also describes the devices that connect to the network.

There is considerable confusion in this area. Most of the terminology is ill defined and
is used in conflicting ways. The terminology and the specifications tend to be daunting.
Some knowledge is spread among many different documents; much is unwritten folk wis-
dom. Adding to the confusion is dogma. Beliefs are accepted as truth, and questioning any
of the dogma is often greeted with hostility. But good engineering demands that we under-
stand what we’re doing and why, keep an open mind, and learn from experience.

In Interconnections, Second Edition, instead of diving right into the details of one
protocol, I first focus on the problems to be solved. I examine various solutions to each
of these problems and discuss the engineering trade-offs involved. Then I look at a vari-
ety of solutions that have been deployed and compare the approaches. I give technical
arguments for any opinions, and if you think I have missed any arguments I welcome
email discussion. My email address is at the back of the book, which 1 hope you will find
after having read the book cover to cover.

In the first edition, my intention was to help people understand the problems and the
general types of solutions, assuming that they would read the specifications to get the
details of specific protocols. But people used the book as a reference in addition to using
it to understand the issues. So in this edition I have documented many more of the proto-
cols in detail.

I believe that to understand something deeply you need to compare it to something
else. The first edition was “minimalist” in that I always used only two examples: two
types of bridges, bridges versus routers, connection-oriented versus connectionless net-
work layer protocols, and two examples of connectionless protocols (CLNP and IP). In
this edition I add a lot more examples, including ATM, IPv6, IPX, AppleTalk, and
DECnet. 1did this in part because these protocols exist, and it is hard to get information
about them. But mostly I did it because the protocols embody interesting ideas that

X111



XIV PREFACE
should not be lost. When we design new protocols, we should learn from previous idegs,
both good and bad. Also, it takes very little additional effort, after the problem is

described generically, to describe several examples.

The Tao of network protocols: If all you see is IP, you see nothing.
—Greg Minshall

Roadmap to the Book

The first four chapters are not significantly different from their counterparts in the first
edition, but the rest of the book has been largely rewritten. Chapters 1 through 4 cover
general networking concepts, data link issues such as addressing and multiplexing, trans-
parent bridges and the spanning tree algorithm, and source routing bridges. Chapter 5 is
completely new and explains how the notion of a switch evolved into a rediscovery of the
bridge. It also covers VLANSs and fast Ethernet. :

The remainder of the book concentrates on layer 3 (the network layer). Chapter 6 gives
an overview of the network layer. Chapter 7 covers connection-oriented networks, includ-
ing ATM and X.25. Chapter 8 discusses the issues in a generic connectionless network
layer. Chapter 9 covers layer 3 addressing generically and gives a detailed comparison of
IP, IPv6, CLNP, DECnet, AppleTalk, and IPX. Chapter 10 covers the information that
should appear in a network layer header and contrasts the headers of several protocols.

Chapter 11 covers autoconfiguration and neighbor discovery, including protocols
such as ARP and DHCP. Chapter 12 covers routing algorithms generically.

Chapter 13 discusses the problem of doing longest-prefix matching, which is
required in order to forward IP packets quickly. Chapter 14 discusses the specifics of var-
ious routing protocols including RIP, IS-IS, OSPF, PNNI, NLSP, and BGP. Chapter 15
covers network layer multicast. Chapter 16 explains how to design a network that is
invulnerable to sabotage, an idea whose time may come.

The final two chapters summarize the book, and I hope they will be mostly light and
entertaining reading. Chapter 17 probes the mystery of what, if anything, distinguishes a
router from a bridge. Chapter 18 attempts to capture folk wisdom about how to design a
protocol.

Finally, there is an extensive glossary. I try to define terms when I first use them, but
if I ever fail to do that, you will probably find them in the glossary.

Acknowledgments
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responder so clever that it can answer technical questions, so I thank him for being so
prompt and available. Brian Kernighan, the other series editor, also had detailed and
helpful comments on the entire book.
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years in which I've been working on this edition. I'm not sure they had any alternative
besides patience, but it was nice that they believed Id finish even when I wasn’t so sure.
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every word of the book, while maintaining the concentration to note inconsistencies and
ways of removing excess words here and there. I know it’s her job, but I'm still
impressed.
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Chapter 1
Essential Networking Concepts

This chapter introduces concepts that are essential to understanding the specific subfield
of computer networking that includes bridges and routers. It covers the OSI reference
model, including layering and service models, because this model is a useful ba-is for
some vocabulary. It also discusses various dimensions along which network designs can
differ, such as scope, scalability, robustness, and autoconfigurability. Chapter 1 also
describes the typical techniques involved in providing reliable two-party communication
because some of the techniques used by routers can interact with techniques used by
other layers.

1.1 Layers

Understanding, designing, and building a computer network would be too difficult a task
unless the problem were partitioned into smaller subtasks, traditionally by dividing the
problem into layers. The idea behind layering is that each layer is responsible for provid-
ing a service to the layer above by using the services of the layer below.

Each layer communicates with its peer layer in another node through the use of a
protocol. This communication is accomplished through direct communication with
the layer below. The communication between layer n and layer n—~1 is known as an
interface.

The OSI (Open Systems Interconnection) Reference Model defines seven layers, as
shown in Figure 1.1. There is nothing magic about the number seven or the functionality
in the layers. The reference model was designed before the protocols themselves, and
then committees were set up to design each of the layers. Many of the layers were subse-
quently subdivided into further layers. The distinction between the layers is not always
clear. Bridges and routers are a good example of a case in which people should rightfully
be confused about which layers are which. But semantic arguments about layers are not
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very productive. Instead, the layering should be viewed as a useful framework for discus-

sion and not as a bibie.

ESSENTIAL NETWORKING CONCEPTS

application protocal application
I interface I
presentation - protocol » presentation
1interface I
session <+ protocol — session
Iinterface 1
transport <+ protocol — transport
Iimerface 1
- protocol . network
Iinterface I
<+ protocol > data link

I interface 1
protocol .
P —p physical

Figure 1.1 The OSI Reference Model

physical

Layers defined by 1SO:

1.

Physical layer: The physical layer transmits bits of information across a link. It
deals with such problems as size and shape of connectors, assignment of func-
tions to pins, conversion of bits to electrical signals, and bit-level synchroniza-
tion. It is usual for several different types of physical layers to exist within a
network and even for multiple different types of physical layers to exist within
a node, because each technology requires its own physical layer.



