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Safety Theory

Despite an enormous amount of effort and resources applied to security in recent years, significant
progress seems to be lacking. Similarly, changes in engineering are making traditional safety analysis
techniques increasingly less effective. Most of these techniques were created over 50 years ago when systems
were primarily composed of electromechanical components and were orders of magnitude less complex than
today’s software-intensive systems. New, more powerful safety analysis techniques, based on systems theory,
are being developed and successfully used on a large variety of systems today, including aireraft, spacecraft,
nuclear power plants, automobiles, medical devices, and so forth. Systems theory can, in the same way,
provide a powerful foundation for security. An additional benefit is the potential for creating an integrated

approach to both security and safety.

1. Accident Causation Analysis and Taxonomy (ACAT) Model

Since the concepts of man-machine-media model was first proposed by T.P. Wright, it has had a
profound effect on accident analysis and prevention. Afterward, Management and Mission were introduced
and the SM model was established. In consideration of the complexity of system failure, more system factors
have been incorporated into SM model. For instance, Miller summarized seven system safety factors, which
are man, machine, media, management, time, cost, and information. Irani et al. proposed a variation
“5M” model to evaluate the impact of human, process and technology factors on information system failure.
Kozuba suggested that though many efforts had been made to prevent undesirable flight-related events,
human factor, technical factor and organizational factor were still the main causes. Of all these systematic
safety factor models, the initial SM model is the most widely used one and has been generally accepted in
many areas, especially in aviation domains. It is a structured method which describes the subjects of safety
analysis.

For a long time, man, machine, media, management, and mission have been recognized as the main
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elements contributing to accidents. However, it is too vague to include failures caused by supervision,
decision making, regulations, or safety attitudes into management failure. Traditional management factor is a
general subject which cannot provide more detailed types of failure. Based on accidents review, we identified
six system safety factors, which are Man (M), Machine (M), Management ( M), Environment (E),
Information (I), and Resources (R). Among these system safety factors, machine refers to hardware in plant
including all kinds of instruments, equipment, or vehicles. Man, which is also called human, refers to on-site
personnel like operator, maintenance worker, office stuff, installer, or field supervisor. Their duties are to
implement the decisions from managers. Management refers to supervision or decisions made by managers
from plant units, companies, agencies, or government. Information includes procedures, programs, methods,
standards, regulations, or laws. Resources include training, experts, raw materials, fund, energy, or
products. Environment does not mean the physical environment but a social environment because the physical
environment like weather is beyond controllability. It usually includes safety culture, attitude, or issues left
over by history. Take BP Texas refinery accident as an example, inadequate preliminary hazard analysis and
mechanical integrity program are categorized into information failure. To prevent this type of failure, attention
should be paid to program formulation and evaluation.

Different considerations are defined for each factor of the system to detail its potential risks. However,
due to lack of standards for the interpretation of these factors, different reference presents varied considerations.
It leads to poor consistency in application. Hence, a

structured theory is needed to guide the establishment

of subgroups. Control theory can describe factors’

functions and their communications with a closed

loop. Each component in a control structure indicates

a particular function that one factor should complete.
A simplified diagram of a control structure is shown in  Figure 1-1 Simplified Diagram of a Control Structure
Figure 1-1.

The basic components are actuator, sensor, and controller and communication, respectively. There-
fore, from the perspective of control theory, it is assumed that each system safety factor has these four func-
tional characteristics. The definitions of the functional characteristics are shown in Table 1-1. For example,
if the mission is to open a valve, the control system can be described as follows: (I) an operator who open the
valve is actuator of the mission, (2) sensor refers to the field supervisor whose job is to monitor the operation
process, (3) an audit or evaluation should be made by a controller, and @) all of these works require effective

communications. Any missing function may lead to mission failure.

Table 1-1 Definitions of Control System Factors

Take measures or execute commands
Measure and monitor the output
Compare output performance with the reference

Connect elements and convey information

Communication
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To address the basic two issues of accident analysis, which are () what is the failure and @) how does

the failure happen, a new model is presented from both system safety perspective and control theory perspective.

First, complex systems can be decomposed into six components, which are man, machine, management,

information, resources, and environment from the view of system safety factors. From control theory perspective,

actuator, sensor, controller, and communication are defined as system factors’ functional abstractions. The

combinations of system factors and control functions form a matrix model for accident causation analysis and

classification, named Accident Causation Analysis and Taxonomy ( ACAT) model. Then a comparison with

existing cause classification schemes is made and the case of BP Texas refinery accident is used to illustrate

its capability ( see Table 1-2).

Table 1-2 ACAT Model and Elements’ Definitions

Subject = s ¢ et
= Actuator (A) | Sensor (S) | Controller (C) Communication (0)
$ Function 5 : :
Man (M) H 11 H12 H 13 H 14
Machine (M) H 21 H 22 H 23 H 24
Management (M) H 31 H 32 H 33 H 34
Information (1) H 41 H 42 H 43 H 44
Resources (R) H 51 H 52 H 53 H 54
Environment (E) H 61 H62 H 63 H 64
No. Deseription No. Description
H11 Fail to take effective actions H41 Wrong or inadequate information
Fail to monitor, or fail to detect the human . . ) .
HI2 =) . H42 Fail to monitor or update information
failure in time
HI13 Fail to follow procedures H43 Fail to establish information
Lack of effective communication between -y . » . .
H14 H44 Fail to deliver or interpret information
operators
. . . Lack of training experts, raw materials,
H21 Design deficiency or malfunction H51 )
fund, energy or products
Fail to monitor or detect the machine failure o ) )
H22 o H52 Fail to monitor the resource spending or changes
mn tume
H23 Lack of sufficient machine maintenance H53 Inadequate allocation of resources
Information from equipment is not captured i .
H24 _ H54 Fail to deliver resources or resources needs
or interpreted
Fail to manage workers or equipment or . ) . .
H31 e . H61 Ignore warnings or issues in previous evenls
organization appropriately
Fail to monitor organizational failure or ) . )
H32 H62 Fail to monitor the environment change
manage change
Fail to follow procedure organizational )
H33 . . H63 No response to poor safety culture or attitude
inadequate decision
H34 Lack of communication within decision levels H64 Lack of communication culture

2. Reason’s Swiss Cheese Model of Accident Causation

The systems approach is encapsulated in Reason’s Swiss Cheese model of accident causation. The




Ll 22 TREIES

model states that in any system there are many levels of defense but these defenses are imperfect both
because of inherent human fallibility and weaknesses in how systems are designed and operated.

Reason’s model distinguishes between active failures and latent conditions. Active failures are errors and
violations that are committed by people at the service delivery end of the system. Active failures by these
people may have an immediate impact on safety.

Latent conditions result from poor decisions made by the higher management in an organization, e. g. by
regulators, governments, designers, and manufacturers. Latent conditions lead to weaknesses in the
organization’s defenses, thus increasing the likelihood that when active failures occur they will combine with
existing preconditions, breach the system’s defenses, and result in an organizational accident. Latent conditions
and active failures lead to windows of opportunity in a system’s defenses. When these windows of opportunity
are aligned across several levels of a system, an accident trajectory is created ( see Figure 1-2). The
accident trajectory is represented by the penetration of the levels of defense by an arrow. The holes represent
latent and active failures that have breached successive levels of defense. When the arrow penetrates all the

levels of defense, an adverse event occurs.

Levels of Defence

Latent
Conditions

Poor

Design,
Procedures,
Management
Decisions
etc.

Patient Safety [
Incident Active Errors

Figure 1-2 Reason’s Swiss Cheese Model

3. Beyond Swiss Cheese

The Swiss Cheese model has been used as the theoretical basis for developing other models of incident
causation and incident investigation tools in healthcare. The distinction between active and latent failures has
strongly influenced efforts to understand the causes of error and incident investigation for the last two
decades, both in healthcare and other industries. Its dominance has prevailed even though Reason himself
has developed newer models aimed at understanding human error in complex systems. For example, the
three buckets model and the harm absorbers model, both which recognize that healthcare professionals often

use intuition , expertise and foresight to anticipate, intervene and prevent patient harm.

4. The Old versus the New View of Human Error

Some critics have argued that, although well-intentioned, in practice, the Swiss Cheese model, leads to
a linear approach to incident investigation; in what has been termed the old view of human error, efforts are
made to trace back from active errors to identify organizational failures without recognizing the complexity of

systems like healthcare and aviation.



Unite One Il N

Dekker distinguishes between the old view and the new view of human error. He argues that the old
view of human error, where there is a search for organizational deficiencies or latent failures, simply causes
us to relocate the blame for incidents upstream to senior managers and regulators. This was recently
evidenced in the United Kingdom National Health Service in the Francis Inquiry reported into the deaths of
patients at Mid Staffordshire hospital. There was a significant focus in both the inquiry report and in
subsequent media coverage on the lapses by healtheare regulators that led to delays in intervening to prevent
patients being harmed. As a result of the findings of the Francis Inquiry and other high profile national
incident reports, the NHS’s key regulator, the Care Quality Commission, has come under intense media
scrutiny. Dekker’s argument that blame is simply attributed further upstream seems, to some extent, to have
been borne out by Mid Staffordshire.

Dekker advocates that a new view of human error is needed which views safety as an emergent property
of a system in which there are numerous trade-offs between safety and other goals. Other theorists have also
recognized that safety is an emergent property in complex systems, including proponents of resilience

engineering.

5. Resilience Engineering

Resilience is the ability of individuals, teams and organizations to identify adapt and absorb variations
and surprises on a moment by moment basis. Resilience engineering recognizes that complex systems are
dynamic and it is the ability of individuals, teams and organizations to adapt to system changes that creates
safety. Resilience moves the focus of learning about safety away from “What went wrong?” to “Why does it
@o right?”.

One key concept from resilience engineering is the distinction between Safety I and Safety II. Safety has
traditionally been defined by its absence. That is to say, we learn how to improve safety from investigating
past events like incidents, complaints. This is known as Safety . In contrast, Safety II focuses on the need
to learn from what goes right. It involves exploring the ability to succeed when working conditions are dynamic.
Safety I involves looking at good outcomes, including how healthcare organizations adapt to drifts and
disturbances from a safe state and correct them before an incident occurs. We rarely learn from what goes
right because resources are solely invested into learning from what goes wrong. However, serious incidents
occur less frequently than instances of Safety II ( which are numerous). Hence focusing on what goes right

would provide an opportunity to about events that occur frequently, as opposed to rarely.

6. Amalberti’s System Migration Model

Amalberti’s system migration model is also relevant to understanding errors. Amalberti postulates that
humans are naturally adaptable and explore their safety boundaries. A combination of life pressures,
perceived vulnerability, belief systems and the trade-off between these factors versus perceived individual
benefits leads people to navigate through the safety space.

Amalberti differentiates between: (1) the legal space, i. e. prescribed behavior; @) the illegal-normal
space, where people naturally drift into depending on situational factors and personal beliefs; (3) the

illegal-illegal space; which brings people into an area of that is unsafe and where the probability of an
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accident occurring is greatly increased.

The legal-space is defined by policies, procedures and guidelines that describe standards of safe practice.
Frequently, when serious incidents occur, non-compliance with policies and procedures is identified as a root
cause. All too often hindsight bias comes into play in the investigation process and too little consideration is
given to the situational factors that led to non-compliance. Hindsight bias occurs when an investigator, who
is looking backwards after an incident has occurred, judges the behavior of those involved unfairly because

with the benefit of hindsight it is easy to see the alternative courses of action that could have been taken

which would prevent the incident from occurring.

7. Five Lessons about Safety and Accident Causation

Table 1-1 summarizes five lessons from the theories that have been summarized. It is postulated that
future theories of safety need to take account of these five lessons in order to develop models and frameworks
that capture the complexity of safety in healthcare. Without an under-pinning theoretical framework that
captures how safety is a complex, dynamic phenomenon, healthcare organizations around the world will not

understand the different facets of safety that emerge as healthcare systems evolve over time (see Table 1-3).

Table 1-3 Five Key Lessons from Previous Theories of Accident Causation, Human Error,

Foresight, Resilience and System Migration

" What is the lesson to learn?

Source 1

Lesson 1
safely.

A combination of systems and human factors can enhance or erode

Swiss Cheese;

Three buckets and harm absorber models

Imouz Syatammdywmc:tbeyevolveovumandspnngnaslymrpnses.
Healtheare professionals, teams and organizations sometimes successfully anttc:pate
au&immngethaséhmymrpnws mvdsnmemmstheydonot.

Three buckets and harm absorber models;
Resilience engineering;

Safety 1 versus Safety 11

Lesson 3 Safety is an emergent property of the system which needs to be
understood in the context of trade-offs with other competing goals ( for example, in
healthcare, meeting efficiency targets, making financial savings and ensuring

continuity of the service ).

The old and new view of human error;

Resilience engineering

Lesson 4; Hindsight bias, together with the human tendency to attribute blame
and the fact that serious incidents occur less frequently than successful outcomes
limits what we can learn from taking human error as our starting point and tracing
backwards to identify the causes of what went wrong. We therefore need to
halance our focus and leam from what goﬁs nght mther than being preoccupied
with Iearmng from what goes wrong,

The old and new view of human error;

Safety | versus Safety I

Lesson 5: Humans migrate and explore the system’s safety boundaries. The
extent to which they do this depends upon a combination of factors including life

pressures, situational factors and personal belief systems.

System migration

8. The Safety Evolution Erosion and Enhancement Model

The five lessons summarized in Table 1-1 are illustrated in Figure 1-2. Tt shows the underlying processes that



