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Praise for Docker Cookbook

Starting with Docker is one thing, but really grasping the concept of it is another. It
requires a sound understanding. This cookbook helped us tremendously in implementing
Docker in the application landscapes we run for our customers.

—Arjan Eriks, Cloud Computing Services
Director, Schuberg Philis

This is a whirlwind tour of the ever-expanding collection of tools and platforms that work
with Docker, with specific and practical examples. As the core functionality of Docker
becomes even more of an industry standard through the efforts of the Open Container
Initiative, expect to see the this ecosystem continue to expand rapidly. Sébastien’s book
can give any practitioner the solid grounding they need to keep up with this

pace of change.

;Chip Childers, Vice President of
Technology, Cloud Foundry Foundation

Sébastien does a terrific job of encapsulating Docker best practices and introductory
material for the novice user across networking, image management, configuration, and
very fast moving orchestration and scheduling ecosystem including Kubernetes and
Mesos/Marathon.

—Patrick Reilly, CEO, Kismatic



Preface

Why | Wrote This Book

I have been working on clouds at the IaaS$ layer for over 10 years. With Amazon AWS,
Google GCE, and Microsoft Azure now providing large-scale cloud services for sev-
eral years, it is fair to say that getting access to a server has never been this easy and
this quick. The real value to me has been the availability of an API to access these
services. We can now program to create an infrastructure and program to deploy an
application. These programmable layers help us reach a higher level of automation,
which for a business translates in faster time to market, more innovation, and better
user service.

However, application packaging, configuration, and composition of services in a dis-
tributed environment has not progressed much despite a lot of work in configuration
management and orchestration. Deploying and running a distributed application at
scale and in a fault-tolerant manner is still hard.

I was not crazy about Docker until I tried it and understood what it brings to the
table. Docker primarily brings a new user experience to Linux containers. It is not
about full virtualization versus containers; it is about the ease of packaging and run-
ning an application. Once you start using Docker and enjoy this new experience, the
side effect is that you will also start thinking automatically about composition and
clustering.

Containers help us think more in terms of functional isolation, which in turn forces
us to decompose our applications before stitching them back together for a dis-
tributed world.

How This Book Is Organized

This cookbook contains 10 chapters. Each chapter is composed of recipes written in
the standard O’Reilly recipe format (Problem, Solution, Discussion). You can read
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this book from front to back or pick up a specific chapter/recipe. Each recipe is inde-
pendent of the others, but when concepts from another recipe are needed, appropri-
ate references are provided.

Chapter 1 goes through several Docker installation scenarios, including using
Docker Machine. It then presents the basic Docker commands to manage con-
tainers, mount data volumes, link containers, and so on. At the end of this chap-
ter, you will have a working Docker host and you will have started multiple con-
tainers as well as understood the life cycle of containers.

Chapter 2 introduces the Dockerfile and Docker Hub and shows how to build/tag/
commit an image. The chapter also shows how to run your own Docker registry
and set up automated builds. At the end of this chapter, you will know how to
create Docker images and share them privately or publicly and have a basic foun-
dation to build continuous delivery pipelines.

Chapter 3 explains the networking mechanisms in Docker. You will learn how to
get containers’ IP addresses and how to expose a container service on a specific
host port. You will also learn about linking containers, and how to use nondefault
networking configurations. This chapter contains a few recipes that provide a
deeper understanding of networking containers. Concepts such as network
namespaces, using an OVS bridge, and GRE tunnels are presented to lay a strong
foundation for container networking. Finally, you will also learn about more
advanced networking setups and tools, such as Weave, Flannel, and the currently
experimental Docker Network feature.

Chapter 4 goes through configuration of the Docker daemon, especially security
settings and remote access to the Docker API. It also covers a few basic problems,
like compiling Docker from source, running its test suite, and using a new
Docker binary. A few recipes provide better insight on Linux namespaces and
their use in containers.

Chapter 5 introduces the new container management platform from Google.
Kubernetes provides a way to deploy multicontainer applications on a distributed
cluster. In addition, it provides an automated way to expose services and create
replicas of containers. The chapter shows how to deploy Kubernetes on your own
infrastructure, starting with a local Vagrant cluster and subsequently on a set of
machines started in the cloud. I then present the key aspects of Kubernetes: pods,
services, and replication controllers.

Chapter 6 covers four new Linux distributions that are optimized to run contain-
ers: CoreOS (https://coreos.com), Project Atomic (http://www.projectatomic.io),
Ubuntu Core (http://www.ubuntu.com/cloud/tools/snappy), and RancherOS
(http://rancher.com/rancher-os/). These new distributions provide just enough
operating system to run and orchestrate Docker containers. Recipes cover instal-
lation and access to machines that use these distributions. This chapter also

xii
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introduces tools that are used with these distributions to ease container orches-
tration (e.g., etcd, fleet, systemd).

+ One of Docker’s strengths is its booming ecosystem. Chapter 7 introduces several
tools that have been created over the last 18 months and that leverage Docker to
ease application deployment, continuous integration, service discovery, and
orchestration. As an example, you will find recipes about Docker Compose,
Docker Swarm, Mesos, Rancher, and Weavescope.

» The Docker daemon can be installed on a developer local machine. However,
with cloud computing providing easy access to on-demand servers, it is fair to
say that a lot of container-based applications will be deployed in the cloud. Chap-
ter 8 presents recipes to show how to access a Docker host on Amazon AWS
(http://aws.amazon.com), Google GCE (https://cloud.google.com/compute/), and
Microsoft Azure (http://azure.microsoft.com/en-us/). The chapter also introduces
two new cloud services that use Docker: the AWS Elastic Container Service (ECS
(http://aws.amazon.com/ecs/)) and the Google Container Engine (https:/
cloud.google.com/container-engine/).

« Chapter 9 addresses concerns about application monitoring when using contain-
ers. Monitoring and visibility of the infrastructure and the application have been
a huge focus in the DevOps community. As Docker becomes more pervasive as a
development and operational mechanism, lessons learned need to be applied to
container-based applications.

« Chapter 10 presents end-to-end application deployment scenarios on both single
hosts and clusters. While some basic application deployments are presented in
earlier chapters, the recipes presented here are closer to a production deployment
setup. This is a more in-depth chapter that puts you on the path toward design-
ing more-complex microservices.

Technology You Need to Understand

This intermediate-level book requires a minimum understanding of a few develop-
ment and system administration concepts. Before diving into the book, you might
want to review the following:

Bash (Unix shell)
This is the default Unix shell on Linux and OS X. Familiarity with the Unix shell,
such as editing files, setting file permissions, moving files around the filesystems,
user privileges, and some basic shell programming will be beneficial. If you don’t
know the Linux shell in general, consult books such as Cameron Newham’s
Learning the Bash Shell or Carl Albing, JP Vossen, and Cameron Newham’s Bash
Cookbook, both from O’Reilly.
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Package management

Git

The tools in this book often have multiple dependencies that need to be met by
installing some packages. Knowledge of the package management on your
machine is therefore required. It could be apt on Ubuntu/Debian systems, yum
on CentOS/RHEL systems, port or brew on OS X. Whatever it is, make sure that
you know how to install, upgrade, and remove packages.

Git has established itself as the standard for distributed version control. If you are
already familiar with CVS and SVN, but have not yet used Git, you should. Ver-
sion Control with Git by Jon Loeliger and Matthew McCullough (O’Reilly) is a
good start. Together with Git, the GitHub (http://github.com) website is a great
resource to get started with a hosted repository of your own. To learn GitHub, try
http://training.github.com and the associated interactive tutorial (http:/
try.github.io).

Python

In addition to programming with C/C++ or Java, I always encourage students to
pick up a scripting language of their choice. Perl used to rule the world, while
these days, Ruby and Go seem to be prevalent. I use Python. Most examples in
this book use Python, but there are a few examples with Ruby, and one even uses
Clojure. O'Reilly offers an extensive collection of books on Python, including
Introducing Python by Bill Lubanovic, Programming Python by Mark Lutz, and
Python Cookbook by David Beazley and Brian K. Jones.

Vagrant

Go

Vagrant has become one of the great tools for DevOps engineers to build and
manage their virtual environments. It is best suited for testing and quickly provi-
sioning virtual machines locally, but also has several plug-ins to connect to public
cloud providers. This book uses Vagrant to quickly deploy a virtual machine
instance that acts as a docker host. You might want to read Vagrant: Up and Run-
ning from the author of Vagrant itself, Mitchell Hashimoto.

Docker is written in Go. Over the last couple of years, Go has established itself as
the new programming language of choice in many start-ups. This cookbook is
not about Go programming, but it shows how to compile a few Go projects.
Some minimal understanding of how to set up a Go workspace will be handy. If
you want to know more, the “Introduction to Go Programming” video training
course is a good start.

Xiv
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Online Content

Code examples, Vagrantfiles, and other scripts used in this book are available at Git-
Hub (https://github.com/how2dock/docbook). You can clone this repository, go to the
relevant chapter and recipe, and use the code as is. For example, to start an Ubuntu
14.04 virtual machine using Vagrant and install Docker:

$ git clone https://github.com/how2dock/docbook.git
$ cd dockbook/ch@1/ubuntul4.04/
$ vagrant up

The examples in this repo are not made to represent optimized
setups. They give you the basic minimum required to run the
examples in the recipes.

Conventions Used in This Book

The following typographical conventions are used in this book:

Italic
Indicates new terms, URLs, email addresses, filenames, and file extensions.

Constant width
Used for program listings, as well as within paragraphs to refer to program ele-
ments such as variable or function names, databases, data types, environment
variables, statements, and keywords.

Constant width bold
Shows commands or other text that should be typed literally by the user.

Constant width italic
Shows text that should be replaced with user-supplied values or by values deter-
mined by context.

This element signifies a tip or suggestion.

This element signifies a general note.
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This element indicates a warning or caution.
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Safari® Books Online

-* Safari Books Online is an on-demand digital library that deliv-

‘ Safa fﬂ ers expert content in both book and video form from the
world’s leading authors in technology and business.

Technology professionals, software developers, web designers, and business and crea-
tive professionals use Safari Books Online as their primary resource for research,
problem solving, learning, and certification training.

Safari Books Online offers a range of plans and pricing for enterprise, government,
education, and individuals.

Members have access to thousands of books, training videos, and prepublication
manuscripts in one fully searchable database from publishers like O’Reilly Media,
Prentice Hall Professional, Addison-Wesley Professional, Microsoft Press, Sams, Que,
Peachpit Press, Focal Press, Cisco Press, John Wiley & Sons, Syngress, Morgan Kauf-
mann, IBM Redbooks, Packt, Adobe Press, FT Press, Apress, Manning, New Riders,
McGraw-Hill, Jones & Bartlett, Course Technology, and hundreds more. For more
information about Safari Books Online, please visit us online.

How to Contact Us

Please address comments and questions concerning this book to the publisher:

O’Reilly Media, Inc.

1005 Gravenstein Highway North

Sebastopol, CA 95472

800-998-9938 (in the United States or Canada)
707-829-0515 (international or local)
707-829-0104 (fax)

We have a web page for this book, where we list errata, examples, and any additional
information. You can access this page at http://bit.ly/docker-ckbk.

To comment or ask technical questions about this book, send email to bookques-
tions@oreilly.com.
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For more information about our books, courses, conferences, and news, see our web-
site at http://www.oreilly.com.

Find us on Facebook: http://facebook.com/oreilly
Follow us on Twitter: http://twitter.com/oreillymedia
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CHAPTER 1
Getting Started with Docker

1.0 Introduction

Getting started with Docker is straightforward. The core of Docker is made of the
Docker engine, a single-host software daemon that allows you to create and manage
containers. Before diving into using Docker, you need to install the Docker engine on
a host, either your desktop, laptop, or a server.

The first recipes in this chapter go through the installation steps to get Docker run-
ning in your server. The official Docker documentation covers almost all cases of
operating systems. Here we cover Ubuntu 14.04 (Recipe 1.1), CentOS 6.5 (Recipe 1.2)
and CentOS 7 (Recipe 1.3). If you want to use Vagrant, Recipe 1.4 is for you.

We also show how to install Docker on Raspberry Pi (Recipe 1.5) to present an instal-
lation for ARM processors. For Windows and OS X hosts you can use the Docker
toolbox, which packages several Docker utilities in addition to the Docker engine (see
Recipe 1.6). The Docker toolbox uses a virtual machine running via VirtualBox to act
as a Docker host. This machine is called boot2docker. While using boot2docker is
now deprecated in favor of the Docker toolbox, we still present a Docker installation
using boot2docker in Recipe 1.7.

To round up the installation recipes, we introduce docker-machine, a Docker utility
that lets you starts a machine in the public cloud of your choice and automatically
configures it to be used with your local Docker client. Recipe 1.9 shows you how to
do it with the Digital Ocean cloud.

Once you have installed Docker on your favorite target, you are ready to explore the
basic commands necessary to create and manage containers. Recipe 1.11 shows you
the first steps to run a container, while Recipe 1.13 walks you through the standard
life cycle of a container, creating, starting, stopping, killing, and removing containers.




