B % it B Nl B £ X M K 5

P Pearson

A& S5

(5 i)

Data and Computer Communications
Tenth Edition

“TKTERNATION
ED =2

Data and Computer
Communications

William Stallings

O hE e ) 2iziees

===== http://www.phei.com.cn




ESMTEBZEE T R

HiFESITEIER

(SF+hR) (EXH)

Data and Computer Communications
Tenth Edition

[ £ ] William Stallings

T F I Y & AL

Publishing House of Electronics Industry
Jb3¢ « BEIIING



A& T

ABRE AL AERWilliam Stallings (948 W E(E 2 —, WEW REARRBUHEEGEE, L
BT LR 2 DL 25 Fh R 28 W ORI E A o 7380 RBLE 8 AR 5 LM%, ARG R E 00T, 4GB 5,
TIELLWiFi, DHCP, PIM, QoSASHHEALAI bR E RIRs R MBAF A R 45 K. BbAh, A PRBFEARER. 2% 0.
AE xR AEEANE SRR, DU .

A A POl E SN, (58 BRI AR AR IE A M A UGB BCEHAAE . RN (&S K
A SEHLSURAR R R (92 A .

Authorized Reprint from the English language edition, entitled DATA AND COMPUTER COMMUNICATIONS,
Tenth Edition by STALLINGS, WILLIAM, published by Pearson Education, Ltd., Copyright © 2013 by Pearson
Education Inc.

All rights reserved. No part of this book may be reproduced or transmitted in any form or by any means, electronic
or mechanical, including photocopying, recording or by any information storage retrieval system, without permission
from Pearson Education, Inc.

ENGLISH language edition published by PUBLISHING HOUSE OF ELECTRONICS INDUSTRY Copyright © 2018,
This edition is manufactured in the People’s Republic of China, and is authorized for sale and distribution only in the
mainland of China exclusively(except Taiwan, Hong Kong SAR and Macau SAR).

AR LR LA AL Pearson Education (FfE#(H HRER) R FHLF TR . K2 H R E
SR AT, AN DT ) 5 20 ) sl 2 A 15 AT T 3843 o

A 7E o KR Hb X R, (L PRAE AR KRG R AT

A5054 Pearson Education (RA-#(H HIEER) BOEBi %, EAEERERE.

WA 5 & FFILS B9 01-2017-0864

EHERS% R ( CIP ) ¥

BB S5 8HLEE: 551 l=Data and Computer Communications, Tenth Edition: #30/ (3£) BEE « BrLakdn
(William Stallings) #. —Jbtst: -7 DI # L, 2018.6
CESMI SRR =R 251D

ISBN 978-7-121-34374-2

IO 1. OB TL OSSR AR -3 @i EVLE S-S - -2 V. QTN
o [ poA PR CIP R Z 7 (2018) 58122925%

TR 5 K
TR B
Bl Rl =WHE&SSHEARAE
9T =SS D HERRA R
AR EAT: W Tk Rt
AR TTHFE X A1 73548 B4 : 100036
o A 787x980 1/16 EPgk: 53 ¥ 1543 T
M s 20114E3H 1M SRR
20184E6 H 3k (JFEF 10/
=] W 20184E6 7 551 /K ENRI
£ e 129.00 9T

JURFTIE S H 7 ol Rl B F A e A, o ) SE P . A, T S K RAT I R, B
KNG (010) 88254888, 88258888,

JR BRI & 04 zIts@phei.com.cn, ZRUR AL 2540 1 & 1B 14 2 dbgq@phei.com.cn.,

K kR classic-series-info@phei.com.cn.



B B
IR F A

4,
.
fE.

1.

B IURRATFE LA, XA KPR LA AS vl PE P AR AT SE [ T . 7EBERTAR
Ty TR R A GURM 2 T A A, B AR S R X e
EFFURSURZ T, A B ALA T L3R KT A0 A 5956 Juhifl 7 KRB B T
Hit, X—hRAEARZ T FIBUR L ACESE 0 . SR8, I H V% R A Pkt
BT S APEES THAMMEMSGEZ S, BF L REMRLTE F 4
AROETHALHER T, RENHERI IR, HPE Bl ET

FEZRBNEULRS RR AR A EL. B THRGSH ERE) 24, RAEFE
BN BB T NA:

e ERFHRE W ATHTNHMHAEETRME. RINEAE —SRERE PR L
fiBnel, T EmE .

o BN ML Bl — 1 LU XA 2 R MR

e EEFHMER APULE -HMEARTEMELNEAMOEEE AR, AF
FDD. DDD. FDMA. TDMA. CDMA. OFDM. OFDMA. SC-FDMAFIMIMO.
e AGHEE ML B — 17 LU 254G M 4% FILTE-Advanced #L 31 -

o FIRMWIFI  Hri— W EHE 7 A H I WiFifR#E, 1EEE 802.11acf1802.11ad, &
54t & LR B R B WIiFiFE .

e BEIBEHLELEN Frig LA A LU 55 [E 5E 98 0 4 8\ RIAF I B AH 5% 1)
WIiMAXFrH#E

e RIMLEE A ARELLME RLAT /D, EFRFRL T KESKEE
AR NS

o ZhAEHEBE WL (DHCP ) DHCP&Z —Fhl 7z H T ah A PHhhk 2B 1) i
8 — 9 LU B X A

o HIRIRIMEIZFIHIL (DCCP ) DCCPREN T EAMTCPH A KIEMN T, W
22 TR A IS FH T 41 25 47 1) % i i DL P 5 KT HE L FE) — A 3T DI BT M — 1 LA
DCCP.



o PSR BHE (PIM ) PIMJZ Ik 3 5 {0 (RIKG P00 2 R B el B, DA — 9 3K
D E A ASE N

o THRERE (QoS ) WKREMIEL Fil— 17 LURFMITU-T 2iCH Y.1291,
B R P QoS MR At T — AN SR HEZE

o BTERME 705247 P T ol D0 1 55 45 LA A e R P R
Mttt

o $IHEF HE, HEFEEHIHEMIES] B .

o BFEAMRH ABLFEHFEEMNAREL T AWk Yrng. B
B, BRATHBOTIRG — L KRG, DS WTEG RO E (B, 16/
S/ XN . BT SIS LG A5 58 FUN B S B 2 0y
fiif .

Besh, HREE R AR LEEEIT, N 7 HER, FEITMER ;&

=
P

=
=]

At

A4S R R fx i e B R EEE St EAURE X T AU, AP ET
A R T A AR & W R e KR e, 2 5 T, HiZPmiEEs
NI U A B RBT R . A AR A SR DR OISR DR AR R
REVA AR, Rt §s SR AT T AR

ABRIT IR A FRA RS T LR LR

e BARIE EBAMBH, B SEAFHASAFNERREHM, HEF X
BAEWHNE. FlEH. REEGMEHEH . B RERFIZEEARFE, FF
Xt BAARCARTEH T 39 % F S AT T XL

o igItAE AP VEMITIC TR EEE R RIARB T,

o it FEXEESIFEAURS SRS, frMEEABRBERR, EERREENE
H o BT R —BORKBRFR R TT 17, BLLAAU Z IR A MRS A AR -

Xt2013MACM/IEEEIT BRI IR ITBE R A SZHF

A A5 8 RN REAE AR RN R LA EARN G XA B Tl A
NG ABRNEBATIEM, +0E&TA¥. FRAERERE, ETHT 1

4



EHAEE AN RO IRAR . AR B 192 A T S FFACM/IEEE Computer Science Curricula
2013 (CS2013) iRFEAER. ZCS2013 U2 1k R £ 45 M 2% MM (5 AR (Networking and
Communication, NC), ERiHHEILEE LA A R (Body of Knowledge) A H]— i
51118 (Knowledge Areas). CS2013¥ i i 2 0 = — %% LCore-Tier 1 ({E
BREGNAFERE R L), % 0Core-Tier 2 CREM ZBIEMARJLFEANE
. ks (FER) BEREET BT ). ENCHIREH, CS201364E 724 — %
OEBRSH B OLEB, KBTI E AN TRE. A% T CS20137EIXH
RARFE R F BB A E A IR
TRIE T ABINCERIERIRE A L FF.

*F & EBSRHET
TR(—%) 1 (B

o FIRFFAL (EAFR RS PO . AFRBGEES) 2 (iU R EH)

o AR (RRBRZCHR, MG H) 9 U BREBARFHBO

o LRI MBIMAL AR (EHL. BEER. ZHHL. ISP, L. [k
R INCN DS i

o SFZEE (B, TR

o FEEMME (MR, ERME. MEE. KinsRZ. v
)

MK ( —4%) 24 (TR 4 REFIHTTP)
o ey ZFIFHEHLH| (DNS. IPHihE. 4—F IR IRE) 2 (U REHD

o S (& P /RS 8. X% . =)

o (KR E ISR HTTP

e TCPHIUDPHI &

® EHEFAPL

FIRAMESER ( Z5) 6 CEHMMAIE)
o Efh] (EMELR. iHE 8 7 CHR BERR R D0
o LRI (HL, WEE D 15 GZHihiO

o fEfEE R CGRZAKLHA)

* TCP

BREFNER(ZR) 19 (Bg ek +R)
o PRIk SR 2 LA 14 (FBREO
o AR hikeE

& [0 R B3 i (IP)

® T4 R I (4t )




(&%)

F & EBSROET
B ( 4 ) 11 (R ik )
® PR ja] 12 (BAKM)

o Xt £ B He A — AR g ni: (TREGE ., 1 4 )

o oy

e LK

® r i

BESE( %) 8 (HD

® GEE S ACHI 7 R 20 (S

o [EE 4+ (TDM. FDM. WDM) 5z r e i bo g 22 (EHK AR 55 D
® Ui X (1 7 ik ) Al B 7 ek f R

o N

© 2 il i) S

o iR A 2R 1 ik (NI KIMEEEE)

Bah( %) 10 (& TLMEE)
® f 5% R 44 i B 13 (LR
® 802.11/%%%

o HHRIT LS (AR K8

REZHE
A5 WA, FEFEAMS, WIS B0

o RIS 1 BIREE S M R, WA,
B—abar: Bk

BE: HdEE(E

B=EBS: T

B R

SR MRS X

o B BILANE T BIREF SAMBEEE, TR,
SENERY: BRIE(E 5 LML

LA MPREE

SB\ERSY: PR L

BERD: MRS



dhAh, AREHFL GHECAMRANE G, B HE 68 QR Bk M 9 Bt @ K N
w. B-oBEHRERBAENR. 218, I8, DRFERAREMEI FEHK
H T S RIS IER. ABIEEM IR T RER, FRBUTRM KBE.

AT AL ) B 5O R R AR T IR KM R G . ER0FE P A IRE
ZHRE VM@, ATBLRA BT T, RS B e RS .

B R

A 2 b AT e R R AN A A ST AR (LI U — A A
¥ TR, ENHFERREAR RS H L, WRRECHKSIHFEMY. AT HBE
Ui, FF CA%H B IE TR AN FEARHOR BTR -

o FRBFM BT A VRIS A R .

O RFFM EM T R TA R AR RS .

e PowerPoint&14TH  — A AHE 7 i W NAEMLIT i, EEHREH.

e PDFXZ# WA RAA T i BRI .

o i KBE ZFELHMIEE, BARMPBEE M.

CHEXRMNRG ABXFHEEFMARTEL F I FHREBERETHNE. B
M, FRATABITIRAE — Lo KANEF, LUE S ] 267 R (1 B 6] f A X 2L py
B o 1K e S0 LA F A 58 JURR 0 R I SEBR 2 56 R

TR R HoAth = A 25 5

AT VR JOUMRAL, — A 80— 2 VR B0 30 15 A0 6 % 2 2 URRRE o ) S 4 i 0
75, ATRAEE TR R B3 FSKBR, A TTARERXT IR A b BE & R . A5 U 5 3
fE— SRR P IR A SC O RE A RE . B0 BT IR O AN (U0 G ] A B AN 45 3K L2 R 8
fEHEy, mHEEETHATEMARXBERENH B LAANREME, FFR
A SRR . Tl A E LR LR SRR B Rk

o SLRRZES] EIdE IS a4, AR LIRSS S50 B A T ARG
o SocketmiRIRmA EAHI 5 M Ja VEAR AR -

O RHABIERNEHERET, B H te_service@phei.com.cn SRAUHI K HFBIR. — A TE



e Wireshark iR WiresharkZ — MHX TR, EERAERBUI LRI
TR BRIVRME T — N ECEEMILUFE B EE MNFTFIG, 7 5MEH —4H Wireshark
(A

o TRIRE %4 v 07 A BenetR 73 B 28 B9 4T o 75 H0M B ¥R b O B4
— LRk,

o MEERIIRA IR0t 7 AMERER TR tools R AMOPNET. #E£UT % ¥+
OV — B R AR k.

o FFHRA FUTHE I LRSS MMEFREDHRES R, KRR & E LM
BERN, A K EERIERK .

o FiE/AREMEN FUTHEFEH LEFE WA T REF LS HRE R,
UL R e HOAE ML F 78 -

o PEMEN HBITHREH LEFE N HEIFLOFIR, DHEESEHBHERNT#.

o it XEITIREA A THE. WREIHEREREES, LEERAH R
FEGHATIRY, HFHABTHEZ RIAHAEEE.

L2 AR URE LA R St — S A SR S U] LU A BN E K1

R — AN EEARES, R B TR LU R BT R E R, R
FELPHRB.

ERF Rz

BT R A [ ATCP/IP IR B M 2% 8 45 1 5 Fr B 2 atl . B87 AR 2

X ] B UREE, XA RYL, EAINATRERAFE S AWEMA MK LENE. XA
AR NERERTRERM TR, CUNSEAIIX M EE, .

1 SE2B R TN B T AR I AN, W R TCPARSS 88 A% /- 3 R P VEAH 24T

2. M2ELEH - LRENERXTREF L. M8 BI1EA B BN 595 oOoa
SR

3. X MERTHEM L, HUBERE], FFETERTRIRY0HRE, 85—
b EMEAEFULANETEEENIE, UESLH—MRALHRIREFEE
J 3 0l 95 %

B2, REREESFERBNERFHEA R OEME, HFHRE—E RN

HABEFTRER.



T4 RS

XFE, BREZANFEHNEGXFME CELRMY, BT EREEHE
BRI (www.hxedu.com.cn) & #HiFEM T, BAEANEW TR,

e HLET NWHAMKIFRMLE, A4 ch 50T BRI 45 %2 4 1945
& APDF U I A, AH H R+ s,

o LR A KEABHN T H USRI IRIN S, (HRETESIEE
Forb o BATBEBR AT T 19MEK -, ¥ 1 H x.

o REBSIBMMME NWHFEAETHMERAE, ROIRM 7 HLERE > -
-



]

EHHEHR, —EHURENEBEETHE HUTA Lk A &K &SR, il
TR AT T B SRR A, 7RIS ) A B AR A SRR N R R A

Z 5 H AR E 5 EfE RN : Tibor Gyires C(FFHF] i 7 M 32 K22).
Hossein Hosseini ( g 7 % 2% /R {K & K % ). Naeem Shareef (fff 22 M 32 K %),
Adrian Lauf (% 5 #74E /R K2%) FIMichael Fang (% Hik k%),

[ B+ SR g Y B TR T R R H R A LA R B L: Naji A. Albakay, C.
Annamalai. Rakesh Kumar Bachchan. Alan Cantrell. Colin Conrad. Vineet Chadha.
George Chetcuti. Rajiv Dasmohapatra. Ajinkya Deshpande. Michel Garcia. Thomas
Johnson. Adri Jovin. Joseph Kellegher. Robert Knox. Bo Lin. Yadi Ma. Luis Arturo
Frigolet Mayo. Sushil Menon. Hien Nguyen. Kevin Sanchez-Cherry. Mahesh S.
Sankpal. Gaurav Santhalia. Stephanie Sullivan. Doug Tiedt. Thriveni Venkatesh l Pete
Zenoo

ARG UL AL IR tH . Yadi MafR it T A RERFREMRGE. Michael
Harris (S2TEENSERYIREE) 5T R A0 WiresharkZ5 2T FH P F-Aft . B7 76 22 BUIR BF 38 T
2B (198 JE R fiDave Bremer £ 97 58 87 1 WiresharkZs =] /1 (K38 a0 b4k, [ sl th s il
T AT R AT F Wireshark I 7E 2R #0145 . Kim McLaughlinfil{f 7 PPTXIT H 693844 -

B o TR A G RO A 55 AT, AR AT AR — i BE R
Horp f $EPearsonff] LIEA 71, %551 &R 1) % 48 Tracy Johnson LA Jz ik ] B FJenah Blitz-
Stoehr. il H £ Carole SnyderfIAX[R 3= & Bob Engelhardt. 34 % AifiE H H E 0 TIE
1M &%t Shiny RajeshbA K Integraff] TAE A . £75 T PearsonfI i S M EAN R, &
AMAIES S, XAFR LR .

11



ABOUT THE AUTHOR

Dr. William Stallings has authored 17 titles, and counting revised editions, over 40 books
on computer security, computer networking, and computer architecture. His writings have
appeared in numerous publications, including the Proceedings of the IEEE, ACM Computing
Reviews and Cryptologia.

He has 12 times received the award for the best Computer Science textbook of the year
from the Text and Academic Authors Association.

In over 30 years in the field, he has been a technical contributor, technical manager, and an
executive with several high-technology firms. He has designed and implemented both TCP/
IP-based and OSI-based protocol suites on a variety of computers and operating systems,
ranging from microcomputers to mainframes. As a consultant, he has advised government
agencies, computer and software vendors, and major users on the design, selection, and use
of networking software and products.

He created and maintains the Computer Science Student Resource Site at ComputerScien-
ceStudent.com. This site provides documents and links on a variety of subjects of general
interest to computer science students (and professionals). He is a member of the editorial
board of Cryptologia, a scholarly journal devoted to all aspects of cryptology.

Dr. Stallings holds a PhD from MIT in Computer Science and a BS from Notre Dame in
electrical engineering.

13



ACRONYMS

AAL
ADSL
AES
AM
AMI
ANS
ANSI

ARP
ARQ
ASCII

ASK
ATM
BER
BGP
CBR
CCITT

CIR

CMI

CRC
CSMA/CD

DCE
DEA
DES
DS
DTE
FCC
FCS
FDM
FSK
FTP
FM
GFR
GPS
HDLC
HTML
HTTP
IAB
ICMP
ICT

IDN
IEEE

[ETF
IGMP
[P
1Png
IRA
ISA
ISDN
ISO

ATM Adaptation Layer
Asymmetric Digital Subscriber Line
Advanced Encryption Standard
Amplitude Modulation

Alternate Mark Inversion
American National Standard
American National Standard
Institute

Address Resolution Protocol
Automatic Repeat Request
American Standard Code for
Information Interchange
Amplitude-Shift Keying
Asynchronous Transfer Mode

Bit Error Rate

Border Gateway Protocol

Constant Bit Rate

International Consultative Committee
on Telegraphy and Telephony
Committed Information Rate
Coded Mark Inversion

Cyclic Redundancy Check

Carrier Sense Multiple Access with
Collision Detection

Data Circuit-Terminating Equipment
Data Encryption Algorithm

Data Encryption Standard
Differentiated Services

Data Terminal Equipment

Federal Communications Commission
Frame Check Sequence
Frequency-Division Multiplexing
Frequency-Shift Keying

File Transfer Protocol

Frequency Modulation

Guaranteed Frame Rate

Global Positioning System
High-Level Data Link Control
Hypertext Markup Language
Hypertext Transfer Protocol
Internet Architecture Board
Internet Control Message Protocol
Information and Communications
Technology

Integrated Digital Network

Institute of Electrical and Electronics
Engineers

Internet Engineering Task Force
Internet Group Management Protocol
Internet Protocol

Internet Protocol —Next Generation
International Reference Alphabet
Integrated Services Architecture
Integrated Services Digital Network
International Organization for
Standardization

ITU
ITU-T

LAN
LAPB
LAPD

LAPF

LLC
MAC
MAN
MIME
MPLS
NRZI
NRZL

OSI
OSPF
PBX
PCM
PDU
PM
PSK

QAM
QoS
QPSK
RBOC

RSA
RSVP
SAP
SDH
SDU
SLA
SMTP
SNMP
SONET
SS§7
STP
TCP
TDM
TE
UBR
UDP
UNI
uUTP
VAN
VBR
VCC
VLAN
VPC
WDM
Wi-Fi
WWW

International Telecommunication Union
ITU Telecommunication Standardization
Sector

Local Area Network

Link Access Procedure —Balanced
Link Access Procedure on the D
Channel

Link Access Procedure for Frame Mode
Bearer Services

Logical Link Control

Medium Access Control
Metropolitan Area Network
Multi-Purpose Internet Mail Extension
Multiprotocol Label Switching
Nonreturn to Zero, Inverted
Nonreturn to Zero, Level

Network Termination

Open Systems Interconnection
Open Shortest Path First

Private Branch Exchange
Pulse-Code Modulation

Protocol Data Unit

Phase Modulation

Phase-Shift Keying

Postal, Telegraph, and Telephone
Quadrature Amplitude Modulation
Quality of Service

Quadrature Phase Shift Keying
Regional Bell Operating Company
Radio Frequency

Rivest, Shamir, Adleman Algorithm
Resource ReSerVation Protocol
Service Access Point

Synchronous Digital Hierarchy
Service Data Unit

Service Level Agreement

Simple Mail Transfer Protocol
Simple Network Management Protocol
Synchronous Optical Network
Signaling System Number 7
Shielded Twisted Pair

Transmission Control Protocol
Time-Division Multiplexing
Terminal Equipment

Unspecified Bit Rate

User Datagram Protocol
User-Network Interface
Unshielded Twisted Pair
Value-Added Network

Variable Bit Rate

Virtual Channel Connection
Virtual LAN

Virtual Path Connection
Wavelength Division Multiplexing
Wireless Fidelity

World Wide Web

15



CONTENTS

Chapter 0 Guide for Readers and Instructors 25

0.1
0.2
0.3
0.4

Outline of the Book 26

A Roadmap for Readers and Instructors 27
Internet and Web Resources 28

Standards 29

UNIT ONE FUNDAMENTALS 31

PART ONE OVERVIEW 32

Chapter 1

11
1.2
1.3
1.4
1.5
1.6

Chapter 2

2.1
2.2
2.3
2.4
2.5
2.6
2.7
2.8
2.9
2.10

Data Communications, Data Networks, and the Internet 32

Data Communications and Networking for Today’s Enterprise 33
A Communications Model 39

Data Communications 42

Networks 45

The Internet 48

An Example Configuration 53

Protocol Architecture, TCP/IP, and Internet-Based Applications 55

The Need for a Protocol Architecture 56

A Simple Protocol Architecture 57

The TCP/IP Protocol Architecture 61
Standardization within a Protocol Architecture 69
Traditional Internet-Based Applications 72
Multimedia 72

Sockets Programming 76

Recommended Reading and Animation 85

Key Terms, Review Questions, and Problems 87
Sockets Programming Assignments 90

Appendix 2A  The Trivial File Transfer Protocol 90

PART TWO DATA COMMUNICATIONS 95

Chapter 3

3.1
3.2
33
3.4
3.5
3.6

Data Transmission 95

Concepts and Terminology 96

Analog and Digital Data Transmission 108
Transmission Impairments 116

Channel Capacity 122

Recommended Reading 128

Key Terms, Review Questions, and Problems 128

Appendix 3A  Decibels and Signal Strength 131

17



Chapter 4 Transmission Media 134

Chapter 5

Chapter 6

Chapter 7

Chapter 8

4.1
4.2
4.3
4.4
4.5
4.6

5.1
5.2
5.3
5.4
5.5

6.1
6.2
6.3
6.4
6.5
6.6
6.7
6.8

71
7.2
7.3
7.4
7.5

8.1
8.2
8.3
8.4
8.5
8.6
8.7
8.8

Guided Transmission Media 136

Wireless Transmission 151

Wireless Propagation 159

Line-of-Sight Transmission 164

Recommended Reading 168

Key Terms, Review Questons, and Problems 169

Signal Encoding Techniques 173

Digital Data, Digital Signals 175

Digital Data, Analog Signals 186

Analog Data, Digital Signals 197

Recommended Reading and Animations 204

Key Terms, Review Questions, and Problems 205

Error Detection and Correction 210

Types of Errors 212

Error Detection 213

Parity Check 214

The Internet Checksum 216

Cyclic Redundancy Check (CRC) 218

Forward Error Correction 225

Recommended Reading and Animations 231

Key Terms, Review Questions, and Problems 232

Data Link Control Protocols 235

Flow Control 237

Error Control 244

High-Level Data Link Control (HDLC) 250
Recommended Reading and Animations 257

Key Terms, Review Questions, and Problems 257
Multiplexing 260

Frequency-Division Multiplexing 262
Synchronous Time-Division Multiplexing 268
Cable Modem 278

Asymmetric Digital Subscriber Line 279

xDSL 284

Multiple Channel Access 285

Recommended Reading and Animations 289

Key Terms, Review Questions, and Problems 290

PART THREE WIDE AREA NETWORKS 293
Chapter 9 WAN Technology and Protocols 293

18

9.1
9.2
9.3
9.4

Switched Communications Networks 295
Circuit-Switching Networks 296
Circuit-Switching Concepts 299
Softswitch Architecture 305



9.5 Packet-Switching Principles 307

9.6 Asynchronous Transfer Mode 316

9.7 Recommended Reading 321

9.8 Key Terms, Review Questions, and Problems 322

Chapter 10 Cellular Wireless Networks 326

10.1 Principles of Cellular Networks 327

10.2 Cellular Network Generations 340

10.3 LTE-Advanced 344

10.4 Recommended Reading 352

10.5 Key Terms, Review Questions, and Problems 353

PART FOUR LOCAL AREA NETWORKS 355
Chapter 11 Local Area Network Overview 355

11.1 Bus and Star Topologies 356

11.2 LAN Protocol Architecture 358

11.3 Bridges 366

11.4 Hubs and Switches 374

11.5 Virtual LANs 377

11.6 Recommended Reading and Animations 382
11.7 Key Terms, Review Questions, and Problems 383

Chapter 12 Ethernet 385

12.1 Traditional Ethernet 387

12.2 High-Speed Ethernet 395

12.3 IEEE 802.1Q VLAN Standard 405

12.4 Recommended Reading and Animations 407
12.5 Key Terms, Review Questions, and Problems 407
Appendix 12A  Digital Signal Encoding for LANs 409
Appendix 12B  Scrambling 416

Chapter 13 Wireless LANs 419

131 Overview 420

13.2 IEEE 802.11 Architecture and Services 424

13.3 IEEE 802.11 Medium Access Control 428

13.4 IEEE 802.11 Physical Layer 436

13.5 Gigabit Wi-Fi 443

13.6 IEEE 802,11 Security Considerations 446

13.7 Recommended Reading 447

13.8 Key Terms, Review Questions, and Problems 448

PART FIVE INTERNET AND TRANSPORT PROTOCOLS 451
Chapter 14 The Internet Protocol 451

14.1 Principles of Intemnetworking 452

14.2 Internet Protocol Operation 457

14.3 Internet Protocol 464

14.4 IPv6 474

14.5 Virtual Private Networks and IP Security 484



14.6 Recommended Reading and Animations 487
14.7 Key Terms, Review Questions, and Problems 488

Chapter 15 Transport Protocols 491

15.1 Connection-Oriented Transport Protocol Mechanisms 492
15.2 TCP 511

15.3 UDP 518

15.4 Recommended Reading and Amimations 519

15.5 Key Terms, Review Questions, and Problems 520

UNITTWO ADVANCED TOPICS IN DATA COMMUNICATIONS AND
NETWORKING 523

PART SIX DATA COMMUNICATIONS AND WIRELESS NETWORKS 524
Chapter 16 Advanced Data Communications Topics 524

16.1 Analog Data, Analog Signals 525

16.2 Forward Error-Correcting Codes 532

16.3 ARQ Performance Issues 547

16.4 Recommended Reading and Animations 554
16.5 Key Terms, Review Questions, and Problems 556

Chapter 17 Wireless Transmission Techniques 558

171 MIMO Antennas 559

17.2 OFDM, OFDMA, and SC-FDMA 562

17.3 Spread Spectrum 568

17.4 Direct Sequence Spread Spectrum 569

17.5 Code Division Multiple Access 574

17.6 Recommended Reading 577

17.7 Key Terms, Review Questions, and Problems 578

Chapter 18 Wireless Networks 582

18.1 Fixed Broadband Wireless Access 583

18.2 WiMAX/IEEE 802.16 585

18.3 Bluetooth Overview 597

18.4 Bluetooth Radio Specification 601

18.5 Bluetooth Baseband Specification 601

18.6 Bluetooth Logical Link Control and Adaptation Protocol 610
18.7 Recommended Reading 612

18.8 Key Terms, Review Questions, and Problems 612

PART SEVEN INTERNETWORKING 614
Chapter 19 Routing 614

19.1 Routng in Packet-Switching Networks 615

19.2 Examples: Routing in ARPANET 625

19.3 Internet Roouting Protocols 631

19.4 Least-Cost Algorithms 642

19.5 Recommended Reading and Animations 648
19.6 Key Terms, Review Questions, and Problems 649

20



