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S5 AT 5 B9 AL B IR 55 KR4 Internet i FHRR FP &R TCP, B B B A ] 5 M F1 i
P MR 45 AT B AR R AN S E R BIR . 55— A P BRI (UDP) , & 24t i IR 55
BRAEHEATFE,

IPEZHRMEET M A ERHRS . TCP EATEN IP E LRET - NMTENERZ,
TCP R T 4 i 5 A% L & 06 A3 W 310 it A 3005 5 DA S5 DL 1 R AR TE X Fh AR 55 RO PT S 4.
1 AT UL i 2 R ) 4% 2 43 91 60 B R [ B Th RE .



IP J& TCP/IP thisljik & b ¥ 0 W B . A &9 TCP,UDP.ICMP K&
IGMP %48 #R LA 1P Bt 4% AL 5 . Eﬁuﬂﬁmuﬁfiﬁiv%zt B i 1P £ it
WHRIE IPv4, KK M AR A 5l J& TPv6

IP JZ R ST 5008 00 3% th 5 1% 5, OF A AL BRI A i N &, TP 4R LR
ERP BUE AL C RN e 8

AN AT HE Cunreliable) () 2 U2 B A fEARIE TP I AERTI s F ik H

o 1P AR B of ) A5 4 AR 55 o 0 SR 7 A% i o A8 v Ak SR Be B R B TP A
Mﬁiﬂﬁiﬂ%&ﬁéﬁ;% ERZBIEA, KRG K% ICMP 4 BIRABE R
% Uity

BN —DRE(EIBEEHID BB XN, IR XML E LRI
2 28 0 ik H R =X A6 B B 2 TN, 3% A AR £ T O <7 0 g T G

4058 B[R] R 2 7K A (semi-permanent) B9, I8 4 TP #t4s % 3% ICMP
KGR L F IR — IR B B XK MEFER %S, iR #B
B | A R T 1 0 5 SR T I i B

T W P ) R TR 2 i R O T2 e f SRR AR T, R MR AR IR R R R
%lﬁj&rﬁz%%ﬂ%ﬂmélﬁwmﬁui 7 300 I A B R R B R I R 4

o PR AME SR MUR 48 A B W 4% B T 1) RS O 4 B AR R BE R L B
iﬂf%ﬂ%ﬂlﬂ@ VRAR R FH DB EHR.

1P $2 41 I 7% 2 IR 55 gk J2 1P I A 4 3 4E ] 06 F 5 Se 50 A R 5 45
Bo IP M EA TP 4% A48 Y 1E — 52 0 ST B9S2k, 45 — A Se iR 5
18 o 4 I B A Y B AR AT AL R . A R — A P AR — N E R Web
HR 55 4 BRI — > SCRY L o0 T 3R [ 35 3R 5 A4 Rk, 33X A IR 45 25 0T B 9 A L
A TP B HE AL . A B A A o VY R B B 28 ok TR R A3 B B AR AT
ek, i Web IR %5 #5135 R % P o & 26 0058 — A B0IE 0 AT Rl o b R
ﬁ'ﬁﬁﬁﬁﬁﬁ%‘ﬁﬁ,ﬁ‘ﬁ%:/\ﬂﬁﬁiﬁﬂﬂiﬁéfﬂéﬁé%,%z/\ﬁjﬁﬁﬁﬁt%ﬁﬁ
B I 28 SR A i o A B0 0 22 ) S ST R B A A e R R R R 4 I
Fr 303k B i i, B 5 AN BOHE 42 7T B8 28 00— A B o R 48 45 By, T G b 2 4



5
Fg2E IP mﬁﬁ’*

WALt MMM AR, A AR RRSEL, RSB ITMEAZ T E IR H
) .

54, I 4% H A5 B LR M R BN B S A B B R B BT R R BT A I B, XA
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2.1 IP 4y RIS

IP 4 5% MTU £ %, %ekEFER MTU:

MTU (Maximum Transmission Unit) & /4% 1% 3% i KR ., MTU i 8472
% . fltm , Ethernet & — Wi (UL BE % & 3% 1500 ANFF5, 1 16MB/s Token Ring ] # #l
B MTU &AW 17 914 .

RFC791 #& ,MTU & K J2 65 535 NF . /N e 68 NFA5, 4 IP ZHKH —Mh=E
K% IP B an, R BEA KR TR R RENA M MTU 13, X RERGEEEL
4y R Z A (fragmentation) 3 & 2% . 76 B0HE A0 4% S ad A2 b, an 2R TP %048 40 K R T A BBl i
% 3% R B 3 2 1] B 5 I B, 5 Pl 28 e 2 4 4 B A5 R R B BB M) 3 i X A
R 4

Sy FIEH TP BUEA, RAFIA B A ST Epr 43, | Hiumi PRk
SR, B R 40 A R T 4 B ad B L B2 (TCP A UDP) 2EMIR . E& 0 d i)
¥R A v i RS T4 R (ATREAS IE— Y0 .

2P BIEAR SRR R Ry — a4, BE AC K IP B, X4 AR
A AH B ST, SRS A B R B Bk B b . 3R, BRI X SE B3k B Y i
A RS R T, BOR SEARTE TP 3 30 b (45 8 IE A 4 X SE JUHR 0 1

BARBR AT LA F B R ER RGBT 24 B A I AL L b B
5 R A TN A AL (TCP A B FEAHLED . MERIRIXELRE, TCP EEMNF 2 E
REEA TCP B, MAREABIRASCB P — N EIEE R . S EaR, Bk
16 P90 445 3 B

2.2 gyl AL

43 R AL H BRAE KO £ B B AR 4

SR RAR AR BR AR E R AR R 4464 T AR MR AT E A
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IP 5y A b LA 8 F W B RO o I — N ER 8 256 545 FOB0HE , (H AT — AN 1 B
REA N 250 T A% — M H BN & 248 T4 (248 B/NTF 250 B9 TT LBk 8 B G 1Y
BEO. MTHSFWHMAET - MHBEEEL.

TR &G IP 43, TCP i) Path MTU Discovery HLA AT L $2 f— A 5 4 8 3 38k 40 %%

"k .

2.3 IP Hikudin

TP B8 60603 B R 2% MO B0 AR OG0 TP B 38, a8 2-1 7% 53X 2 TP MO8 4 I 45
W, BR T —4 IP B a S mEe.

kA | ANCEERKHE | SIARSS AR | 16MLEKE(ETHD

(TOS)

16 FRiA

MURRE | 130LH R

8 LE A7 [E](TTL)

8firiY 1641 5 R K5

32{VifRIPHE YL

T8 ——

323 H 1P His -

P

B e

B’ 2-1

IP BIWEPEBANFERAOELWNE 2-1 Fix.

£ 21
¥ B VR4 M 2% # ¥
W6 T LB B S BOHE 4 1 TP RRAS . BT A B fh i 0 38 4 1 i
WA ( Version) 4 FHAD XA F B BIR IR A . K ¥4 TCP/IP 7 i AR A
H IPv4
L32 B R IP MK E. HRILFERAN IP Y
HA I (Header Length) U R 20 TR A TR GULT R 5
N FFR P L EHLA Internet b f4 By 28 48t — AN 5 46 % R
Jiik %525 AU (Type-of-Service Flags) 8 %o EXDFERIEEAE KPR &, BT LR XA B
P (045 2 A 56 9, Ak b B8 e e i
K B (Total Packet Length) 16 | LA 2 B0 U0 B 43 TP 40 B K BF , 4045 o 2B A0 4R 35 4y
#riR (Fragment Identifier) 16 bR ,Eﬁjﬂﬂﬁﬁ#ﬁ?ﬂﬁ&éﬁﬁiﬁdﬁﬁﬁﬁﬁﬁﬁﬂ
17 2 (Fragmentation Flags) . U5 A T BBt B A A AT 43 B 0 5 26 0 TRT , th B 1 T 4 4 0 AR
55 B AN R L ¥ B AR 4y B A
i # (Fragmentation Offset) 13 giiﬁﬁ&%{%mﬁ TP BB BT . 8 71 1




=x.

mﬁ
IP thEd

F2E
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B Bt i ¥ A ¥ U ¥
4 #7055 8] ( Time-to-Live) 8 Tt BR800 40 0 78 R AT & 226 AR 3R 22 B3 1T LA 48 3o i) Bk 3
i (Protocol Identifier) 8 | ULMARETETE IP BE A E AR B il
B #PAL 56 1 (Header Checksum) 16 FARAMEFE TP B 3 09 K 56 F
PR 1P Hbtik (Source IP Address) 32 PR A A7 B b 2 25 R B A0 10 =ML 32 AL il TP Mk
stination T
H TP A (Destination TP\ o | e b7 0B 0 B3 F 08 5640 32 {60 1P ot
Address)
AR IP F type-of service fn i 2t T — 6 fh 5B % IR 55 — 4%,
FEFfom 1) 45 B A L 3% 101 BE 4% 3 1 Options F Bt Y. iX #6315
% I (options) a]Ag @.?ﬁ source routing, timestamp F1H fb — #5838 1, X %6 3%
WOMH, X ESSFEIP HHKEBRLT 20 F5 M — Effl
(JXAﬁ_%Iﬁ%TJﬁ%E‘J)
. : . s TP B4 40 14 1 50 10 1 B 0 201 2 32 M58k, SR B E A
Feddg IR Z e T\ sy A TR A B R B 32 W B B
¥4 (data) e | P EIEEMBERS . MR T, 20452 TCP
o 5 UDP £ 8, L2 B o 7T LA oAt TP B4 1 — /o 1 B

I T o —
1. Version #1 Header Length

mE 2-2 #FE 2-3 s, T LLE

PR FTP 8ok 047 — T 1P SR i 454

2| TP %48 A0 7 18 B9 4~ F BE Version fl Header Length

)

@ Frame 25 (1194 bytes on wi
| @ Ethernet II, Src: 00:0b:46:99:6
B Internet Protocol, Src Addr: 19

Header length: 20 bytes

0000 Q0.

ECN-CE: O
Total Length: 1180
Identification: Ox19ce (6606

B Flags: 0x04 (Don't Fragment)

Fragment offset: 0
Time to live: 127
Protocol: TCP (Ox06)

Source:

Transmission Control Protocol,
FTP Data

B Differentiated Services Field: Ox00 (DSCP 0x00: Default; ECN: Ox00)
Differentiated Services Codepoint: Defau]t (Ox00)
ECN-Capable Transport (ECT): 2

O... = Reserved bit: Not set
.1.. = Don't fragment: Set
..0. = More fragments: Not set

Header checksum: 0x5739 (correct)
192.168.2.2 (192.168.2
Destination: 192.168.3.2 (192.168.3.2)

captured)
a:80, Dst 00:60:08:82:d2:19
2.168.2.2 (192.168.2.2), Dst Addr: 192.168.3.2 (192.168.3.2)

)]

«2)

Src Port: ftp-deta (20), Dst Port: 1365 (1365), Seq:

1381, Ack

Dii~oodr w-rw-rw-

1 use r ar
]
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IQ Frame 25 (1

@ Ethernet II, Src: 00:0b:46: 99 6a:80, Dst: 00:6C:08:82:d2:19

B Internet Protoco] Src Addr: 192.168.2.2 (192.168.2.2), Dst Addr: 192.168.3.2 (192.168.3.2)
Version: 4

|| Header Tength: 20 bytes
B Differentiated Services Field: Ox00 (DSCP 0x00: Default; ECN: Ox00)
0000 00.. = Differentiated Services Codepoint: Default (Ox0D)
vess ..0. = ECN-Capable Transport (ECT): D
....... 0 = ECN-CE: O

Total Length: 1180
Identification: Ox19ce (6606)
B Flags: 0x04 (Don't Fragment)
O... = Reserved bit: Not set
.1.. = Don't fragment: Set
..0. = More fragments: Not set
Fragment offset: 0
Time to live: 127
Protocol: TCP (Ox06)
Header checksum: 0x5739 (correct)
Source: 192.168.2.2 (192.168.2.2)
Destination: 192.168.3.2 (192.168.3.2)
B Transmission Control Protocol, Src Port: ftp-deta (20), Dst Port: 1365 (1365), Seq: 1381, Ack
FTP Data

0000 00 60 08 82 d2 19 00 Ob 46
0010 04 9c 19 ce 40 00 7f
0020 03 02 00 14 05 55 el
0030 44 e8 Be 7e 00 00 64
0040 20 20 20 31 20 75 73
0050 6f 75 70 2C 20 20 20

eader Length Gp har lan). " byte

$9 6a 80 08 00 I 00 - i e B
57 39 cO a8 02 02 O a8 seea@.. WL,
f3 27 05 98 Oa 88 50 18 aaies ol i e Ve wia Pl
77 2d 72 77 2d 72 77 2d  D..~..dr w-rw-ra-
72 20 20 20 20 20 57 72 1 use r gr

Q

20 20 20 20 20

K 2-3

Version: 4 H §i k¥4 TCP/IP 7= i i B TPv4,

Header Length: 20 IP B K/NR 20 45, AN 2-1 7T 40, IP @ E4TH 32 i,
MR 4 FL, A 5 FIRER 20 NFH . R T KA EE W
WAk ERERER 20 71,

2. Differentiated Services Field

$F RSB Differentiated Services Field, fnf& 2-4 ff 7%, 2% IP B £ 48 R 5
HAE ST XSS Be Ve A T RERE A A S TR B AR T LA 28 b . i iE S ik
BIX S By, — N N AR T AT DA SR AR B B8 6018 B A8 2 o A 2 7 o 9 B0 A 1Y
Mz %5 .

RAEZARE A TPve W KA LR AT UH T, 5 2 0E 66 FH & 30 2 /0 Bon AR %

WeAh , A D i TP R4 0 3% bl 2% SR 8 S8 45 7 i R e (i bfﬁﬂ“AE&)‘(o

000..... Routine PEAEAE SR Ry 0 S8 S0 5% » 75 W), B30 o v e £ 2

.0.... Delay C FEIREIR L0 BESEE .1 N R/MER,
.0... Throughput A RER,0 N EEME, 1 IR AF&R,
..... 0.. Reliability AEEMEER,0 Y IEE, 1 HE TR,
...... 00 Not Used K.
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Frame 25 (1194 bytes on wire, 1194 bytes captured)
@ Ethernet II, Src: 00:0b:46:99:6a:80, Dst: 00:6C:08:82:d2:19
B Internet Protocol, Src Addr: 192,168.2.2 (192.168.2.2), Dst Addr: 192.168.3.2 (192.168.3.2)
Version: 4

Header Tength: 20 bytes
¢ services Field: 0x00 (DSCP 0x00: Default; ECN:Ox0O) |
= Differentiated Services Codep:'lnt Defau]t (OXOD)
..0. = ECN-Capable Transport (ECT): D
= ECN-CE: O

Total Length: 1180

Identificat-on: Ox19ce (6606)
=] F'lags 0x04 (Don't Fragment)

5 Reserved bit: Not set

Don't fragment: Set
More fragments: Not set

.1..
<05
Fragment offset: 0
Time to live: 127
Protocol: TCP (0Ox06)
Header checksum: 0x5739 {(correct)
Source: 192.168.2.2 (192.168.2.2)
Destination: 192.168.3.2 (192.168.3.2)
B Transmission Control Protocol, Src Port: ftp-dzta (20), Dst Port: 1365 (1365), Seq: 1381, Ack
FTP Data

won o

e Be 7e 00 00 64 72 77 2d 72 77 2d 72 77 2d D..~oodr w-rw-rw-
20 20 31 20 75 73 65 72 20 20 20 20 20 57 72 1 use r gr
75 70 20 20 20 20 20 2D z0 20 0

d Services field (p dsfield), Tbyte

3. Total Length

Ut B RE A TP B 40 0 K/ AL HE B SR B R4 A F W R . W 2-5 Bk, W LLE
#| Total Length: 1180, [Alf i % 3 /& £ F 7 A A~ 5 8 B 3 /9 3 4> 04 9c, X AECFEE 1180
Y+ 7S 2 R

XN FENEFEHRESRESE LUK S . total packet length— (J& 2 ) header
length,

4. Identification

GNP 2-6 (18 2-7 TR AR R BEME — HUbR I B ML R % S — A R, A
BARGEA 16 (LTSS, Fkil &% R G MR RSN AR, @ iﬂ:?’i%‘%‘?ﬁ
BEREBSM 1,
HER L DBEAL S I, 23 1A T BE I N 2 A B B4 A B op L 367 S B gk 4
B8 F R — A% 4
Pl 2-6 A B 2-7 b BT ASBOHE 4 I9 F 5 4 Bk 6606 A1 6607, 78 B 2-7 th, BHE 4 Y
Identification Bt i(H 2 & 2-6 g (E i 1.

5. Flags

WA 2-8 PR, XA FBOSA 3 6 ENNERME LT .
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rame 25 (1194 bytes on wire, 1194 bytes captured)
@ Ethernet II, Src: 00:0b:46:99:6a:80, Dst: 00:60:08:82:d2:19
B Internet Protocol, Src Addr: 192.168.2.2 (192.168.2.2), Dst Addr: 192.168.3.2 (192.168.3.2)
Version: 4
Header Tength: 20 bytes
B Differentiated Services Field: Ox00 (DSCP 0x00: Default; ECN: 0x00)

0000 00.. = Differentiated Services Codepoint: Default (Ox00)
«se. ..0. = ECN-Capable Transport (ECT): O
E ECN-CE: O

il Tota 1180

Identificat-on: Ox19ce (6606)
B Flags: 0x04 (Don't Fragment)
0... = Reserved bit: Not set
w1 = Don't fragment: Set
..0. = More fragments: Not set
Fragment offset: 0
Time to live: 127
Protocol: TCP (Ox06)
Header checksum: 0x5739 (correct)
Source: 192.168.2.2 (192.168.2.2)
Destination: 192.168.3.2 (192.168.3.2)
@ Transmission Control Protocol, Src Port: ftp-deta (20), Dst Port: 1365 {1365), Seq: 1381, Ack
FTP Data

5 it e P
D..~odr w-rw-rw-
1 use r ar

oup
Oct 23

Q
2003 Fax
T "

Frame 25 (1194 bytes on wire, 1194 bytes captured)
@ Ethernet II, Src: 00:0b:46:99:6a:80, Dst: 00:6C:08:82:d2:19
B Internet Protocol, Src Addr: 192.168.2.2 (192.168.2.2), Dst Addr: 192.168.3.2 (192.168.3.2)
Version: 4
Header length: 20 bytes
B Differentiated Services Field: Ox00 (DSCP Ox00: Default; ECN: 0x00)
0000 00.. = Differentiated Services Codepoint: Default (Ox00)
«se. ..0. = ECN-Capable Transport (ECT): 0

. «+.0 = ECN-CE: O
Total Length: 1180
. Identification: Ox19ce (6606)
E Flags: Ox04 (Don't Fragment)
0... = Reserved bit: Not set
. Don't fragment: Set
..0. = More fragments: Not set
Fragment offset: 0
Time to Tive: 127
Protocol: TCP (Ox06)
Header checksum: 0x5739 (correct)
Source: 192.168.2.2 (192.168.2.2)
Destination: 192.168.3.2 (192.168.3.2)
B Transmission Control Protocol, Src Port: ftp-data (20), Dst Port: 1365 (1365), Seq: 1381, Ack
FTP Data

D..~oodr w-rw-rw-
1 use r gr

0
2003 Fax
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