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ABSTRACT

Mankind has stepped into the information age. Information technology trans-
formed direct face-to-face message transmissions into faceless digitalized informa-
tion flows. Increasing managerial and commercial values of personal data turned
public and private entities into hungry data collectors, processors, sellers and buy-
ers. We enjoy the sweetness of digitalized information flow and just taste its bitter-
ness. Data Protection and Data Privacy are tools created to balance power and in-
terests on personal data and data flows between individuals, data users, relevant
third parties and the society as a whole.

Computer was not the key that opened the “Pandora Box” of Data Privacy.
The irresistible joint political, economic and technical forces made it happen. Dig-
italized recording, keeping, processing and transfer of personal data broke the bal-
ance of power between individuals and authorities in their managerial and transac-
tional relations. Public and private organizations manipulate personal data and the
entire data flow process. Individuals lose adequate control over their data and lack
proper participation into the data flow process. We have no choice, but just leave
our data, elosely related to our own destinies, to the hands of faceless strangers.
Since this is where the pain originates, we shall search for painkiller from here.

Since 1940’ s, mankind has never stopped paving theoretical ground for data
privacy. “Right to be let alone” , “limited access to the self” , “personal informa-
tion control”, “right of personal information determination” and other theories
were proposed one after another. Continuous debates between them set more sound
and practical theoretical foundation for data protection. Actually, the fact that mul-
tiple factors give birth to the data protection issue explains why data privacy has
multiple characteristics and values. Data privacy touches political, economical,
technical and international concerns. Free, healthy and full development of indi-
vidual personality depends on it. Meanwhile, the democracy system, the informa-

tion economy and a society in harmony cannot run without it. Further, personal
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data is not a scare resource that faces the “tragedy of the commons” , making data
privacy a common, public and collective social problem.

History is a mirror. Data privacy is not a problem with a long history, but
American and European experiences and failures are abundant. Today, the E. U
and the U. S. A not only hold to different theories, but also adopt divergent legisla-
tive models and enforcement mechanisms. The Europeans emphasize its political
characteristic and societal value, deem data privacy part of basic human rights,
adopt a comprehensive and unified legislative model, and build up a top-down en-
forcement mechanism, taking data protection agency as the core means. The
Americans prioritize its economical characteristic and personal value, treat it as a
private and consumer protection issue, and establish a bottom-up enforcement
mechanism, taking data users’ self rule and individuals’ self-policing as core
means, with market regulation and sectoral self-regulation as supplemental meas-
ures.

The E. U Data Protection Directive is a hotpot, full of divergent national data
protection legislations and traditions. To a great extent, it unified national data
protection laws, but differences and conflicts still exist. As the birthplace and in-
novation center of data protection, Europe has invaluable experiences for China to
draw from.

Exerting impact on cross-border data flows, data privacy is not a pure domes-
tic issue either. It was, still is and will be a global concern. To remove barriers to
trans-border data flows and to protect data transferred to third countries, the E. U
creates a bottom-line for its member states, prohibits and restricts transfer of per-
sonal data to third countries without an adequate level of data protection. Even if
two states do have an equivalent data protection level, the conflicts law of data pro-
tection in cross-border data processing has to be resolved. Further, cross-border
protection of data privacy cannot be guaranteed without effective bilateral, regional
and international cooperation.

China is now facing various social problems brought up by digitalized data
processing, which developed countries were and are still troubled with. Bearing in
mind that China lacks of privacy protection tradition, particularly its laws and ex-
periences are inadequate, we shall shape our policies based on our current condi-
tions, study relevant legislations and practices, and create a proper and effective

data privacy legal framework.
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