stfran]n,
CISCO.

CCIERRM Z FR & 5

CCIE Professional Development ciscopress.com

) 488 22 2 JR 3

Network Security
Principles and Practices

Expert solutions for securing network
infrastructures and VPNs

(%) Saadat Malik, CCIE #4955 %
FEE XKEHE BRE F

Z AR AR

Z= POSTS & TELECOM PRESS




) 48 2 £ R 5 Sk

Network Security
Principles and Practices

(% ) Saadat Malik, CCIE #4955 &
FEE XRiEH BEE F

A REPHEH R
it =



EHERKRE (CIP) HiE

Mgz 4 R S seEk/ () SRR (Malik, S.) 3;
Fai, KB, ARER. 2. —Jdb: ARBSHEE
fR4t, 2008.8 .

(CCIE Bk R RS

ISBN 978-7-115-18273-9

[. W 1. QG--@F@K-@H I THHEHLMN
w—a A V. TP393.08

A 430 CIP B A% (2008) % 083613 &

AL H B

Saadat Malik: Network Security Principles and Practices
Authorized translation from English language edition published by Cisco Press.
Copyright ©2003 by Cisco Systems, Inc.
All rights reserved.
B P E AT %R Cisco Press A2 BIRANA REBE HAH HAE. KREHMEBEFAT, WE
HHETHS FEUEMARES S E.
WAL, RIRLR.

CCIE BV & J& R 5
Mg 2 [RE 5K
L [3%] Saadat Malik, CCIE # 4955
& TEAE KK OEE
TERE fF K

o ANRHCHEHBALIHREIT  RWEIX s EEE 145
B4 100061 TR 315@ptpress.com.cn
4k http://www.ptpress.com.cn

= ¥A] T W] BN A PR 2 ] ER AR
® JFA: 787X1092 1/16

Efik: 39.75
F¥. 989 TF 2008 4 8 A% 2 i
Ef¥: 3001 -6 500 fiit 2008 4 8 HIMALEE 1 KENHRY

FEENERBILES B 01-2002-3722 5
ISBN 978-7-115-18273-9/TP
E4r: 89.00 JC

EERE ML (010)67132705 ENEREMZ: (010)67129223
RBRHL%: (010)67171154




A N FF &

ABRHTKEERET LEMERHEM VPN KEFKL
fRRFTER. EBLD 9 NS, SANAT NEZENAE.
EXZEX ., WERE. REME. K48 LAN TH. Mt
b 5424 B KIS EERE. PIX B k3%, 10S B k%, VPN
HIME4S . GRE. L2TP. IPSec . A@HKll. Cisco ZENRE
Jil. AAA. TACACS+. RADIUS. {#f] AAA SEEL 2255t
AR IRSIROFE L EMF S ABRAR . =B VI H
FEHIFIF . NBAR RBIAEHIBE . £/ CAR #HI2
. MR LLHEERTSE. HRPEESERIEER
AL S A S ) T

APFEEWSSIN CCIE MK ZANET/EMAR, H
1EE AR AR I IR T MR Z 2 OB AR M EZ 2Ll
AFo



== T FE

Saadat Malik (CCIE # 4955) £ Cisco &%) VPN Flp
BB EBMBEARTRETE. fEA CCIE 24K H R M1E
. W5 CCIE ZE&RKIUEBHRPHAMBRALZ—, BRI
& CCIE M4& &4 NUFI 568 . B2 CCIE FIEB1 1,
B E IEAEATIN CCIE R4 LRE MR, ARl
B CCIE LK % 0T, hEEEZFENER. %, Malk /&
AT B I 7K A BRI 5T A Ak R G5 AN LR R AR . 1X
LLtESR, 7F Saadat BRI AR F T, 30 4~ CCIE (HfE
9 4~ “double” CCIE F12 4~ “triple” CCIE) L&A T4 A
WHENBE S AL, ZECK, EFH—LEY TS, Flm
Networkers F1 IBM Fi RS F, S & w48 A A2 F I AH o<
(IR EEL. VPN (K SEAE MR BT RN R 2 F) IPSec BESAER S .
Saadat fF West Lafayette (FiHi%M) [ Purdue (J/RE) K
SRR T AL TR L2546 (MSEE) .



== FHE K F A<

Paul Forbes 42 Trimble Navigation F Pl 24 5] [ = 2% /9 4% T
FEIfi o fth 471 5 Trimble HI4EK VPN. VoIP FIIAUE RZEIKI T K
e . MIRTEERAENR R, LR N4 B Esh+ . H
B, fEMbBETIZETRSCFMEHBIZ T, MhIEENF LS
CCIE [ TAE. MeAxH ], A B3R5 M3+

Randy Ivener J& Cisco /A 7 fm Bk 55 /N IK % 42 F1 VPN
LR, MR NS R RE LS LW AL Cisco INIEMZE L.
A B, Cisco 245 1 fl ASQ FEAF B T, JLAF
Sk, Ay AT £ 22 AT ) ) T4, BD A R BRAR T S ST AbAT
[l 28 22 4% . Ivener WFST TIRZ /=il aHeK, WL
B k8%, VPN, N BUFHAUERSE. 763224 TAELLRT,
b AE R B PRI HEAT B A TT & TAE o Ath ek T 56 R e 2 2 B
KB T TREHEM 24 (MBA) .

Doug McKillip, #4T P.E., CCIE # 1851, & A7)
i, B Global Knowledge /A & (Cisco RGN I & 1E
kAR Cisco IEREY . ZETHEMIME S THAbA 13 FLL LK
S, fEdEM 9 EH, MIHIKT A I RB KBS 51 )
¥EBH . 76 MCNS JRA 1.0 55 I ERFEBATH) I e+, Mckillip
PR T BEERME AR S, I H/Z Global Knowledge 2 ()7
FESHT R RAR £ 45 . e MIT 3R15 T b2 TR 2 R -2
i, 7F Delaware CRFHrtE) KR T v SRl A0 124 40
iy JE 43 7E Delaware () Wilmington (/K B#) .



S ff-‘)

E DU BERES

R Z 3% Hameed,

f F IE#A RS & BB SR RN W3S 58 TR IMA K.
TE,

TR EZMET Alina,
Tt YR VR PR B2 i« I PR PR R o 0 DR 1) S 3 MO AR T 3RATT B
REIELFETE.



s - =2

WERBERA Cisco TAEZER R IR,
AP REATREEHEM . h T EHRAS, HIRE NFBERRMT K
2T 4&1!‘]%@%‘E$ﬁ¥%f@§b§1ﬁ% K R
PO, B RO R, PR P BT E R IERE R .
AT THIRI B0 TAEh 2 25 HE ¥, JUHJE Cisco &R
G A HHL (Technical Assistance Lenter, TAC). A H
IR AR TR ARG . 5 A4 7 FERK IR,
oot b8 28 HE 9 A 2 : Dianne Dunlap- John Bashinski. Natalie
Timms. Wen Zhang. Frederic Detienne. Alok Mittal. Mike
Sullenberger. Sujit Ghosh #1 Qiang Huang. oA R AR LRt
Ciso P4 224 it SEILR SR 7 i BORA 28 TAEIA
TR I — B3 o AT T ST 2 AR Y 45 22 U
BB BRE TR RITEBIRXAS.

WA, PR B Brett Bartow, <45 AT it .
Brett MIRFFUAH BA B — B FF. SRS R. it
A Z B FFAN [ B 45 I, 2EA 455 FE SR IR0 i i
BT THROKISRAR, M RAEW REF &, RIL BRI A
i B 5 B B 2A TR KB i FF & 448 Deborah Doorley,
A % TIF R 4i 8 Chris Cleveland, fERFEMMN RS T,
#HB .

BAEMALEET AP, RERHEH Randy
Ivener, fbAE BT AN B AL T A, 16 T ¥ £ A LA
A& 45435 T Randy. Paul Forbes Fil Doug McKillip ff)2K 71

#Hah.



Lol 886 ML qEEV

AR . ARG B BGE S
FERAMEZER ARG . EH 1988 4] Morris i HL3
PEZE A, Tk S B DA AR 7 £ (0 3 FE R Internet
Iy Ik TR . X T o SRS T U 1 4% 152 A H IR
LEM %% | (IR 45 T AT (44, W7 AE TR 28 RGEA IR 5
) 55 52 Boi v 4% s IR &5 IO BB ey, DA R vevh T A
%% . CPU Bi& A RIS a4 R4 Bk . fEL /K4,
HAVE R T KRR I bR R Gl AT 8 AR
feF (Code Red) H1 Nimda I HUp 8. $flivl, £LEfCHiH
R R BB R 20 {2366, FFREW T BT BT ENL.
X ey th SR T 4IRS Bk, IFRER AR Mo e e
SZELEMERG. EHEHRZE, XAET MK Internet
2 Bk (Internet Information Service, 11S) {155 £, BAK
BRI — AN T T H . IR 5 52 Bk (0 R 4 24 I Ae s &
I T ERN T, BR 06 s BT 6 S 4 s e gt T L
4., B4, 7F Apache Web JIR 4588 b IR T —Fh g2 Dk HH K
&, BT K 50%24 BT Internet _E[¥) Web Ik 554%
NI R G — kAN T TR B LKA a2 ABAIREE T
— KRB ARBBEHRRZ AT T 5?2 ki 2R
XA Y, ERBE AN AR gk, %55
AR I G AL R AR B A AT S R SR, A
HRGRMG LN BTN AT A AT o0 2% it 45
Fyrh ) — A EER SRR

A A% T I\ Z I 4% 22 4 T AE ) 0 4% A o 0 A B 7 oK
B A YHERE R M AR TR — 2 2R
Wk BEERE AR R G0 I, A5 T /e R “ A
LOHE” AN “AEWBE” EEASNME, METEM D
R4& AR SE R 2 R, RIGIREE T ¥ KX e R B AR
B A, EERENTEE T ORI TR, 5%



| 2 Rtk B SR

IR T IE M B AR . A BESR FIRA DR BEA R 2 25T, XEE
B, Rt SRR SR Tk vt A 33K T (A e AR AR SR g R B A R AR R A 1) 2 4 L
FRATEEMN . MEZE Y ERIEFERRE —ANTHEME . TR, N E R
MBRIT RE RS . XAER R R AL WA RRE TR A — AN E K FE A 7
AT RESEIR .

IREANRIEH Saadat Malik A H JLET . MR —NMERBIEZKRMNE LR, ik
TAEERW KABHraFER Ak, Saadat 24 CCIE LELRH RN TR T b
CCIE M2 \UERT 7 A P IR Y. IXFPIR YC AR )15 A T IF%E CCIE %4>
WIETAEE K — N EMMER . sk, MiEH JLERN AR IEN Cisco HARSZFEF 0
(Technical Assistance Center) [KJ/mZ% TREIT, #HEBhZ AR5 M4 22 A A e (K BE A o) 5. A
W28 22 TJ7 XA B A RIE AP MIRFHEE . BIRZIHEREA BIE DG N 2244,
TAERIRZE EL A G iP5 .

Barbara Fraser
Internet TFE{E4540 (IETF) IPSec T/E4H, BA& )&
Cisco RAA A, BEARBAE, Hijb TR



AP FERAR M A W h AR F AR B PR
FISCIR VR AR . Cisco 22 SEHLEA BB A R £ 8
m%m AP E KT

TER T I R IR B3Rt — A0 24 4 P 2% rh i K 2 1) 1

gz 4SBT B

PR AR RIS, TSP 5 W 4% 42 45K

BRI R

P T RS [ B 48 7= o R R0 S B R it 9 42 42

F o

A e N 45 22 A R BT A TR 3R

TRREEERMEEER, REEF-DLEN

WA 4%

I 2% 22 4 00 FE 1) 0 4 4 3 RN SE R BT BOR o

$%mﬁhmh#~AﬁTﬂ SRR ERITE. HE,

FE AV NIEREFFEE,  AgERETHE M et . WA XY
W% 22 A B AR T RA 2 1035, XA BiE =
I 5 M A5 .

ABBEEEOLAREANMNELLELERESR
Cisco fir452 T, T8 0 P 40 HiARORE 2 e TG S [F) i 4 )
HEB . 2 i TR S K SE BT SRR T AR A TR, 1
AR T T AT, ZBBIA B KAKE, XLEIBIH
T RLE SR — LA F S, TORA RAERLSH
BB Ay A HER I TE

AP BB R

74 B A A BEAR

W4 25 CCIE S %5t CCIE FIHABITE, T #E#
M CCIE M4 &4 NiE TAERIA R
B 252 T CCIE P45 %2 4 A AE B AR 18 95 5%



| 2 W%k 2 BB 5

T4 2 AR RS R R P 2% 2 s TNk N B

AW R BRI CURARZ AT CCIE MLz alikm A . EidRitxT
AR R BT RN HE S 05 B I PELR I8, AR R ORI I I B B, O CCIE
AR T AE A o A AR JEARLR by AR 2 R A T S B v Bk i B B £ 1) R S B A
giiR . IXPE, MPNIRH AR CCIE 3250 % % IR0E 2R UK il B, BlaeBc R IEAI A LR 3,
FE Xt B il () ) AT AN RN (K AR o X RAT AT BNAE DI CCIE S 36 5 A 1 5 Bt
Ui

At THT [F) IS 28 %of - 18 o0 10 4% 2 A AN [) TR S R S BBREK I 2 2 4 ek A B1 o AP R4
WF5E T4 W 4% 2 A F LA By KBEAD VPN Bt (KA R RN o 75 1518 AS [7] B0 7 il R B A A ok
BUSE ) A ICIE SE I /7, B4 T X 7= S AR R Th et i — D FE R A S HL. A58 &
FEAS MR C A R i etk DR SR M AT 8 R SRR B I 28 A 22 4 Tl LT o A
PARAL T XA A B iSO S0k AR R R AT 18

AP EYHF S

A A5 S 22 AR B W DR R Y 4 2 A SEBLIK) — N A AR T, A
R CCIE MR 7 2L B0 AR G B 2 B 4 TAE MM SEBLRE A S8 T, EARAT U528 0
JZ IR P SR AT 4 B S0 R AT A — MRS T g XA A
W, PAKCH AT A B B 5 T 0 SOR 36 T R0 i e ) AN [R) B2 38 3R 11 S [H o 2R
E AT NG AT AWM, MAHETER CCIE M4 24 hEmril, XK

TR . A
AR THI SR 110 5 WL PR st LA B B 35 A0 e A5 INA BIAR LR () 7KF

LIRS T

ABLERGRASCERPE RN E VEGI N B2 BT, JE1H8 T 4 SE B 4% 2 4= B R (K AN [R) 7 TH 1)
Bl XNFTH5 Bl sk 3RAGAS [F) PO P RN R0 ) B B R E N

WY FA = LIS T

AP A EENE AR 22 H KT SGET IR e . A BB iEg e FIE
(et PIX M EIENZEEE) KSEH. XSRS %) AR g5 BT
THRINE,

FREEE. BiXF0 show f i H BRI THIA

$#%~¢Egﬁﬁ%%ﬁﬁﬁmﬁ\ﬁﬁﬁmﬂsMWﬁ%%ﬁmoﬁ%ﬁ%ﬁ%ﬂ
fE AT SEER TS AR R R P B TR,

B R

RAEH T KA F AR R L6, LU — SRR e A h TR s
72 R oSSR STt R I A A5 2 ) O RIT R BRI — 3. KR LI S
Cisco M/ CAEMANTIME ESCBLT WSEPREE. [ERW, SR TAE A F R4
ZERIKIERNEHES.




3|

I
il

SEMERRIR

ﬁﬁ%ﬁ%&ﬁ%&%ﬂ%ﬁ%@ﬂ%*%ﬁo$%ﬁ~ﬁ#%ﬁﬁ%%&m%ﬁ%ﬁ
(AT S2IR.. 38 24 25 1 BB MERRAT 22 4 SEILAT 75 R AR A AT I T H o 4R 4t T RH85 5 WL i)
BRI C B AR R O 71

EIFMEER

k%%%ﬁ&%ﬁ%ﬁﬁﬁ“ﬁﬂ%ﬂ,E%~¢ﬁ%%#ﬁ%$o§2ﬁmﬁiﬁw
EAH.

3+ th B F B4R

B, EEAESE DR EARH LIS Cisco AR IKI M4 ¥4 . SMBIANILAd I
H. R EREBER T X b fREt 4.

AL PIX B 2K ik

Mz

Cisco 7500 IR
Wt/ T 2% 4L
ST Z 5\ % Ay
(323 A1)

CSS11000 - )\E@%iérgﬁ

A

Cisco

H SRR 55 4%

Bdar

. 2 IP/TV
Vi 1) IR 55-4% BREFARE 4B R 45 28

Wi LM CiscoWorks e Wob i E
o Web Witz  We

-

RFHIE I e 2AL s o e

WS EERG

A A5+ I 6 A VAR 5 10S & B TR A EARTR . T IAS i & 525
155 4t -

. R () RIFEAMEEMSL K ATES .



4 Mgk e R 5L

Jiths (D RrRTESH.
Affs () Rorn— LA,
TS ARKIES ([(3D FRE—ANTIESE N LT HIIET.
o BIERKRIRILT BB T RA K G S MR T . LB ACE LB R —
a2 B, BAERRH P FIMARGS (BlI— show fr2).
FHARR TG B R AN S




7 ==

F—ipsy NBRENA

BB FERREILB oo 3
I L = b 4
12 ?ﬁ,ﬁf@ﬁ ..................................................................... 4
1.3 @Z%ﬂz,ﬁg ...................................................................... 4
1.4 Nl‘ﬁ‘ﬁz{ﬁ ...................................................................... 5
1.5 HERPLGZEASSEMG -orrevrreromeemssons s 6
1.6 PR Z2 A SRR TR Z ooovrromveersssse e 7
A o 1 S 8
1.8 LB AARBRLERHISEI --ooooverreeresomessensssnisssisss 8
1.9 %’VHF[]&EE ................................................................ 9
1.10 ;gﬂﬁﬂig‘{ .................................................................... 9

1.10.1 ﬁi;ﬂ:%/‘{‘é ......................................................... 9
1.10.2 ﬁ:}w%;‘i ....................................................... 10
1.10.3 m@ﬁﬁ ....................................................... 10
1.10.4 ;‘EX'&*‘{%%N@ ............................................... 11
1.11 /J\gi':l: .......................................................................... 14
1.12 Egg&j ..................................................................... 14
F_ES HENMBRE

WYPB  FEMRB[R oo 19
2.1 %Eé[ia"ré@ ................................................................ 19
2.9 ﬁi‘f‘_‘/l\DMZ .......................................................... 20

2921 fi}ﬂ’AEWWXﬁﬁHEDMZ ................... 21

222 DMZ B TR K4, AL A
ij;{%ilgj ..................................................... 21

223 DMZ B FH X2, EREARRNEM

I%Kiﬁzlé]#]ﬁﬁi ..................................... 22



2 Mg e IR S SRRk

224 FEEBBIIT KIEZ G AT DIMZ - wereerereemressermssssienieieiieeeee s 23
2.3 SEBIRFSE: AFFH PIX B KBEBYZEDK rvverrrrerermersermmsmiieiii it et 23
b G - e s SR OO SRR 24
A - 5§ - IO 25
I R L TP O O F ORI 27
3.1 BB LR A v verree et s S S e s e B e e 4 SR e e b s 28
T B I T T AT ST TOT SO SRR 28
3.1.2 M%%ﬂ*lﬁﬁ' ..................................................................................................... 28
3.1.3 BB I ALLE -roreermieremi i et et bbb 29
3. 1.4 BEFEGE NI corevrvrrnrrrmnserresristaines i s bt st b e b et k4t ek e ke 30
3.1.5 0 B FT R L cresvsrsvsrnasnancasnsssssnssensontsssrrnssssanansrasansonsanee st sreshanseatasnenstsns ahe sherareres e he s et 30
3.1.6 FRIBEHEZE - oorvrererrommremres s e s e e e e e st s s 30
3.2 R T veeereresresastessmusssrasstsrsstisiesrrsones sass sy st st bns s s ae s Tt e e a e et SR b e bR s an e 4 SR SRS e n s 30
32,1 BB P T AR sovevreravssnissssnsssionusosinsasesnasse nssesnnasassasasnnnossnnnoses asesnnssseransoss sessrnnansensrosarssns 31
3.2.0  TISRP sssistsisesnsssssass s sdssvis siohs sias s e s 8%n rnb snosnn e 33
323 BB EHEITAT DL (VRRP) oo 39
3.3 BRHEHHBRZZA e B R SR TR AR T R A e s e S 2 A NN AR 7S A SRR 42
3.3.1 B B A B oot e s 42
332 ARBIRTEE B BE BT [B] -ooveovemrroe e 43
333 AT EIBEBYEE AT B rroverrerrrem i et s b s 46
3.3.4  BREDAE T oo e e 46
3.3.5 IEFRBE BB o e s s 47
3.3.6 %m%%g%gﬁ% ............................................................................................... 48
3.3.7 {i}ﬂ 72 e P PP 49
3.3.8 #] SNMP 1E A — AN R P o veemerrmermmomermmese st 49
3.3.9 #H| HTTP FER — AN BER A roverevermrsemmmsos et 51
3.3.10 ¥ CEF 1EN — R HAHLEI ] -orreovermerersenciiie e 51
3311 MR AWAE RBIPJEF oo, 52
3.3.12 ] INTP:veeeeerrererseeemnee et et bbbt St et s o s s b e s b s ke e nabers e arenan 52
3.3.13  BRHARTE oo s 53
3.3.14 FHIRTFAEBRE BEIR oottt st s s 54
3.3.15 7 CPU & % 2 4 |8 & A nagle IR % DLAR B Telnet T[] -+ vevveerereresimeninnnnnn. 55
3.4 PIX B K BB R A coovvererreeemrie it 55
341 BB A TE oo 55
3.4.2  FH|JT PIX BT [B] oovveerererermessesieei e e e 56
3.4.3  ZEANJB] PIX rvereverrreersemonsrmiosiomio ettt sttt e 56
344 BRADAF BH oo 57
3.4.5 i3 PIX ;ﬁ; ....................................................................................................... 58

3.5 ﬁﬁ%*ﬂ.fﬁé .................................................................................................................. 58



35.1 mﬁ%ﬂ .............................................................................................................. 58
3.52 %%ﬂﬁi&m%ﬁ ] -oevsrunnmnrs st e e 59
353 Xj'fé#%ﬂﬂ‘]?{‘/i\lﬁ L R P e S R R P R R 59
354 1&/%5‘6;}%1%;{4: ................................................................................................... 60
355 E%’J%Eﬁ}‘ﬁ( (7—%_]: SNMP Q"J%IE ) e e 60
3.5.6 fﬁﬁ] DN 2SR T 61
3.5.7 ;ﬁ_ﬁ;‘kﬁ’—{\} ............................................................................................................... 61
358 ﬁé’}(ﬁﬁ%%ﬂé‘ E;&r{;;ﬁ_ ......................................................................................... 61
3.6 /J\é%} ............................................................................................................................. 62
3.7 E}jf@ ......................................................................................................................... 62
% 4 ﬁ ?’céﬁ%ﬂﬂ .................................................................................................................... 65
4.1 %ﬁé’{’ﬁyﬂ%ﬂﬂ&ﬁ'ﬁg_‘%}ﬁ ................................................................................ 66
4.1.1 E%Bﬂzi/iﬁ ............................................................................................................. 66
4.1.2 45(@'(‘& .................................................................................................................. 67
4.13 %’*?ﬁ?%[—h ......... o o ikon 8 T TSR 3555 R RS A B N 8 4 36 L i 4 A WS S AN AN RS 67
4.2 E%H_j%gfn%muﬂf ...................................................................................................... 67
A3 SR B BRI -oreeeeronesmss oo 70
4.4 E{Iﬁﬂﬂﬁ ...................................................................................................................... 71
4.5 %}%&@E‘ﬁﬁé%k ...................................................................................................... 71
4.6 E%'/fé%%'ﬁ ................................................................................................................ 73
4.6.1 ICMP E;‘i@ .................................................................................................... 73
4.62 1P JE%EH .............................................................................................................. 74
47.1 BGP X]L%IAIE .............................. PR 74
4.7.2 ﬁ)\%ﬂﬂﬁlfg ....................................................................................................... 75
4.73 ﬁfﬁj%ﬁﬂﬁlﬁ .................................................................................................... 75
4.7.4 BGP M%ﬁ% ..................................................................................................... 75
475 BGP %E)E ............................................................................................................. 76
47.6 BGP 1@1—}:; .............................................................................................................. 76
4.7.7 %)ﬂ BGP }’{ﬁﬁif,‘b\'}gj ............................................................................................. 76
4.7.8 é&ﬁ%ﬂﬂi%ﬁ&ﬁﬁi'ﬁ ................................................................................ 76
479 BGP @ﬁ%#ﬁﬁﬂ’]ﬁffﬂaiff(?ﬁ ........................................................................... 78
4.8 g;wuh}cl:jv‘{ OSPF %mmﬁ(ﬂgﬁé ............................................................................ 79
4.8.1 OSPF %Eﬁ%%ﬂ)\‘kﬂi ................................................................................................. 79
4.8.2 OSPF jkr%éﬁggaﬁ ........................................................................................ 79
4.83 fi)ﬂrjﬂ%g ............................................................................................................... 80
4.8.4 ﬁ)ﬂ@%%ﬂ’ﬁﬁ%&l%m .............................................................................. 81
4.85 }T—)E SPF -H—E-J-% ................................................................................................... 82

4.8.6 %&Jﬁlfg ............................................................................................................. 82



