ey Microsoft Press

i.‘ Pl Sk D % i B 5 0 e A

AR BACE B 1R DR IS H2 A 1 R
A M SR IR
IT fis sl RIS SR RN DL

The essential reference set for developing with
: Microsoft” Windows®” networking technologies
:
| David Iseminger T
L Series Editor .
-~ iseminger ...

NEh orKing

e

[2] Microsoft /6d &

Routing

ety E5

G HhR)

L5 A P 1 KT msdn library

http://cbs.pku.edu.cn




\\;’w" - ¢

R ONTEE TP S A )

Routing

4

Microsoft »38]

R XF LM



A H5 £ NETWORKING SERVICES DEVELOPER'S REFERENCE LIBRARY (%M B &R 5 TR BEN
) FH—4&, REHMZEYERE (RRAS) K%, RRAS £ Mirosoft Windows NT Server 4.0 ]
ShEA M, 87 Microsoft Windows 2000 Server 7. 3 7 RRAS APl, AlLIGIEBNAREXREBR%H
MR RRE, THACHBE EEETENSRR— 6 2N LR 8. RRAS FTUUETFE
RATHIBE RPN, FHIRHE T 7E Windows NT 4.0 B, Windows 2000 Server £ £ 5. RoTE AL PE R s 881

REST .
Copyright (2000) by Microsoft Corporation

All rights published by arrangement with the original publisher, Microsoft Press, a division of

Original English language edition Copyright © 2000 (year of first publication by author)

KnE "N

i e

By Microsoft Corporation (author)

Microsoft Corporation, Redmond, Washington, U.S.A.
ERTREREEER SR EIZS: EHF 01-2000-0287
MEEERE (CIP) ¥R

BH.E S B HWEEMKAST (Microsoft) F. —EA —JbK

2000.4
ISBN 7-301-02040-6
L B&.. I .. IL BRHEFE-FEX IV. TP393.04

o E AR A B CIP ST (20009 5507600 5

#

&

e

FAEEE S Microsoft A7
#x # F B ISBN 7-301-02040-6/TP - 0169

Rt D& & E & E

fit

h&

#H:

bR K& R4t

: AR TR X P XA LR A FERA 100871

: http:/cbs.pku.edu.cn

: HAEHE 62752015 KRAITHE 62765126 62754140 ZHEE 62765127
: wdzh@mail.263.net.cn

¥aaziwugy

bR K# Rt

FHHE

787 AKX 1092 XK 16 FFE& 37  Efsk 8805 FF
2000£E 4 A 1 AL 2000 & 4 H 1 IRENRI

: 98.00 7t

: JERRZEHARAL,



Hil

i

BAEMNOEFR THAREE NFNLEHEHSR, N A, MR 4T A5 F| A

TE. FEALUAETH. KAFRR S Z/AN. RELGFRAN Vindows A
4 LB AT AR A

RAE MG R ERLEALETEHPA, Windows 2000 &5 JL-F8H— 3741 Fodf 2844485050
BEHAREEHELERMN, RTFHFEARFLEFE. SRBEFEMRL. £ Vindows F

BRI ML, H T H A P RATRAIAA Vindows 2000 64 M, Hf14
RPPTRE 5 ARGAS, (RIRBBEEFLYGIAE). AABTAHREAR RS

A FEHIKEF] Microsoft L% T, GEPRTHAC TR, B—AHLOH
— At BB A B E, —AAFHREETHME, ARKXTF A4 Microsoft #H A

KA ey — K AN E F Windows FILEIH R REIARK, 454 Windows F24 i 8438
K3l ERKARBHGARRRIEXE, KABEZLTFT Windows WM. iR 6 R1E

REE, HCREETREGRI, RTHEAFEREE. AARSHSRALIHBTAER

A FBehE48 David Iseminger £ Microsoft &9 B, #EAHA NGB FBd BMHES
G, BEEEFMEE T LA A, & Windows NT 3.5 vk, 4sb—HMF Windows NT
#= Windows 2000 89 BF A 5 F X TH . KL, Mtk AR A ], EL£HFFRAR LA4E(Developer
Documentation Group) —i#l, Q| Fetii® MSON B I H Y RAHR LK, OBRERAE

(Quality of Service). #Ehit HALE H4 K. David 4 FHAF, A AR OE.
Microsoft i pr &4 QActive Directory Services for Microsoft Windows 2000 Technical
*

Reference), David Bl Fi Bl k4, IEAELE G B MME) Puget Sound k. #kif@m T
# David 89 THEVA B AN D 64 B4 AE B, 45 19)35,8.: www. iseminger. com,
AABHUT 5 AHEK:

{Windows Sockets and QOSH» ( {Winsock #= QUS) )

{Network Protocols and Interface® ( (RAEWilfaiEa) )

«RPC and Windows Networking) ( «RPC #= Windows ™ &) )
(Remote Access Services) ( (iEAZiFFIRE) )
(Routing) ( {H&dr) )



Contents

ACKNOWIEAGEMENES ...t s s st s s iii
Part 1

Chapter 1: Getting Around in the Networking Services Library...........cmnnnssninnnnsninanienns 1
How the Networking Services Library Is Structured..............cocci v 2
How the Networking Services Library Is Designed .............coooiiiic. 3
Chapter 2: What's In This VOIUME? ....cueeiiinnicsimennsisiinssssismmssssssinsssssssmssssssssssssssassan 5
Router Administration ... 6
Message Information Base (MIB).........ccov e, 6
Packet Filtering. ... s 6
Routing Protocol INterface ... 6
Routing Table Manager (RTM) V1. ..., 7
Routing Table Manager (RTM) V2., 7
MUltiCast GIrOUP MaNAGET ......oeieiiiei e et ss e 7
Chapter 3: Using Microsoft Reference RESOUICES ...........coomcivninmimnsieinnesninesnnssesacssessssansenes 9
The Microsoft Developer NetWOrK .........c.coo i e, 10
Comparing MSDN with MSDN Online...........c..coociiiiiiiiii e 11
MSDN SUDSCHPLONS ....eiiiii it et e e et e e s s er e e 13
MSDN Library SUbSCHPHON ...t e e 13
MSDN Professional SUbscription.........cccoi i 14
MSDN Universal SUDSCHPHON ...t 14
Purchasing an MSDN Subscription ..........c..ccooiciiiiiiiiii e 14

USING MSDIN . ..o e e e et e e e 15
Navigating MSDN ... 16

L0 V][] QN T o - T U P URUUOPPTRO 18

USING MSDN ONIINE ....eoiiieiiii ettt ae e s 20
Navigating MSDN ONlNE ......ccooviiiiiiimiiiiesiie i e e 22
MSDN Online FEatUres ........uvvi ettt 23
MSDN Online Registered USErS ...t 29

The Windows Programming Reference Seri@s ... 30



vi

Volume 5 Routing

Part 2

Chapter 4: Finding the Developer Resources You Need........... o 31
DEVEIOPET SUPPOM ...c.ceinie ittt ettt e e et e 31
ONIINE RESOUICES.......oeoveeeeieieie et et eat ettt et e e e et st et et e e e emne e e ees s eaees aa 33
INterNEt STANAAITS. ....cccveii et e e 34
Learning ProdUCES ........ccocoiieriiiiiiii it et e 35
(010101 0= 10 0 o1 1 TTTT T T TR USSR 37
ONEE RESOUICES ...v.veveeeeeeee s eeeeeeeee e e ee e et et ee et et eeee e e e 37
Chapter 5: Understanding Routing Technologies ... 39
Routing Basics ..........ccooviev v S S P PO OTOPPPOUPPPPRRS 40
Basic ROUIING TOIMINOIOGY -.........ovivereeereeeeecteiee et et 40
RoUtiNG TabIe....coree i 40

HOP COUNT....ieriit ittt et et eb b bbbt e e 41
Default GAIBWAY .......oueeieeieiiiie ettt e ses e te e et 42
CONVEIGEINCE ...c..itititieaesiai et saeas e sessmnas e e e s s aae et s e e ettt st 42
FIOOING ...ttt ettt et bbb et e e 43
ROUTING LOOPS -ttt ettt e e e 43

21 F= Yo o o) L= 1= U RO U PSP PPP RSP 43

Static Routing vs. Dynamic ROUtING ........c.cviiriiiini 43
COoNSIIUCTION Of @ FIAMI@ e ettt et s 44
ROULADIE PrOIOCOIS ..o e et ettt et et s e eee e e e manaar et as e e 46
ROULING ProtOCOIS ......oviiiiiiiiii e 48
(] ST R T = 1 - ST OO OISO PR PP 49
RIP and RIP IHOT AP ...t e 51
RIP FOF IPX oo ettt e e e s e e e e bbb sa e b4 rE R et e e b s 53
L0151 = O PO SUP ST UP PP RY PSPPIV P 54
The Overall VIeW 0f OSPF ... ottt e 56

The Local VIeWw Of OSPF ...t e 58
Communication Between OSPF RoOUters ... 60
Chapter 6: Router AAmIniStration ..o 63
Router ADMINISIration OVEIVIBW ..........ceeirriiier i et s 63
Components of the Router Architecture ... 63
ROULET INIEIAIZALION 1vvvvvvresrireiiirieaieriiie e errereerreara et e s e e e s se s s eb s e 64
Router Management FUNCHONS. ..o 65

The Different Classes of Router Management Functions...................n 65



Contents vil

Ensuring that Changes Occur Immediately and are Persistent............c..cccccoueeeie 65

Using Router Administration and Configuration Functions Remotely.................... 66
Router Interface FUNCHONS .. .........uie et e e ee e s eaen 66
Router Manager (Transport) FUNCHONS............ooooiiii e 67
Router Manager Client (InterfaceTransport) Functions ...............cc.cooiiiin e, 67
Mprinto Functions and Information Headers...........ccccoomviimciiinci e, 67
Managing Router Clients and Interfaces............cccooeiiieeniiinene s 68
Changing Interface-Specific and Global Information for Clients............................ 68
Deleting a Client from an Interface..............cccoooiiiivn 69
Router Administration Reference ..........ccccevvviiccc 69
Router Administration FUNCHONS .........oveiiiiiii et ee e ene e 69
Router Configuration FUNCHONS..........cccoiiiiiii i 109
Router Administration SrUCLUIES .......cciriiriirimniiiiin i, 149
Router Administration Enumerated TYPeS ... 167
Unreachability REASONS .........ccoccioiiiiiiiie e 169
Information Header FUNCHONS -.....cc..cccciiiaimei et seese e 170
Functions That Use Information BIOCKS ... 180
Router INformation STTUCIUIES .......ceviieeir i i 180

IP INfOrmation StrUCHUIES........uvevieeeice i s et e erers s ere e e er s s e 180

IPX Information StrUCTUIES .....ccc.eeverr it e e 180
Router Information Enumeration TYPES .......occveeiiiiiiiiciiieiniiie e e eeine e 183
Chapter 7: Management information Base (MIB)...........coeerremmmmmnmmnnececestssrssinicnsinssiniens 185
MIB OVEBIVIEBW .......ooiireieieiitceieieeeee e s e eseetie e s aes ae e st er e e as e e e eeaaeenees st aeansnateeasssea s seeanbesnsasnanee 185
USING the MIB AP ..ot s e e 186
Obtaining the MIB Il Interfaces Table..........corimmeninii 186
MIB REIEIENCE .t ettt et ee it eee et e e e sebree s sbes s sa b et s e et eebbr e sabb e s baeenrte st nabr e nan e en e 187
MIB FUNCHONS et eeet s ettt ee et e e e et rt e e sate e e o emaeteenras e sbne s e sbanaesnrmeee e s 187
MIB SHrUCIUIES . oot et i e e e eerraeesies sear st eses s s aenreraese e e saabenseanseaassntsasanaesnnensennnn 201
Transport and Protocol CONSIANES ...........ccooiiiiiiminn i e 235
Chapter 8: Packet Filtering ..........ccosernninsnnonansens petn s s R es O 239
Packet Filtering FUNCHIONS .......ccvoiiuiiiiniin et st e 239
Packet Filtering SrUCIUIES .....c.oocevrcurrimrie ittt e 255
Packet Filtering Enumerated TYPES ......cccocivviiiieiriieiee e et 262
Chapter 9: Routing Protocol INterface........... .ot s 265
Routing Protocol Interface OVEIVIBW............cccoeiiiiiciiinee i e 265
AQBPIEIS ......oinctieicie e it 265

INEEIFACES .o eeeeiessessssesseessasesnmassatescese assssaaanaeamrananaasasanesaeesaaasabassossssstnnnsnsanssrasaranas 265



viii

Volume 5 Routing

Static and AutostatiCc ROULES ...........cccoiiciiiiirin e e be e 265
Routing Protocol Interface Reference...........ccccooviiiiiiiiiiececeec e 266
Routing Protocol Interface Functions........... e e e e e aea s 266
Routing Protocol Interface StrUCUIeS ............c..o.veecuvieieieeeeeeeeee e 297
Support FUNCHONS REFErENCE ...........oooueiieee e 304
IPX Service Table Management .............cocooooriiiieeiiiicec et 316
Service Table Management FUNCHONS ...........ccoevceeeiiieieiii e 316
Service Table Management Structures ............c.cccoeiieciiciviicce e 327
Chapter 10: Routing Table Manager Version 1 ...........cveecnmnmsrssssssssssssssssssnessenss 329
Routing Table Manager Version 1 OVerview .............c.cceeveevieieeeecee e 329
Route Tables and Route Table Entries.........cccccooovieieeiieciiie e 329
Changes to the Best Route to a Network ..............ooooiiiiiiiiiieeeect e 330
Routing Table Manager Version 1 Reference ..........cccovvveivei e ceeciiiece e, 330
Routing Table Manager Version 1 FUNCHONS .........cccooiceiiiiiiiicniie e 330
Routing Table Manager Version 1 Structures...........ccocceevvvevvincciiiieecee e e 351
Routing Table Manager Version 1 Protocol Family Identifiers ...................................... 360
Chapter 11: Routing Table Manager Version 2 ...........cccocmicnmmncmresnessnssesssssessssssssessssssens 361
Routing Table Manager Version 2 OVEIVIEW ...........cccccceiieiiicevcieeciieveeesi e e 361
Components of the Routing Table Manager Architecture ............c..cceeivevvnevre e, 361
o TH 1 (= S SRV PRSI 361
L0111 o | S OSSP 361
ROUtEr MANAGET .......ooii i et ettt e e ee e e ee s seaes e e raaae e 362
ROULING PTOtOCO! ...ttt ae s 362
FOTWATITET ...ttt e e ettt es eatae et e abe s e etsebee sesseesmrens 362
Routing Table Manager .. ...t iiees e cervre srere e s nere e e s e srane srensas s nens 363
Routing Table Manager INStance.............c.cocoiiiiiii i e 363
Address Family ... e et s e s e e a e 363
RoUtING TabI@.......oo i e e e e 364

RV = O S OSSR 364
Routing Table ENHES .......cocc ottt seae e 364

How the Routing Table Manager Architecture Fits Together ....................cc........ 366
RTMV2 Programming ISSUES .....c.cuiiiiiercriiireeiesecseececneee e stersssa e e sennreessesnennsanes 368
Registering with the Routing Table Manager..................cc.coeiiinincnee e 368
Enumerating Registered Entities ... 369
USING MEINOTAS ... e e e et an e e e e e e e eese st s s s 369
USING OPpaque POINtEIS ... ... ettt ee et e s e ettt e eeeeeanaenee s 370
Accessing Opagque POINEEIS ........occoiiiiiiii e e 371

Marking Routes for the Hold-Down State ..........ccccco e 371



Contents ix

AAAING ROULES ... e 371
Retrieving Route Information................cooooiiiiii e 372
Updating ROULES.........uiiiii ettt e e e s 373
Updating Routes Using RtmAddRouteToDest............cocevviiiieniniccn e 373
Updating Routes In Place Using RtmUpdateAndUniockRoute....................c.... 373
Receiving Notification of Changes ............ccciii i 374
Registering for Change Notification ..............ccccoveiiiii i 375
Retrieving Changes..........ocociiiiiiin e e 376
Retrieving Change Status and Ignoring Changes...........c.ccccconiiiii i 376
Working with Next HOPS ... oo 376
Enumerating Routing Table Entries ........cc.cccoe v 377
Finding Specific Information in the Routing Table..................ccccoc 377
Retrieving INformation ... et 377
Maintaining Client-SpecifiC LiSIS........coococceiiviiieiie i 379
Managing Hanales ..ot e 379
Using Routing Table Manager VEersion 2 ... i 380
Register with the Routing Table Manager............cocccciviiiinnii i 380
Enumerate the Registered Entities ... 380
Obtain and Call the Exported Methods for a Client.............ccccoooivii 381
Register for Change NOtfication ... 383
Add and Update Routes Using RtmAddRouteToDest ............c.cccoiiiiiiiinn 384
Update a Route In Place Using RtmUpdateAndUnlockRoute ..............ccoceoe 386
Use the Route Hold-Down State ..ot 387
Enumerate All Destinations ...........ccoi oo 389
ENUMErate All ROULES .....iiciii ittt et sba e e r e 391
Search for the Best ROULE .........cuiiiiiiiiii i 392
Search for Routes Using RtmGetMostSpecificDestination and
RtmGetLessSpecificDestination...........ccoveiiiiiiii e 393
Access the Opaque Pointers in a Destination............oc.ccooi 394
Use a Client-Specific ROute List..........ccocoiviiiiiiiii e 396
Use the Event Notification Calback ............ccccvivriiiii e 398
Routing Table Manager Version 2 Reference................c.ooiii e 402
Routing Table Manager Version 2 FUNctions...........cccovciv i 402
Routing Table Manager Version 2 Callbacks..........cccocovmiiiiiiinicnne 477
Routing Table Manager Version 2 Structures............ocooooeeiiiniiiinies i 480
Routing Table Manager Version 2 Macros............ooccii i 492
Routing Table Manager Version 2 Constants ...........c...ocooiiiiinnmininee 500
Routing Table Manager Version 2 Enumerations .............ccoccvneiinninninnninnee 506

Routing Table Manager Version 2 Simple Data Types..........cccco oo 506



X Volume 5 Routing

Chapter 12: Multicast Group Manager ............cccounmrsmmenmmms s s ssssssss ssssssassssssses 509
Multicast Group Manager OVEIVIEW ..o ettt eerr e sreee s e s enneeeeene s 509
Components of the Mutlticast Architecture ...........c.cccco i 510
ROULET ...t ettt st e sttt n e e sv e s e enee s eemar e e e e seen e 510
Muiticast Routing ProtOCOl .. ..o e e e ne e 510
INTEITACE ..o 510
MUICAST SOUICE ..ot et e 511
MUILICAST GIOUP L. ..ottt ettt e e s s aaeene s 511

(S, @), (%,9), @Nd (7, ™) PAIFS .t e 511
Destination ... 511

= e o] o USRS PP PPOPON 511
Multicast Group Manager Clent ... e e 511

How the Multicast Architecture Fits Together ... 512
Using the Multicast Group Manager ............cccoiiiiiiii i 514
MGM Programming ISSUES .........c.cciiiiiieiiie ittt e e s aas s 515
1022111 o=V - O ORI 515
Routing Protocol Callbacks..............ccooeeiiiiiiiicis e 515
IGMP Enable and Disable Callbacks..........ccccccveiiiiiieiiiiiiiiiriiscceeeeceecnies s 517
Multicast Routing Protocol SCeNArio...........c.cciiiviiii i e e 517
Multicast Routing Protocol Starntup TaskS......cccicirreieree i 517
Multicast Routing Protocol Operational Tasks............c.cccoviiiiniieniniscienieees 518
Multicast Routing Protocol Shutdown Tasks ..........ccceeveiiiemiccnniees 520
Administration Program SCeNAriO .............ooviiiiiiiiiiiiiies e 520
ENUMErating GroUDPS . ........ccoviitiiieiii e et 520
Enumerating MFES ... .....oooiiiii e et e st e e e 521
Muiticast Group Manager Reference .........c...cvcvciiiiiiiiniin i s 523
Multicast Group Manager FUNCHONS ..o 523
Multicast Group Manager Callbacks...........cccccoiiiiii s ST 547
Multicast Group Manager SIrUCTUIES ... s 561
Multicast Group Manager Enumerations ...............cccoviri e e 564

Part 3

Index: Networking Services Programming Elements ~ Alphabetical Listing...........couuvvenes 567



Part 1 1

CHAPTER 1

Getting Around in the Networking
Services Library

Networking is pervasive in this digital age in which we live. Information at your fingertips,
distributed computing, name resolution, and indeed the entire Internet—the advent

of which will be ascribed to our generation for centuries to come—imply and require
networking. Everything that has become the buzz of our business and personal lives,
including e-mail, cell phones, and Web surfing, is enabled by the fact that networking
has been brought to the masses (and we’ve barely scraped the beginning of the trend).
You, the network-enabled Windows application developer, need to know how to lasso
this all-important networking services capability and make it a part of your application.
You've come to the right place.

Networking isn’t magic, but it can seem that way to those who aren’t accustomed to

it (or to the programmer who isn’t familiar with the technologies or doesn’t know how to
make networking part of his or her application). That's why the Networking Services
Developer’s Reference Library isn't just a collection of programmatic reference
information; it would be only half-complete if it were. Instead, the Networking Services
Library is a collection of explanatory and reference information that combine to provide
you with the complete set that you need to create today’s network-enabled Windows
application.

The Networking Services Library is the comprehensive reference guide to network-
enabled application development. This library, like all libraries in the Windows
Programming Reference Series (WPRS), is designed to deliver the most complete,
authoritative, and accessible reference information available on a given subject of
Windows network programming—uwithout sacrificing focus. Each book in each library is
dedicated to a logical group of technologies or development concerns; this approach has
been taken specifically to enable you to find the information you need quickly, efficiently,
and intuitively.

In addition to its networking services development information, the Networking Services
Library contains tips designed to make your programming life easier. For example,

a thorough explanation and detailed tour of MSDN Online is included, as is a section
that helps you get the most out of your MSDN subscription. Just in case you don't have
an MSDN subscription, or don’t know why you should, I've included information about
that too, including the differences between the three levels of MSDN subscription, what
each level offers, and why you'd want a subscription when MSDN Oniine is available
over the Internet.
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To ensure that you don’t get lost in all the information provided in the Networking
Services Library, each volume’s appendixes provide an all-encompassing programming
directory to help you easily find the particular programming element you’re looking for.
This directory suite, which covers all the functions, structures, enumerations, and other
programming elements found in network-enabled application development, gets you
quickly to the volume and page you need, saving you hours of time and bucketsful

of frustration.

How the Networking Services Library Is Structured

The Networking Services Library consists of five volumes, each of which focuses on
a particular aspect of network programming. These programming reference volumes
have been divided into the following:

* Volume 1: Winsock and QOS

¢ Volume 2: Network Interfaces and Protocols
¢ Volume 3: RPC and WNet

s Volume 4: Remote Access Services

* Volume 5: Routing

Dividing the Networking Services Library into these categories enables you to quickly
identify the Networking Services volume you need, based on your task, and facilitates
your maintenance of focus for that task. This approach enables you to keep one
reference book open and handy, or tucked under your arm while researching that aspect
of Windows programming on sandy beaches, without risking back problems (from toting
around all 3,000+ pages of the Networking Services Library) and without having to
shuffle among multiple less-focused books.

Within the Networking Services Library—and in fact, in all WPRS Libraries—each
volume has a deliberate structure. This per-volume structure has been created to further
focus the reference material in a developer-friendly manner, to maintain consistency
within each volume and each Library throughout the series, and to enable you to easily
gather the information you need. To that end, each volume in the Networking Services
Library contains the following parts:

¢ Part 1: Introduction and Overview
e Part 2: Guides, Examples, and Programmatic Reference
e Part 3: Intelligently Structured Indexes
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Part 1 provides an introduction to the Networking Services Library and to the WPRS
(what you're reading now), and a handful of chapters designed to help you get the most
out of networking technologies, MSDN, and MSDN Online. MSDN and WPRS Libraries
are your tools in the developer process; knowing how to use them to their fuilest will
enable you to be more efficient and effective (both of which are generally desirable
traits). In certain volumes (where appropriate), I've also provided additional information
that you'll need in your network-enabled development efforts, and inciuded such
information as concluding chapters in Part 1. For example, Volume 3 includes a chapter
that explains terms used throughout the RPC development documentation; by putting

it into Chapter 5 of that volume, you always know where to go when you have a question
about an RPC term. Some of the other volumes in the Networking Services Library
conclude their Part 1 with chapters that include information crucial to their volume’s
contents, but I've been very selective about including such information. Publishing
constraints have limited the amount of information | can provide in each volume

(and in the library as a whole), so I've focused on the priority: getting you the most
useful information possible within the number of pages | have to work with.

Part 2 contains the networking reference material particular to its volume. You'll notice
that each volume contains much mare than simple collections of function and structure
definitions. A comprehensive reference resource should include information about how
to use a particular technology, as well as definitions of programming elements.
Consequently, the information in Part 2 combines complete programming element
definitions with instructional and explanatory material for each programming area.

Part 3 is a collection of intelligently arranged and created indexes. One of the biggest
challenges of the IT professional is finding information in the sea of available resources
and network programming is probably one of the most complex and involved of any
development discipline. In order to help you get a handle on network programming
references (and Microsoft technologies in general), Part 3 puts all such information into
an understandable, manageable directory (in the form of indexes) that enables you

to quickly find the information you need.

How the Networking Services Library Is Designed

The Networking Services Library (and all libraries in the WPRS) is designed to deliver
the most pertinent information in the most accessible way possible. The Networking
Services Library is also designed to integrate seamlessly with MSDN and MSDN Online
by providing a look and feel consistent with their electronic means of disseminating
Microsoft reference information. In other words, the way a given function reference
appears on the pages of this book has been designed specifically to emulate the way
that MSDN and MSDN Online present their function reference pages.

The reason for maintaining such integration is simple: to make it easy for you to use the
tools and get the ongoing information you need to create quality programs. Providing a
“common interface” among reference resources allows your familiarity with the
Networking Services Library reference material to be immediately applied to MSDN or
MSDN Online, and vice-versa. In a word, it means consistency.
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You'll find this philosophy of consistency and simplicity applied throughout WPRS
publications. I've designed the series to go hand-in-hand with MSDN and MSDN Online
resources. Such consistency lets you leverage your familiarity with electronic reference
material, then apply that familiarity to enable you to get away from your computer if you'd
like, take a book with you, and—in the absence of keyboards and e-mail and upright
chairs—get your programming reading and research done. Of course, each of the
Networking Services Library volumes fits nicely right next to your mouse pad as well,
even when opened to a particular reference page.

With any job, the simpler and more consistent your tools are, the more time you can
spend doing work rather than figuring out how to use your tools. The structure and
design of the Netwarking Services Library provide you with a comprehensive,
presharpened toolset to build compelling Windows applications.



CHAPTER 2

What’s In This Volume?

Volume 5 of the Networking Services Developer's Reference Library is a complete
treatment of the routing capabilities built into RRAS.

The routing components of RRAS make it possible for a computer running Windows NT
Server 4.0 or Windows 2000 Server to function as a network router. (RRAS also
provides the next generation of server functionality for the Remote Access Service
(RAS) for Windows. See Volume 4 for more information about the remote access
capabilities of RRAS.)

This volume also has information about how you can use development resources such
as MSDN, MSDN Online, and developer support resources. This helpful information

is found in various chapters in Part 1, and those chapters are common to all WPRS
volumes. By including this information in each library and in each volume, a few goals of
the WPRS are achieved:

¢ | don’t presume you have bought, or expect you to have to buy another WPRS Library
to get access to this information. Maybe your primary focus is network programming,
and your budget doesn't allow for you to purchase the Active Directory Developer’s
Reference Library. Since I've included this information in this library, you don’t have
to...because that useful developer resource information is included in this library,
as well.

¢ You can access this important and useful information regardiess of which volume you
have in your hand. You don’t have to (nor should you have to) fumble with another
physical book to refer to information about how to get the most out of MSDN, or where
to get support for questions you have about a particular Windows development
problem you’re having.

¢ Each volume becomes more useful, more portable, and more complete in and
of itself. This goal of the WPRS makes it easier for you to grab one of its libraries’
volumes and take it with you, rather than feeling like you must bring multiple volumes
with you to have access to the library’s important overview and usability information.

These goals have steered this library’s content and choices of included technologies;
| hope you find its information is useful, portable, a good value, and as accessible as
it can be.

Part 2 of this volume provides the following routing information.
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Volume5 Routing

Router Administration

The router administration APl enables developers to create applications that manage the
router service on a computer running Microsoft Windows 2000 or running Microsoft
Windows NT 4.0 with the RRAS add-on installed. (Note that not all AP! functions are
supported on both of these platforms.) The following topics are covered in this volume,
and provide detailed information about router administration;

e Components of the Router Architecture

¢ Router Initialization

¢ Router Management Functions

¢ Router interface Functions

¢ Router Manager (Transport) Functions

¢ Router Manager Client (InterfaceTransport) Functions
* Mprinfo Functions and Information Headers

¢ Managing Router Clients and Interfaces

Message Information Base (MIB)

The routing capabilities built into RRAS include the Management Information Base (MIB)
AP, which makes it possible to query and set the values of MIB variables exported

by one of the router managers or any of the routing protocols that the router managers
service. By using this API, the router supports the Simple Network Management
Protocol (SNMP).

Packet Filtering

Packet Filtering enables the developer to create and manage input and output filters for
IP packets. Each IP adapter interface can be associated with one or more filters. Filters
can include source and destination addresses, address mask and port, and protocol
identifiers.

Routing Protocol Interface

This chapter that describes the Routing Protocol Interface and explains how

the integration of third-party routing protocols into RRAS is possible. RRAS defines the
interface between the router manager and the Dynamic-Link Library (DLL) for routing
protocols, and exposes that interface through routing protocol interface programming
capabilities.



Chapter2 What's in This Volume? 7

Routing Table Manager (RTM) v1

The Routing Table Manager (RTM) is a central repository of routing information for all
routing protocols that operate under RRAS. The RTM provides routing information to all
interested components, such as routing protocols, management agents, and monitoring
agents. The RTM also determines the best route to each destination network known to
the routing protocols. It determines this route based on routing protocol priorities and on
metrics associated with the routes, then passes the best-route information on to the
forwarders and back to the routing protocols.

Routing Table Manager (RTM) v2

The Routing Table Manager Version 2 (RTMv2) APl is a feature of Windows 2000 that
you can use to write routing protocols that interact with the routing table managers.
RTMv2 is not available for Windows NT 4.0. Additionally, RTMv2 cannot be used for IPX
routing protocols that run on Windows NT 4.0 or Windows 2000. If you are using IPX or
writing routing protocols for Windows NT 4.0, you must use the Routing Table Manager
Version 1 (RTMv1) APL

Multicast Group Manager

The Multicast Group Manager (MGM) API enables developers to use the multicast
routing capabilities of Windows 2000 Server. Developers can write routing protocols that
join and leave multicast groups, as well as administrative applications that track group
membership. Routing protocol developers can use MGM to develop callback functions
to communicate group membership information directly to the routing protocol.



