Part of the five-volume

 Networking Services Developer's Reference Library "cmoﬂ.s
*ff_ PUSKINEE SR 55 IF M M PreSS

PLAR I B R REAR I L A RE
HEA SRR IR

IT Gl RIS 5 N bl 7

The essential reference set for developing with
Microsoft® Windows® networking technologies

David Iseminger
Series Editor

- iseminger ...

[%£] Microsoft A7 &

Windows Sockets
and QOS

Winsock #1QO0S

G A

BASED ON

i e . msdn |ibrary



TP34.7 565216
Wk~

K M RIE S T & MEDM S

 Windows Sockets and QOS

Winsock #= QO0S

Microsoft 238




S AEE AN

# 5 NETWORKING SERVICES DEVELOPER’S REFERENCE LIBRARY (kM & %25 FF R ZED
M A5 —2 . Windows Sockets 2 (Winsock)f! Quality of Service(QOS)& Windows 2000 J 3% 5175 4~ Y
B, MABHFRORERX TR -HENEEREIEE R . Winsock 4t T U i 2 M8 Bl i B 8 5 ik
FEIY 0 HESE BURE B8 Web LUK 55 PSS A SC IO N AR Y, SE TR S BT SE I B A5 Tk 57 T2 KA i QOS
fEFF R A RAEB G B R KBTS LRI ARF (L RRMESREER, XENAERFEETN SRR
).
Copyright (20000 by Microsoft Corporation

Original English language edition Copyright © 2000 (year of first publication by author)

By Microsoft Corporation (author)
All rights published by arrangement with the original publisher, Microsoft Press. a division of
Microsoft Corporation, Redmond, Washington, U.S.A.

EFEHRNEGEENEREICS: BF 01-2000-0287

EHERSRE (C1P) ¥R

Winsock #1 QOS.% 1 #%: HEr/ERMIKAF (Microsoft) F —¥ENA —Ibi: JLH XK
£ RRAE, 2000.4 _ ,«_ - —-...

ISBN 7-301-02040-6

LW..IL 2. 1L 8ERZ, Wmdesg 2000-@?&# FIC V. TP316.7

FERAE P CIP i ¥ (200q) E: 07607 %‘

# #: Winsock #1Q0S s R
FAEFHH: Microsot A7 # ‘”*m-»
¥ % B 5. ISBN 7-301-02040-6/TP - 0169

OB #F: EEK¥FHER

1t fb: JbEmEER R R AERA 100871

4 hk: http://cbs.pku.edu.cn

e i HERES 62752015 RATHE 62765126 62754140 fRIBE 62765127
H F & #: wdzh@mail.263.net.cn

B Rl E ¥eAEHEAMUT

K AT H: ERRFHET

% W & HEBE

787 AKX 1092 K 16 FFA& 57 EAFK 1359 TF
20004E 4 HE 1 f 20004 4 A5 1 WENR
#r: 148.00 7T

it



il

Al

R A EFo TR KA B R RS0 SR, Rgehik . AR I AL A
A RS ETHRLELFEAFM, Vindows 2000 &9 JL-FH— 45 H Ao 04 AR L IR
H RN A R, H T HB A P R KFRAMA) A Vindows 2000 69 M 451, &
WP TIRE 5 ARGAS, (MIMBHEBEL FLYPAE). ABABTHRAAR R
FHE, FRALHAETH. KABRRS /A, REEHFRANG Windows M
BRI ERTE RN, RTFAFLARFLESNY. 5RLEFEEALY. £ Windows F
& LiEATH AR,

AR b — KA E T Windows RS ARMREAK, 44 Vindows 24 R &%
GREE, HOBIT ARG LT, RTFREAERE L, KA GHRTER B TAF
Rk B Microsoft 89t h# Fa, QiR FHALTFREN. E—AHLEHE
— ARt GARE, — AR TRAEEEMME, AAX T A Microsoft HAL
%3], EAABMARERERE, KAHRET Vindows MEHrte. il s ey Rz

A4 24 David Iseminger & Microsoft #93% 3 BIR), 4EH M 4%-Feshh FLits
Yioh. @fEERAMGE T AF LA, & Windows NT 3.5 vAk, 4est—AAMF Windows NT
Fo Windows 2000 #95F5 5 A & TAF. ik, Hetk HALA R, E £ L F LA LA%4A(Deve loper
Documentation Group) —if, #|dA=4E4? MSDN i 3 #9Aedf ¢ ey SR K, OERERE
(Quality of Service). A B HHEK, David W EHERE, QIR R,
Microsoft i i &4 (Active Directory Services for Microsoft Windows 2000 Technical
Reference). David Hedb FA i k%, MEALALBWMNE Puget Sound k. &Ki¥@mT
2 David 89 THEvA B AR $ 6y Stk e, 7P 364 www. iseminger. com,

A HAT S APER:

«¥indows Sockets and Q0S» ( (Winsock #= QOSH )

«Network Protocols and Interface) ( ( Mi&HhiXFedku) )

«RPC and Windows Networking® ( «RPC #= Windows M%) )

«Remote Access Services) ( (iZA2iF FIARFD )

Routing) ( (&) )



Contents

Part1

Acknowledgements iii
Chapter 1: Getting Around in the Networking Services Library 1
How the Networking Services Library Is SIruCtUred. ..o 2
How the Networking Services Library IS DeSIGNed ...........ccocovenrmmes 3
Chapter 2: What's In This Volume? D
VNS OCK oo ore et eeteeveteeeeseseesaereesabesteb e b eE o g e s et b e g s bR RS L PR S h eSS 6
QUALIY Of SEIVICE ...crovrevrciias i s 7
Chapter 3: Using Microsoft Reference Resources - 9
The Microsoft Developer NEIWOTK ...........crwriirirrsissis st s st 10
Comparing MSDN with MSDN OnliNe.........comrrereuimmmsinissims i 11
MSDN SUDSCIPONS ....vvvevererieseeersemssrs oot sessarmss st s s s e 13
MSDN LIbrary SUDSCHPHON ......coucvriusrrsscsrrsnas s st 13
MSDN Professional SUDSCHPHON ........crereriiiniis e 14
MSDN Universal SUDSCHPHON .......ovimirmieuirtirisirmnas st s st e 14
Purchasing an MSDN Subscnptlon14

USING MSDIN ... ooeeecmrisnaas cossiresssesees s Shes 15
NAVIGANNG MSDN .....oovrrrumsirssisssssess s s s 16
QUUICK TIPS . oeoeerreeseeeseessiaersessessse st ses a8 RS 18
USING MSDIN ONNNE w..ooooorrisrerseseersssssssssssss s s s 20
Navigating MSDN ONlINE ........cvummemrmrses i 22
MSDN ONINE FEAIUMES .....overmiersrisemsisrisiessimss eses s s s 23
MSDN Onling Registered USEIS ..........ccummmmmmmnss s 29

The Windows Programming Reference Series ............coemeimineie ereereneeesninees 30
Chapter 4: Finding the Developer Resources You Need 31
DEVEIOPEF SUPPOM. ..o vvessaesssssresesssiss st s 31
ONNNE RESOUICES . .ovvorveeeessesissonsss s 33
INAEINEE STANAATAS . ..v.overervaervreassrmrssrrss s s anssss s s s S 34
LEAMING PIOGUCES . ..eovrvvsiressssreressssssssssss s s s s 35
CONFEIBIGES . veroesevesrmmesseaseessesesiasssss s EE 18T S 37
ONEE RESOUICES .vvverrrereesssessseesseesssabesssesas s bR R s 00 37



vi Volume 1 Winsock and Q0S

Chapter 5: Writing Great IrDA Applications (with Winsock)
What Is an Ad-Hoc Networking-Enabled Application?..............ccc.cueerinmecenenienns
VAL 1S IED A ooreoereeeeeeeeveeueesseeemseesasestssensesaanaaserse s seeeesessadsae s b R aseshbbeaba e e s ess st s e e s e s e e
What Is IrDA-C (Previously Known as IfBUS)7 ...
What Is Unique about IrDAT ..ottt s e
IrDA Core Protocols and SEIVICES .........ccveeeiiiirieciemiee ettt e
Serial IrDA (SIR) Physical Layer (115 KbB/8) ..o s
Fast IrDA (FIR) Physical Layer (4 MbD/S) ...
IFLAP Data LinK LAY ... .cveveriiiiisisansessnsss e st s s s
IFLMP 2N0 TINYTP Lottt s s s s s

Tr 0307 1LY IR PP RS PRPP PSS S ST LA AL
IFCOMM MOTES......teevereeeereraestebeeserserses e b e sbe et eSS

No IrCOMM Virtual Serial Ports on WIndows 2000 ...
Windows 2000 Support for IrCOMM Through WINSOCK.........oevrmniinssns
IrDA and the Windows SocKets APL............ciiiiimr e
Talking to NON-WiNdOWS DEVICES -......c.cuuiuiiiemmrinmmimisismmsss et
APPICALION AGUIESSING .....covuremmisrissisma s b
Data Transfer and ConNNECtioN ClOSE ........cocevrnniiiii s
IrDA and WINSOCK REfEIENCE...co.cvceveiriricreris st s s e
WSASHARUD «.ovooeeessrereseeraseaseaessesaasseassss s sis i shas e a8 S

AF _FAALI evvo e e

CIOSESOCKEE . veveeeessererteaeseeeressraeasr s sanssssss et R SRS
getsockopt(,, IRLMP_ENUMD EVICES,,) and cONNEC() .....coocnvmmeiriimmsmsiecsnssiinnes

IFCCOMM CHENE 1o cereeeiteseeees e reeemssssbsr st s s sa s S 000
Windows 2000 IrDA ATChIECIUTE .....c.ourerisiriiacisis s s s
IFDA HArAWAIE DIIVEIS ..o vvevciesransssesrsssstsssasss s s s s s 0
Windows 2000 Multiple-Adapter SUPPOM ... rmarimimmsmss e



Contents vii

Part 2
Chapter 6: Winsock 2 API Overview 63
Welcome to WINAOWS SOCKBLS 2..........icueeiiviiiiieeiciiiiiieeeeeeeseeseresranesieses e esseses s seeeenean 63
Using the Windows Sockets 2 API Docurnen! ............................................................ 63
Overview of WINAOWS SOCKEES 2.........oooiiieeiiiiiienri st siesrecesreetessbese s esreeseeseesesaneans 63
Windows SOCKetS 2 FEAtUrES.........ccoi ettt et e ee bt ne s 64
Conventions for New FUNCHONS .......cccocciiiiiiiiiiceie e e 65
Microsoft Extensions and the Windows Sockets 2 API.........ccccoiivireeeiieecice e 65
Socket Handles for Windows SOCKEtS 2 ..........ccceecvreiiinerirenire s e sne e 65
New Concepts, Additions, and Changes for Windows Sockets 2...........c.cccevvvvcveiininieeens 66
Windows Sockets 2 ArChItECIUN...... ...t scer et et eee e e enaa e 66
Simultaneous Access to Multiple Transport Protocols............c.coooioiiiiiiii 66
Backward Compatibility for Windows Sockets 1.1 Applications................ccvvevene .67
Making Transport Protocols Available to Windows Sockets...........c..ccceveiniennnne. 69
Layered Protocols and Protocol Chains.........c.ceceiviniinieiisnissensnisnssss e 69
Using Multiple Protocols... .70
Multiple Provider Ftestncllons on Select A
Function Extension Mechanism 72
Debug and Trace Facilities. ... e 1 2
Name Resolution... .73
Overlapped /O and Event Oblects .73
Event Objects.... . .74
Receiving Complellon Indn::allons JRTPPR .75
Asynchronous Notification Using Event Oblects .76

Flow Specification Quality of Serwce
QOS TEMPIALES.......ceeteeereecreireee et e ssr s sas e sttt bt s r e s
DEfAUIE VAIUES ...eeeeeeveeceiiveeeeneeree st ireessrnsasessssssesssasssassbasstesas basnsesenesnsasssarsnssnsnans

Socket Groups...
Shared Sockels
Enhanced Functlonal |ty Durlng Connectlon Setup and Teardown

Extended Byte-Order Conversion ROUtINES ...
Support for Scatter/Gather /O in the APL.........ociee s
Protocol-Independent Multicast and MUIIPOINt ...
Summary of New S0CKet OPHONS .........coveivveririenmenisisi e
Summary of New Socket 10Ct OPCOUES........ccwuiuimriessieciesiesiaestsi s s

Summary of New Functions ..

Windows Sockets Programming ConsMerauons ........................................................

Deviation from Berkeley Sockets ........



viii

Volume1 Winsock and QOS

SOCKEE DAA TYPE ..eeeeeeieieeieeee ettt e s s e e 85
Select and FD_* ... e eeeeeneer e e eneines 86
Error Codes—errno, h_errno and WSAGetLaStEITor........c.covvvivvinivninnnes e, 86
POINEEIS ...ttt eare s deee s e s e s et as e shsee s s e s b b e bar e e b e ne e e ee s ran 87
Renamed FUNCHONS ..o ettt e e e nee e e e e 87
Maximum Number of SOCKets SUPPOMET..........civvecrerieiecee e srsinsessvnsnes 87

T e U Ts 1= = S O OSSR PP 88
Return Values on FUnction FailUre ..o s 88
Service Provided Raw SOCKELS..........cccererriiiire i e s 88
BYEE OFUOIING .- ceerereteneeretreeeeecsbis s s s s s e s b SRS 89
Windows Sockets Compatibility ISSUBS ......ccivrreeeeieiriiiiieic i 89
Default State for a Socket's Overlapped Attribute ... 90
Windows Sockets 1.1 Blocking Routines and EINPROGRESS............coocciiennen. 90
Graceful Shutdown, Linger Options, and Socket ClosUre ... 92
Protocol-Independent Out-of-Band Data ... 93
Summary of Windows Sockets 2 FUNCHONS ..o 96
SOCKEL FUNCHONS ..ceoeoeceeveeeeeteieecteetmsesesriesssasbs e s sbae s eb e b e eb R e s 96
Microsoft Windows-Specific EXtension FUNCHONS ... 97
Registration and Name ReS0IUtION ..o 99
Protocol-Independent Name ReSOIUHON ..o 100
Name ResoIUtioN MOGEL.. ... ccveveeee et m e s s 100
Summary of Name Resolution FUNCHIONS ..o 103
Name Resolution Data StruCIUreS ...........ovveerreeeieiienini e 105
Compatible Name Resolution for TCP/IP in the Windows Sockets 1.1 API.............. 108
Basic Approach for GetXbyY in the AP ..o 109
getprotobyname and getprotobynumber Functions inthe APl ..o 109
getservbyname and getservbyport Functions in the APl ... 109
gethostbyname Function in the AP ... 110
gethostbyaddr FUNCHON i the APL........cooii e 110
gethostname FUNCtion in the APL..........oooon s 111
Multipoint and Multicast SEMANTCS. ...........corrmimeninisii s 111
MUNIPOINT TAXONOMY ... cexrvvveesseearesasos st i sar s sas s s i 111
Windows Sockets 2 Interface Elements for Multipoint and Multicast ....................... 112
Attributes in WSAPROTOCOL_INFO Structure ............ccooimenimmsenimasiniees 113
Flag Bits for WSASOCKEL. ... iiininismnsss st 113
SIO_MULTIPOINT_LOOPBACK Command Code for WSAIOCH. ....ccvveriimeecrenes 114
SIO_MULTICAST_SCOPE Command Code for WSAIOCH ..........couumerrininrunens 114
Semantics for Joining MUItIPOINt LEAVES .......crwevrrrsninsis s 114
USING WSAJOINLEAT ......cuvvrivoeenisesems st s s 115



Contents ix

Semantic Differences Between Multipoint Sockets and Regular Sockets................ 116
How Existing Multipoint Protocols Support These EXtensions........oveeeeeeeooeeovonn 117

IP MUBICASE ..ottt et e ee e s e 117

ATM POINt 10 MUHIPOIN ...ttt e e ee s se e s en e 118
Additional Windows Socket INFOrMatION ...........cocuceiei oo e e e eeeeee e e rere e s eaenes 119
Windows Sockets 2 AP| Header File—WINSOCK2.h ........cccocovivivree i 119
Socket Options Specific to Microsoft Service Providers ............cc.coocoevcceereneveennas .19
Socket Option for Windows NT 4.0 Oniy.........ccocieviiccieiiieee s enee s 119
Socket Option for Windows NT 4.0 and WIindows 95 ...........ccceieieeriieiererieseeens 120
Additional DOCUMENTALION .........cooiiii ettt b sae e sbssres s sbesrenn 121
Chapter 7: Error Codes in the Winsock API... - 123
ETTOT COUBS oottt et ete s e e bt st e eeate e e sseentmseeaseeeeennnents seenbesen 123
Chapter 8: Winsock 2 Functions........ . 133
WiINAOWS SOCKEES 2 FUNCHONS ...veoieiiiiiie e ieeeee e et ete e seeteneseessemeeenemtereensmsnesssnsaseseensn 133
Chapter 9: Winsock 2 Structures and Enumerations 37
Windows Sockets Structures inthe APl ... e es e ssre s e 377
- Windows Sockets Enumeration in the APl ... e 413
Chapter 10: Winsock 2 SPI Overview 415
Welcome to WIndows SOCKELS 2 SPl .....cccuiiiiiiecieccecciise et ssss s sa s rnsens 415
Using the SPIDOCUMENT ........coviiiiiieiieccr et sreie sttt ens e s ean s emeansieas 415
Overview of the Windows Sockets 2 SPl.........ccoviveiiirieeiieiceec s e 415
Windows Sockets 2 SPI FEAtUIeS............ccceeivivieiiee e seeeessins s ssass s e se e neneeenas 416
Microsoft Extensions and the Windows Sockets 2 SPl...........ccevvmmiiienneeeeneenne. 417
Socket Handles for the Windows Sockets 2 SPI ........oovcvvvrvieiiiiciecciciieice, 417
Windows Sockets 2 Architectural OVerVIEW ... ..ot 418
Windows Sockets 2 as a WOSA Component ..o 418
WiINJOWS SOCKEES 2 DLLS.....civeieiieieeeieee e e eettis it e e e ers s s s s ane s 419
Function Interface Model........cooc oo es e s st e e 419
NAMING CONVENHONS ......coviiieeiiiiiiiiiss i e st s s 420
Windows Sockets 2 Service ProVidersS.........cocccuiiieiiiinniinsiiias s s s 420
Transport Service Providers. ..o 420
Namespace Service ProVIGErS......cccovriericiereeeenieee et st 422
Windows Sockets 2 1dentifiers ........cooiviiiviieiiiee s 424
Data Transport PTrOVIAEIS ........ocvviiimmmieciieee e s 424
Transport Division of Responsibilities Between DLL and Service Providers....... 424
Transport Mapping Between APl and SPI Functions.............ccceeciiniinrnnenn 426



Volume 1 Winsock and QOS

Function Extension Mechanism inthe SPl ..o 427
Transport Configuration and Installation...........c.ceecvieiiincic s 428 |
Name Resolution Providers ...t sssessssns s s s eend er. 429
Name Resolution Model for the SPI ..........oov i e 429
Name Resolution Division of Responsibilities Between DLL and Service
[ (oY 1o L= = S SO S PO P PP PP PP 432
Name Resolution Mapping Between APl and SP| Functions ..o 433
Name Resolution Configuration and Installation ... 433
Windows Sockets 2 Transport Provider Requirements ... 434
Service Provider ACHVALION ........cceceiiveeiiimiier ittt es st sa s 434
IEAIZALION ooeveeeeeeeeeeeter st err s eseeee s abee st e s e tess tabs s e e s erasesessansaneaanasnb e sasats 434
[0 1= 1 0 O OO O PO PP PSPPI POS TIPS PRPTIUTIRT P 436
Error Reporting and Parameter Validation............cviiiinn e 436
Byte Ordering ASSUMPLONS ..........ooiiriiiiers ettt bt s st s 436
Socket Creation and Descriptor Management............ccoiiimiiiennreciianinnnn, 437
DESCHPLOr AlIOCALON ... cceieceeeiiiiiiisirisre s b st s 437
Socket Attribute Flags and MOGes .........ccccierrerrrcnnnciniinisn s 438
ClOSING SOCKETS ... cvevuivirrcreisectiirers s b s bbb s 438
BIOCKING OPEIALIONS .....viiieeriresissitiinss s stes et s a2 st s 438
Pseudo vs. True BIOCKING ........coivviiinivmmiire et e s 439
BIOCKING HOOK ... cemicenciscobsisse st s b s b 439
Canceling BIocking OPerations...........cuerimreeerenmienici s s s 440
Event Objects in the Windows Sockets 2 SPl ... 440
Creating EVENt ODJECES .......vuvirier st s s 440
USING EVENE ODJECES w...ovcuieeeierieins e s e 441
Destroying EVEeNnt ODJECES .........coviiiriieii s 441
Notification of NetWOrK EVENES .......ccoreuierrirrmeceeciinierinsrisne s asss s s s 441
LT 1 oLt TR UTTU R T UU SO U SRS PP PSPPSRI TR EIILY 442
WiINGOWS MESSAGES 11vvueeeererensireerisssssssssssssnssess frmess s csna s casiss s ms st st 442
Event Object SIgNaling..........ccovemiiimimeiiiti s s e 442
Socket Groups in the Windows SOCKets 2 SPI ... 442
Socket Group OPErAtiONS ..........oereeueeiiueirieriiinmn s s s 442
Required Socket Grouping BEhaVIOr ..o s 442
Recommended Socket Grouping Behavior ... 442
Quality of Service in the Windows Sockets 2 SPL.........cwimses 443
Socket Connections on Connection-Oriented ProtoCols ... 443
Binding t0 @ LOCAl AdAreSS ......oocuieriiimnmcmisies st 443
Protocol Basics: Listen, Connect, ACCEPL .........ooviiimriiisn s 443
Determining Local and Remote Names..........cocciinimincnis s 444



Contents xi
Enhanced Functionality at Connect TIMe ........ccccecvniiniinsinnne s 444
Connection SHUIOWN ........c..iiiiieicc e e e 445
Socket Connections on Connectionless Protocols............c.ocvvvevvceeeseesecseererins 448
Connecting to a DEfault PEET ..........cceviverie et ne s e sreensanes 448
Reconnecting and DiSCONNECHING. .......cccvreireeieieerrerreer e eerer e srnne e s e ereee e e essaneans 448
Using Sendto While ConNNECted ..ot s s 448
=0 T = 1 OO 448
Blocking INPUYOUIPUL....ccvii e e s 449
Nonblocking INPUYOULPUL.........coiiiiiii s e 449
Overlapped INPU/OULPUL........oov i eee e e e e e s b e sar s 449
Support for Scatter/Gather Input/Output in the SPI ..o 453
Out-of-Band Data in the SPl ........c.oooiiiviiiiiirireiier s ans e rrae s isabessares 453
Shared SOCKEtS INthe SPL .......coviiiiiieiiee et e e ban s ssas s e ena s 455
Multiple Handles to a Single SOCKEt ... 456
Reference COUNLING ......covectiireeree et et s bbb b bbb 456
Precedence GUIAEIINES ........cocovvverieeiienreeeicssrisnis s srersnssrassea e s senssss s ssssstaens 457
Protocol-Independent Multicast and Multipoint in the SPl ... 457
Multipoint Taxonomy and GIOSSANY ...........cccviimeis e 458
Multipoint Attributes in the WSAPROTOCOL_INFOW Structure.............ccoeviins 459
Multipoint Socket ARFIDULES ..o 459
SI0_MULTIPOINT_LOOPBACK IOCH .....ccviiiirriciiriietee st 460
SIO_MULTICAST_SCOPE 10CH ...t saes s s s s 460
SPI Semantics for Joining Multipoint Leaves.............oveeiiminni 460
Using WSPJOINLEAT ......c.oovviiiiiiierc i s 461
Semantic Differences Between Multipoint Sockets and Regular Sockets
R A 10 =d T U OO USSR EUO S P OROT PSPPSR 462
Socket Options and IOCTLS. ... e 463
Summary of Socket 10Ct OPCOUES ..........cooviiiiriimiisi e 465
Summary of SPI FUNCHONS.......ccciiiimii e e 466
Generic Data Transport FUNCHONS .........coirer s i 466
Upcalls Exposed by Windows Sockets 2 DLL ... 468
Installation and Configuration FUNCHONS ... 471
Name Resolution Service Provider Requirements...........cooeiiiin i 471
Summary of Namespace Provider FUNCHONS. ... 471
Namespace Provider Configuration and Installation ... 472
Namespace Provider Initialization and Cleanup ... 472
Service Installation in the Windows Sockets 2 SPl........cccimnnn 472
SOIVICE QUEIY .o eevtecee e ibties s st e S d b s 473
Helper FUNCtions in the SPI ..o s 473



xii Volume 1 Winsock and QOS

Name Resolution Data Structures inthe SPl.........cimnnin 474
Compatible Name Resolution for TCP/IP in the Windows Sockets 1.1 SPI............. 477
Basic Approach for getXbyY inthe SPI ... 478
getprotobyname and getprotobynumber Functions inthe SPl....c.cooiiiiiiinne 478
getservbyname and getservbyport Functionsinthe SPl.........c.nn 478
gethostbyname Function in the SPl........ies 479
gethostbyaddr FUNCHON i the SPL.......ooei s 479
gethostname FUNCtion in the SPL........ooinii e 480
Sample Code for @ ServiCe PrOVIJET ..o 480
Additional Windows Sockets 2 SPI CONCEIMS .....iirieniiiisirs e 495
Service Provider OFAeriNg. ... ..o e s 495

~ Windows Sockets SPI Header File - WS2SPI.N ..o 496
Chapter 11: WinSOCK 2 SPI REIEIBNCE .vcvvvrsemvvesmsrersssmsss s s 497
WiINSOCK 2 SPI RETEIENCE ...cvciaevcve st s e 497
Chapter 12: Winsock 2 Protocol-Specific Annex . 657
USING T8 ANNEX...vvuererraessscrrssessassssss s s 657
Overview of WINdOWS SOCKES 2.......ccuuiurmiemmimrimiosssssssn s s s 657
Microsoft Extensions and Windows SOCKEtS 2 ... 658
Socket Handles for Windows SOCKETS 2 ......c.ovmrmsismmsmssnsrsssssssssssseess 658
TP/ P o oot ee e b et R AR 658
TOP/IP INrOAUCHON c....oveveeveesesmnsaes s b s s s s e 658
TCP/IP Overview 659
TOP/IP DAta SIUCIUIES ....v.eecariaeesssrmssrsesssasssssssss st st s 659
TOP/IP CONIIOIS .. vevievsesessseesssesmssessssses s sss s s T 660
UNIX BOCHES ..o voeveeseeeesessess s e S 660
TCP/IP SOCKEt OPHONS ....cvocorvisrisesserssssissmssasss s o 660
TCOP/IP FUNCHON DELAIIS ... . cocivesssrsesss it 663
IMIUHICAS ... vvoveneeeeveseesrsesesmsasessamansees s s SRR 663
TOP/IP RAW SOCKELS ..ovvrueesriarasressseesssersssssssssess s s s 663

IPVE SUPPOM ..oovoocveeraasrsarsssesissss st seass s s o 664

Text Representation of IPVE ADArESSeS ..........curmrruusrersssss s 665
TOP/P HEAUET File ..uvviveeeicmcsmasns sesesssss s s sy 666
IPXISPX cooooveesseesessesssssesssseesassisssass s 666
IPX/SPX INEFOAUCHION .rvoervoeseviisarssessessscssmmssss s sissan s s s e 666
IPXISPX OVEIVIBW «.cvoevasoresssessressssesssemsesssssssssss s s 22 666
AF_IPX AQArESS FAMIlY .....oovevvrersimsmsssssessssssmss s s s 667

IPX Family of ProtoCol Id@ntifiers ... rwirresssssssssmm s 667
Broadcast 10 LOCAI NEIWOTK .......cocurrwriiummssesmsssisssssnmssas s s s 668



All ROULES BroBACAST........ccvevieiriieeririeeieeerteseentrcneessearssesaresne s sraesssnesssseesimsasassssos 668
Directed BroadCast. ... e s 668
About Media PACKEt SIZB .......eccvveeeeeeree ettt ettt et s et e sree b s eane e 669
How Packet Size Affects ProtoCols........c.cccoeiiiiiincniiiciciciinn e 669
IPX/SPX Data SIUCLUIES ..vveeveieereeeieveeeirieeeittaeessessesessbtsrinssesaresstsarasesensesssmsesessan s 670
IPX/SPX CONIOIS ...ceiivieenirerstresssemeeeseeeeteeseetaesasanse bt e s e sbaeet s en s s era b anranaemesssenabseenses e 674
NSPROTO_IPX Socket Options ......ccoiivieeiimireiii it e 675

(0] =0 1= SUTT TP TR USSR OPPPTS 676
DECNET OVEIVIEW .....c.veeeeetiressereesreeesaresseeesssassssseassessmatsssrnsssessessassessseasrannsssnsassnssins 676
DNPROTO _NSP Protocol FAMIlY ........covieeremmiiie i s 677
AF_DECnet Address Famili®S .......c..cevvccniiiniiniiee s e st s 677
SOCK_SEQPACKET S0CKEt TYPE ..covreiiiiimiimnnrisesssass e csmstsass s s 678
DECNEt Data StrUCHUIES ... .eeeeevieiiieeserraeeiir e areessssissisisassssa s s ass et s sitssssm s srs s s s esa s 678
Manifest Constants (WINSOCK2.h) ........ccceieirmnisnniins e 678
Manifest Constants (WS2dNet.h).........coumeeeriiimiinesiin s 678
Data Structures (WS2dRet.n).........cooierrerrenniiii e 678
DECNHEt FUNCHON DETAIIS ....coiveiiviieirs cereeieeenticinmissseasrasasr st e sasm e s st 680
Connections Using Accept/WSAACCept/WSPACCEPE ... 680
Structure Information for Bind/WSPBING.........cooii s 682
Connections Using Connect/WSAConnect/WSPCONNECE ..........cccvvrmnimreniinnnnns 682
Addressing with GetPeerName/WSPGetPeerName ... 684

Receiving Local Name with getsocknameNVSPGatSockName........,.,..,....,.....,..684

Using Getsockopt/WSPGetSockOpt................................‘...........‘...........,...........685
Using SockethSASockeuWSPSocket...‘...........‘.......................,.....,.....,............686

DECnet Out-of-Band Data .. eeerereerereseereesamsresanesrarereressesissnsn O8O
DECnet-Specific Extended Functlons Identmers ...................................................... 686
AT = 15 1o | COTOT OB PP e T TSP R SR 687
AEE_BOF ettt ces s e 687
ANBE_GEIACT ... oo cvvvseeiitsiea st e s 688
ANEL_QOANAS ......ovuvesreremie st 688

o 11 1= 1 - RO P oo PP EPE  S  R B RL it 688
13T O Lo = N PP e L 689
GEONOTEAAM ... everereemress s b 689
GENOTEDYATAN ...coovvieermiriemsisresse it 689
GONOTEDYNAME........cieviirisreacssrries s sis s 690
GOINOTBNAME ....oovvsseseessserecasss s s 690
DEGNEt HEAAET FilE c.vvevvevcereriererinsmersess st bbb s s s 691
Open Systems Interconnection (0157 TP OO REERE 691
OSH INTOAUCHION vvereevimiaraeeeeesessees s sassssas bbb sssas s b s LR S S 691



xiv

Volume 1 Winsock and QOS

International Organization for Standardization (I0S)..........cccovviiinien 691
OS) Expedited Data ........ccveieiiieniiiisinriine et sie e s 692
1SO QUANFIEA DALA.....ciivveeerrererreerecieescirisee et es e as s s sae s s e s s eee e e rmn e smsbe st s ens 692
1O = 1T =L SOVTTTUTTU O OO PP SPSPPPI P PPPPPIN 692
OS| QUAIILY Of SEIVICE......veeereeiiieciiris s s e 692
OPHON PTOFIIES oottt e s 692
AQArESS FOMTIAL 1ovvveeeeeeivreeteesiescaaasiasessresreeeeessreseasssattnssasaane s easseneeaasrstsarsasnsseess 693

OS] DAtA SHUCIUIES ....eeeiveveieeereeessereree s saeesi s st s s s et e bt E et st 693

OS] CONTOIS. ..o oeveeeeeeeeesesessesreesereeansetesae e sheesme s e g s oassbesb s 4 aae e me s b s s SR et a s b s s s 693
OIS oot eee et eeatsease e sesesens beesaeassesaesme e e SR e e SR eR RS SAe e b bR e s 694
SOCKEE OPHIONS. ...voveercesssrstreines s st bbb 694

OSI Function Spec|ﬁ05695
QUALILY Of SEIVICE ....cevuviererraerseis et s 695

OS] HEAEE FlB «.eeiivveuveeeeese eeserees esessessasasis s esseesb s sh bbbt s 695
ATM-SPECific EXTENSIONS ....covurivreiiire ittt s 695
ATIM INETOGUCTION .ot eeserrensceseeseessesresessbaessesasebane s sr s e b b eba e s s e 695
ATIM OVEIVIEW. .....ververreseesensesassrsissirirssssessssss ses deb s o s s e e E s 696
ATM DALa SITUCIUTES .vv.eevvereemeeintiriersren s sesees s e ar s s st 696
Using the ATM_ADDRESS Structure ............c.ooeeeee i eereraere e ariraetesae e ears s e ars 698
ATM_BLLI Structure and Associated Manifest Constants............ooueimmeeneees 699
ATM_BHLI Structure and Associated Manifest CONStants ...........ccocouvierseens 701
ATIM CONITOIS .. eeverereeeeeeresneseesmssinsesstemesasen s s ae s e s eSS s 701
ATM FUNCHON SPECIfICS .....vecvcvrrurmrmresisissssssrisis s s s e 702
ATM-Specific Quality of Service EXIONSION ..ot 702
AAL PAFAMEIETS .....uecviveeeimeeseeeessiersin s sss e e st a s s st s S S 703
ATM Traffic DESCHPION . ecerierimcberirrmsr st et s b s s 704
Broadband Bearer Capability..........o.cierreemiimmmiiini e 705
Broadband High Layer INfOrmation...........ceeniimmsssass s 706
Broadband Lower Layer INformation ... 706
Called Party NUMDET ..ot i s st 707
Called Party SUDAAAIESS ...c..oueuermrrsrsiisassisris s s s 707
Calling Party NUMDET .........oceuiuermsesimssssiss st s s 707
Calling Party SUDAAAIESS .......c..iwiumrmrumrsssisss s s s 708
Quality Of ServiCe Parameter. ..o s 708
Transit Network SelECtON ... s e 708
CAUSE . erveeeereeseeeseseesessse s seasseasasses eSS SRS S 709
ATIM HEAAEE FII@ . erveeercvteseeeeesemssesbasssie s eiem s bbb S 711



Contents xv

Other Windows Sockets 2 Considerations ............ccccocoviernicniiccnnin s 711
Secure Sockets Layer (SSL) ..o et 711
LY = TSSO O SO P PO U SO SURTROPSPPIO 711

Chapter 13: QOS Overview 713

QOS DocUMENALION SITUCIUIE....c..ecoeeeeeieetiie e reeree ettt e s bes 713
Determining Which Discussion IS for YOU ..o 714
Additional Information 0N QOS.........vvieeie e s e 715

About QUALItY OF SEIVICE ....cciuiiimire i s 715
INtrOTUCHON 10 QOIS . oottt teate s rsre e s e e sebe e s asiabes e s rra s s e e ab b e e e b bas s s b b s n s 715

Quality of Service Defined... . SRR OU U U T U RO RUOTTUUPOUROPRRRRORY & | -
Windows 2000 Quality of Ser\nce Defmed ........................................................... 716
WHAL QHOS SOIVES .ooovvvereeettetesseineeaebessssresssssese s essssr e b e s s b s e shma st 716
How Windows 2000 QOS WOTKS ...eviieeeieiciiiiiiisrnssmsrssrre s s s ssssasasssis 718
WiINdows 98 QOS NOES .vveeeieeeeeieirrrieeeireee s e st s s b 718
QUOS HEAAEE FIlBS ...cvevvieeeieveeeeereesestissssrssas s ses s sss e s s s a2 720
QOS COMPONENES 1..cveeverereerreas rassassass s s re s s ana e be s 2L s b 720
Application-Driven QOS COMPONENTS. .......commisiusimrmi s 721
Network-Driven QOS COMPONGNTS .....c.uimiiiieeiirriiie et 724
Policy-Driven QOS COMPONENES.........coriiuimiissesnissmssssisss s s 726
RESVP AN QOS .. .oieeeeitiveieres et reeeessissass bbb s b 729

Chapter 14: QOS Programming 731

Basic QOS OPEIAtiONS ........cccuerrmiemsirs ettt 73
QOS-Enabling Your APPlICAEON ..o st s 731

Opening a QOS-ENabled SOCKET ..o 732
INVOKING the RSVP SP ......iiiiiiiiiinimnissi s s s s s 732
Providing the RSVP SP with QOS-specific Parameters .......ccccecrmimeronseessnisens 733
Receiving QOS-ENabled Data ... ...t 734
Sending QOS-EN@bIEd Data ........ccouurrmiismmsemmssensssinsssssssssss s 735
CloSiNg the QOS CONNECHON ......uvuumiirmuississsrsssssss e e 736
QOS TEMPIAIES ...o.ervericirririase st 736
Enumerating Available QOS TemMPIAIES ........cccouwmmmmmmmismmnsem e 737
Applying @ QOS TEMPIALE .....ovvvrmrrmssmssrnss o s 737
Installing @ QOS TEMPIALE .......cvuurirmissimisress s 738
Removing a QOS Template ........ U U O VUSROS PP ISP IR 738
BUilt-in QOS TEMPIAIES......eveevrrumuemsiis st s 738
RSVP SP EIrOr COUES ....veecuireerisrassissisiss et s s s s st s 739
ETTOT COUBS cv.vevreeeeereesiusssseeserescassssae b m s SRS LSS0 739

Error Values 740



xvi Volume 1 Winsock and QOS

LYY 1= B/ o 1= L= OO PPN 749
PriMary SerVICE TYPES ..uiiiveieiiueerieieiiee seeires e e e sassenre s e sbs s sar s iab s s abs s nat s ba s aerne 750
BEST EFFORT ..ottt bbb bbb snee 750
CONTROLLED LOAD..... ..t iceeieee ettt st e st st b 750
GUARANTEED ...ttt ettt e et e e n e e nn s 750
QUALITATIVE ..ottt e ettt b e s e b same s an s sanans 751
Secondary Service TYPES ....cocivweieerieieneieie it st s e raae s e b st 751
SERVICETYPE_NOTRAFFIC ....coeviiiiiieeieieta e rssnas st s s sas s s e 751
SERVICETYPE_GENERAL_INFORMATION .......ccoiiiimiiniinniesnec s sanesas 752
SERVICETYPE_NOCHANGE .....cceovteoiee ittt e sn s e 752
SERVICE_NO_TRAFFIC_CONTROL.......ccoinimimimrrienienssineisine st s 752
SERVICE_NO_QOS_SIGNALING ...t srssse e e 753
USING SEIVICE TYPES .....ocvuiiurimmimmrieiemisse st s st s b s 753
Directional Implications of Service TYPES........cccvvriiiiin s 753
Examples of Setting the Service TYPe....... oo s 754
Using the ProviderSpecific BUHfer ... 755
Structure of the ProviderSpecific Buffer..............ccocco 755

Use of the ProviderSpecific Buffer as a Receiver............coo i, 755

Use of the ProviderSpecific Buffer as a Sender ... 755
Understanding Traffic CONrol ..o 756
How the RSVP SP INVOKES TC ......oriireiieiiieri et s s 756
Using SIO_CHK_QOS ..ot s 757
Disabling Traffic CONIOL...........cccirinmii i s 758

QOIS EVEINES oo oeeeeeevveeeeseeeeuteressesrsss e e esseses absassses sk b se e s enassms ek bn s e n e a e n s e b 758
Listening for FD_QOS EVENLS ...........ouiieiimnmeriniisi e 759
Using WSAEventSelect or WSAASYNCSEIECT ..o 759

Using Overlapped WSAIOCt(SIO_GET_QOS) ..oovmiiiiiininniiisnm e 759

QOS Event Codes et eeetrirssensesennsnssssnnemssnssssasessarsnnessns OO
RSVP SP and HSVP761
Basic RSVP Operations... e e eir e sets s e sssssassesnnessensasassanres 1O

Invoking RSVP ... ST TRTUTUUUUUURTUURURUURPTURRRPRRY { o)
Using the RSVP_ HESEHVE INFO Object RO PO T U UPRUSUOUUPRPPRRRTRY £ - 1~
Confirming RSVP Reservations... 762
Disabling RSVP Signaling 763
RSVP ReServation SIYIES ........ooevciiioreniiassse et st 763
Base RSVP Reservation StYIES ...t 763
Default RSVP Filter Style Settings......cocvoeremiiiimsii e 764
Overriding Default RSVP Filter Style SEtiNgS ..o 765
Mapping RSVP SP Parameters to RSVP ........cooooiininm e 766



Contents xvii
RSVP PATH and RESV MESSAQES..........ccivviriiiiiiseniinie s eiini e snsesessennesneessvans 767
Tspec, FlowSpec, and AdSPEC.........cowriiemiiecee e 769
Mapping QOS Call Sequences to RSVP ... 77
Sending ApplCAtIONS. ......ccvviiiiiiic e s 771
Receiving APPHCALIONS .....c.oceiererece it b seens 775
Receiver Reservation SemantiCs ... e 778
Using WSAConnect to Join Unicast RSVP Sessions ... 778
Using WSAJoinLeaf to Join Multicast RSVP SeSSioNns...........cccccniiininniirenien 780
Use of Sendto and WSASendTo by Multicast Senders...........cccceieiiiniiiinicnnns 781
Using WSAIocti(SIO_SET_QOS) During RSVP Sessions ..........coccimniinninn 781
Chapter 15: QOS API Reference.......... 783
QOIS FUNCHONS - veeeeveeitiieiteeresstsesssesseesrmeabesssaeabaeire s st e as e s sas e b sa e b aase s aa bbb e s s g s s a s 783
QUOS SUIUCTUIES . evveeveevesseieeesseeesesassebestaamsassesssassab e nme s s ese e emsesemsassstebas san T bs s amee b s bmn s asee s 7971
QOIS ODJECS .....ceoeeeessieeieisesseseaseesssssarmassesss i ts b bt as s 798
Chapter 16: Traffic Control APl Reference... 807
Traffic CONIOl FUNCHONS ..o..eieeiereeraeeeseseeeeess cersarerrets s s b ba st s bbb e e e b e bbbt 807
Entry Points Exposed by Clients of the Traffic Control Interface ... 829
Traffic CONIOl SITUCIUIES ...veeeveeeieeieeeeseeestsiees ssreessesssiaassabsine s anesas s skt sams s na s s s et 834
Traffic CONITOl OBJBCS . .vevverermrereeseriesesinereiistrmaasasssamesans s ss s s eb bbbt st 855
Chapter 17: Local Policy Module API Reference 859
LPM FUNCHONS ... eveveeveeereriesaesseresesebasesaesssebesrasterenss saebass s st S b e E b an s e e s e e e e S L e be e 859
LPM SHTUGIUIES ... svvvrveeiseesresaseteeasssseestesssberas sssaessesaabase s 14 Ea L L en e e ek a e a s s s s b s s s 875
Part 3
l.llIIU.llla?g

Index: Networking Services Programming Elements - Alphabetical Listing.............



