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Preface

This book provides the fundamentals of computer architecture and security. It covers
a wide range of computer hardware, system software and data concepts from a
security perspective. It is essential for computer and information security professio-
nals to understand both hardware and software security solutions to thrive in the
workplace. It features a careful, in-depth, and innovative introduction to modern
computer systems and patent-pending technologies in computer security.

In the past, computers were designed without security considerations. Later,
firewalls were used to protect them from outside attacks. This textbook inte-
grates security considerations into computer architecture in a way that it is
immune from attacks. When necessary, the author creates simplified examples
from patent-pending technologies that clearly explain architectural and imple-
mentation features.

This book is intended for graduate and undergraduate students, engineers, and
researchers who are interested in secure computer architecture and systems. This
book is essential for anyone who needs to understand, design or implement a secure
computer system.

Studying computer architecture from a security perspective is a new area. There
are many textbooks about computer architecture and many others about computer
security. However, textbooks introducing computer architecture with security as the
main theme are rare. This book introduces not only how to secure computer compo-
nents (Memory, I/O, network interfaces and CPU) but also how to secure the entire
computer system. The book proposes a new model that changes the Neumann archi-
tecture that has been the foundation of modern computers since 1945. The book
includes the most recent patent-pending technology in computer architecture for
security. It also incorporates experiences from the author’s recent award-winning
teaching and research.

This book also introduces the latest technologies, such as virtualization, cloud
computing, Internet computing, ubiquitous computing, biocomputers and other
advanced computer architectures, into the classroom in order to shorten the transi-
tion time from student to employee.



X Preface

This book has a unique style of presentation. It uses diagrams to explain important
concepts. For many key elements, the book illustrates the actual digital circuits so
that interested readers can actually build such circuits for testing purposes. The book
can also be used as experiment material.

The book also comes with a Wiley Companion Website (www.wiley.com/go/
wang/comp_arch) that provides lecture notes, further readings and updates for stu-
dents. It also provides resources for instructors as well. In addition, the website lists
hundreds of security tools that can be used to test computers for security problems.

Students taking courses with this book can master security solutions in all aspects
of designing modern computer systems. It introduces how to secure memory, buses,
I/0 and CPU. Moreover, the book explains how to secure computer architecture so
that modern computers can be built on the new architecture free of data breaches.

The concept of computers as stand-alone machines is fading away. Computers
are now interconnected and in many cases coordinated to accomplish one task.
Most current computer architecture textbooks still focus on the single computer
model without addressing any security issues. Computer Architecture and
Security provides readers with all of the components the traditional textbooks
have, but also the latest development of computer technology. As security is a
concern for most people, this book addresses the security issues in depth in all
aspects of computer systems.
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