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(1) XX REEE R

BEREARRE AN, S FEERERCERIBEHARME , AR S EENT 5
AfGBMS, MEREBHERNIZMA, EELIIR TH & T E & A E A& S8 R
ZIAEE I T AL AP IR AT ATE B PR . 1R R YT TR AR W) TR A BB IR 2 S K AR
FEAMSBFEENIHEZ —. FREARNEBEMES M F R T — DHERF, 045 AR K
B 4 EAL 2 HE BRI R BB EH A FRBERNES . ZEAMUEHE T ARBEZR.
7] B e 22 18] B9 SCABZ -5 % 2, 3 3 STAE SE B AL AR AR AL

(2) XtRHERE S R

FEEBARMRHE THE AR E BRI IES T REB RN AR HHHEYLTARBNA, # B A
MEAET =P X—"FEEE, EREFAAALRREIL T FEE FAFA RN ERITH,
FHTH LT B JL 5 iosk BE 52 Ak s I FH 3 S L0 B 1 AR AT ARSI B SE o v BB b B0 &% A OL L (T
BAE &R AHEB B . DA FRANZ O EBEOR , W3 T Z ML BRI KAy T
% HRFBARK KR B 15 B AR ZERE S BRI P B 55 FoAth 2 A 4 42 3 T 397 2%
FROMTEYE R ES) M ER (WA LER BFHSF) WL NERE,

(3) Xt ANFRATE B

h%&*mﬁﬁﬁ%ﬁﬁTAm1¢ﬁ$ﬁiﬁﬁE%ﬁEuﬁlﬁﬁfﬂﬁgﬁfw
Ao AMTERH P AR, ARBERBREREINGE . —F4 AT LA i 5% i 452 6 5 45 b B
BATUERS L, N EBR P LR M L% B ES W ElY R ERiRAEE M L
BURFIEFE BN — M BMEB TR, FMEEAR ERERRES 2 O, 8 AMKE
HTAERE ABEEFH.

2. EEREARHEBRRT

Xt 5 B BOR AT BB R B — Mﬁﬁ%ﬂﬁﬂﬁﬁ?ﬁ%@ﬁﬁ%%%% BT BR A A
ERMAFEEREL.

(1) [FEZH

—HHRFEERREEK, B—HERAHEFET KRB EHRAZEHOEE. EEK
WMREREBHTAMMAZES, SRELZ WK HH,

(2) FRITH

—HEHRER ERER SR EEFRAESFEEE R, AR5, BB,
MITMBAR S EAES L 4%, ZHEF,

(3) FRIEFE

RO 15 BB B B, AGTX 5 B BER B IR AR J R G 5 B R 2B ROV H 28
K&, —EREG THRARREATFRAGEREA BN L LRAHTINRES, S8 %5
B MG BIKVE 5 BBGE MBS, ™ E i % & E W LSBT .
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1.2.1 FEREERENB

EREEMERABEHT 3N FER B BFERENBR TEINRE 2N BAEEL2RE
BB o

1. BERENK

YREELEERET 20 e 40 FROBFRE. X—M#, AMIEBEXEFREER
W R AeERE, B HLEN . BN RBA LB MR OBR, X — M BB EEE
THRER KR

1949 F , FREXXRM(RFREVBERFREIR) B XH, HEAGER RN AN EBRER
BET2ENER, XRLEXEAREFLZLWRERE CREELLEARNWELEERM, &
RUAE R Ge i 77 8 060 H R IR B B TR BRSO ABGER 9 TH B AT RS R A o i, S B E R
EERFEGEFOREE, MHTELSRR SHEREE AFD BARREENIHFREESFEE
BEE, NI R REAT AT FEEREMFEGE N EMB ., XEFEERR IR EGFEMNE
Bt — M EEHPEM, 55 TA2HEEENRRBIR.

2. HEHREMER

20 fit42 60 EAUAN 70 AL, H B L LM EF HBE LB B T, 1965 F, XEE LR E
TitEHL %2 (COMPUSEC) , FEEZH P BEREME I, AT E R L LR KET KR A
T DIRERSAE. A THREEREH=HILEE TBEEMITHE, X2BERER
HHEARBLUBKH .

HWE BV FEERFE . 1969 £ Ware it 45914 #4217 E L% 4 & H ATl 8] 8,
FERFFE DT I, EEITE T Adept-50 F1 Multics #24E R4 b 19 % 2 W5 TAE,

20 42 70 FARH B L 2B BEBf L. 1972 4, Anderson H 4 /NATZR T EL M
Anderson R . XTMEATURMEITEINLZ L ARNERS HPRE THENEZ LW EE
A R AR BT R (iR L) o 7EX — B R EEN AR R ESE MM, iR E
MR EE B PLENE, X — B4R T 3R U A P S m A Ui, KT E
BT AEALHE 1969 4 B. W. Lampson 32 H 117 [7] 425 4 46 B4 , 70 4 AL, Harrison ,Ruzzo Fl Ullman $2
) HRU #2 %Y 1976 4 David Bell il Len LaPadula $2 !4 ) BLP # %, 1l &% 1977 4E Biba ’EH
BIBA 7Y, o, BLP AU J2 5 e YR0C (1 56 ) 17 1] 425 465 75 ; BIBA A0 760 L 48 1 4 BL 44 T 1] 52 2%
PE B U ) 45 RS HRU RER 45 1 I8 XAk A 7 (o) 92 o 0 I B 6 3R, R 4R 1 T %2 4 4 0 43 38k o
F #4089 SAFTY [a] B (B2 AU #% f o] H1 5 o ) £50) .

FEX—I ), ERBR TIRERE, AWK AE W KEME, %2 Diffie #
Hellman F 1976 4 & R EE CCHE B RIS HEH 1), Z X5 K T BHE¥M— 5% 6y, Diffie £
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Hellman & UCIE B 7 76 & 3% & MBI # 2 18] 0 % 4 0 e 1O R 958 15 B T RB 9, AT T €1 T 22 8
WAL BB 4200, B R FERE T 1977 4F 6l & i B4 in % A5 HE DES (Data Encryption Stand-
ard) , B W INE B RPRHEL B E T 20 .

20 142 80 AEAR AT HE AR 2 — BB L 2R TIE. (71578 HLIFE A4 40D
(TCSEC, L W& ) R ENRAR L LW/ E — N EXbrfE, BA R ARKE L, iR
PL% VAR E T RA . N T 1970 £ X EE PR ZE RS8R, JFT 1985 4 12 Al R
= E B # A A . TCSEC 2#) R ZEHrdE, G R AR ER AN, TCSEC ¥itBILREN L2
%14+ A B(B1.B2.B3) .C(C1.C2) D #5454 RA, 5% A3 D FRKFEIK.

EXZ)E, Bt SR S EREA. HASERES C IR RMEERE O, A
T — RN %414 6 N A FRAE , 40 TNI TDI 4§ TCSEC f# Bt PP A6 hr e ; 3 1 18 i 55
VO 20 42 90 AR KA KI5 B AR L A HEN (ITSEC) ; i€ K 1993 48 & A 19 7] {5 115
HLF= & VEA HE (CTCPEC) ; 3 [ 1993 4E il & i E B R AR L 2B AR HE(FC) ;6 B 7 75, Bl &
K EEEE A KE EEERGESE AR (NIST) REBRER L4/ (NSA), T 20
it 22 90 AEAX P th i 5 B B R %2 eV V38 FA HE U (CC - 1SO 15408 ) , 1] FR i A ME I, 2 0¥ £
fF BEARP SR G L 2R AN ; ] EH T 2001 4£ 3 A EXMA T GB/T 18336:2001( {5
BEARZLEARGEBEARL 2L HEN) (55[F T ISO/IEC 15408—1999) ,

3. GRREAREME

20 22 90 £ LG , FF 618 515 B £ % ( Information Assurance,lA) .

1995 &  EMRERLEAME B HE R IR, XEEP RS T FELEREAE
A7 (IA) B, A H T “1R ¥ (Protection) — Wi il ( Detection ) —0f Jif ( Response ) ” = 3f 45 5 A #
R, B) PDR A%, J5RIE N T 9K & (Restore) , 75}y PDRR £#Y

HRPEEMBEGEE ™, BRALVERIAA AT, FEEAHEAR FHE B ARS
75 BB IR , LLTE AR S i i BOR #5835 0 B M R AL, 5 2 A 56 B9 BS 7799/1S0 17799 4 HE
p &

BS 7799 frfi R R EIR N HEMFEE L LE A, RERFR FEARXHNERL
SEMERIRE, ZEELLEHEARMEGQREMN A4, B BS 7799-1:1999( {5 B & & & M L i
44 00) F1 BS 7799-2:1999(f5 R Z L FHIK R M) . Hh BS 7799-1 #r M B L IE R # K 1SO
E PrArdE, BF ISO 17799 E R L LERKRLEIEE. EEA THEELSE M miLF w6
i, TS RALN MY TER B L L R I .

BS 7799/1S0 17799 FE &5 FEFEE AR EFIE L EH 400 . BS 7799-2 R @45 T 15 &
LZREBMERER EANEYRERLZR2BR FRLXLMA FERTHASER MAEL
Lo PEMARL L BEMRELLEE FREH EREREN T RMEY HEsEEH
%o BST7799-1 LN F ERAHLHMEEHERE THFEALLEHP TR, B E L.
FUNIHRAKE R RGE AR E SRR TS SR, BS 7799-2 PN ULE T #
SESRHEANAES (E B L 2 B R M BR , HUE TR I8 41 U0 T B S M 0 22 A S Bk , AT 1
YE RS = J7 WIE AR .

1998 45 10 A , 3 [H NSA #ilfi T {5 BARFEH RHESE (IATF) 1. 1 R, /5, NSA F 1999 4E 9
H 12000 49 A 4r 584 T 2.0 kA 3.0 f. 43k 4.0 RRSI7E 2001 49 H &, Al B2 3 911
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SRR B, B P 2002 4E 9 H ,NSA A M T 3.1 M. 5B R ARMELR M B AW 5L E R
W T 3 B EE A 3R B RERIARES BT B
T 6 & KA 1999 4E4R 1 T 5 b 52 3 i fR 7 — B % (Warning) — YWl — B 2 — W & — K i
( Counter-Attack ) ” Bl PWDRRC Bi%I, fi {5 B & 2R FEHAKR L TERHBLMEMZ L.
EARS BB BT TS R AW R KRR, R KRR
47 K | ST IR 523K PO R BE A, BRI GE A B L HOR A X = AR T, DA SCRFALAG A9 4F 55 AR
ek Bin, EEARER, RAHASHAIEE.

1.2.2 fEREEMEX

FERELSR—AT EMMRANES. FELEXEFEAGHNEL HEFRERPHEFRE
7, B L AR B R R 22 B AN X A 8 1 T R T 5 A8 RN R T R AR R A S T G ik 4 R
% MHRERKREAAGENRANASSBEHRASMERD. MEERLENEEIENLE
HEREEERFKRENBEA AR K MR EAFES RS, 777 8 & 2 [ 8 A
Ie] ; BT i ) A1 BE R TR, Xof 1 8 %2 4 B B At SR A I

HAl, ZEMEE RN, FRELNARC dLENE S8 ATREMMN HERELeS
ML L&, T R B L5 BRAL V5 (42 % DU AT AR 55, AR T A B ABRFA
HRFERENRERPELENE, RELZLAEHERKEFLDEAR LFEL HHINE. B X
B R ew I KERE B B R AR AL LR

HE Prir fEAL R (1S0) 45 B 15 8 & & € OO0 - O B0HE Ah B 2 40 2 57 0 R B A 50K i 3
% R, AR P BEALEE A B e A DR AR B T 0 R T 8 9 O O ORI i R
WX E R R E2HEXEE FRENENESF KELERARZFHBEEZIIRP  AZBAHIE
R R TR R CE S MR RS TH L EE ST, E R IRF AP

MERNMEZRGEE ANGFERLELIBAEWES XL

—RIBITREN L 2, WK MR R E L, xHE M E R ENHA T B R #M
EHERRY JELERE;EEARMTEC B EHES, R E BOREY, AP 2
BHABENAN, BORE B ATS  WEERNZ L, Wil Emsl KL e AREEE;EHEfTE
2 RIERE RS, MBS R— BRI E K F BURIKE 5 FE 858 % FOARBR ; B 1k R 5 3t
[

“RAGHFERNR S, AERAS OSE5; P 7 B BR #8 H ; B0 77 BOBLRR L 7 SR
TR BRI %

FRREWEARRY, TEQFELUT S MHE:

O SEHHE BA5 7 B 7077 58 A0 15 50 13 72 o AR 35 R 2 B AU BE B8 M 45 1, B A 90F 0048 i —
Btk By 1k MR S AR IR R P B

@ L AR (R BN PO R 45 Rk S BAUE B RS, BMRIE N (5 B R 85707 , BT IF % R
e T {5 B ELE

@ AT A : R A8 (5 S AT BB AL U (] 3 e 5 R 6 0 R, B ARE A 2 P (S BRI U
AR BAIE L4

@ W45 ) A < A X 1R BB % 4 A P 2 LA 5 R D B R B RSB T LA B A £



1.2 ERREREEM 7

BRLEN, B ERHETREEERE;

® AAFE A BN AT IR, BT 2 5 % A0 AT R 75 DA SR 0 40 52 AR B R A R
W REFTARBACLRENGEL BEFEARTACSLERINER.

ERR NS MELI R S Fd 2R v, Bk & 0 R — VIR BR R E B
LRk,

#gAFHARKGEELLEYHEL S MNELE BHEEZE FERENELE 58 ERM B
ZeE5A% BRELLZLNEN RZER ZERX ZARNE GRS

1.2.3 52 AR50 I %2 XU

BEEEEMEREMRELRMESEE &, NSIHREIBRRERE T ROZEL, ALKESS
HHEIMMEHAR T - MERRE, HAT N 2FMiHF—MNEH S, AR EEMEK
B R B3R , AT BUAR 2B S A E MO T R 2%, T H A A el RIE BRI ER A
RKWEZL(BFSMEL EFEL HIALE FRELe PBHEEe X E2F) Wl L7+ H
PLAM%EZ b Bk, FRELNNBEER LRI RARORAEZL. MEHZHEEL
EAY BN ARG AR ERXARGTE R EMEREe, MAXRINRREL £
SREMARE 2,

FRARGHE G SHFRE 2N, RN E 2B -

@ 15 Bt 5% - 15 B B0t 58 2B 58 40 JF B S5 4

@ WA BB SE B TR BRAH N O T B s M AE Sl mle 3K i 52 B 1 2% .

@ AR5 45 1L IR 55, BH 1k 35 B s A B R i & i ) .

@ BB IR - WA TS 25 [R) 748 ) 4% it AL R R

© BRI : A AU BRI F AR B i, AR 1E - a7

© b 55 53 7 <38 5 Xk R GEREAT R W UT , AR GE 40T O R % 3 E S AR 1S S R
FiE GEE S BN ESEHATOIR, NP RIA M ENE B,

@ G fEB THXREMBERTFROGMAZE PNEBREMGUREE . G, X EEL
By P AR B (R 5 B AR T, R ) O {5 B A 7 AR R AR b e A Y R T O AR O LA R

PR A RAFE e 50 1 1 T RAS X RG] B, 35 e 4 o) R 46 ek 3 R A
AANLLRERL M RIS Z L RGIERNHF R, LR FIERARKN
HE o

© BEAH A EYRE A D I8 FBIR I EHLR G5k 57 B P SR i RS .

© B B FUKVE 8 o ORI R R G (SR ) 8 AR A P B SRR A P SR AU
H B FEBON AR P

O #wB:-TABCELRMA L HMEE, thdxt 7 k5%,

@ FE B XA EHLE  E RS, RS TREMEN  EERE M END
BSOS BB, R IA BRI RGN H o A £ AT S A AR SR E 8 I R

@ FEBFT B8R R REA SRR RN A BB LA TR, YRFETH, EEHK
WA T EHAR SREMEERNSE ST BFRENEF LR ENSIERERS.

W WK BT - R Fr i RE B S AT BN A A7 B8 A R P SRS R E B
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B AR B A T 450 R 25 5 b THLG K (5 S8R 45 JF A Ao

B YHEEA R AF T L8t P 3 6 T RAE X RE RV

R AR L A B2 4 B, 3 R o ET LA X A B PRI G 1R BE B L W48 R G ARAE
RE N ARGEMERRGEE

1.2.4 [Z5R 2484 HE

ERARZGNZ LR BEBKRIET(EE RS A B77 75 10 e 55 1 F {5 B 2R 50 i 19 45 Fh % &
190 38

(1) FRZL2ANHE FREREMNRE A

1% B & 4t (Information System ) & By A 13 4L S FoAth Ab B B 2 SR L i), I 105 Bl g L%
BN T EPMEANRE. FEREAGRESHN, EREHA

O ARMERERFMEREREN B SBRE. AENHREINREFEFZSE2MB, EFN
ESBTHAENRGE RS MBS . BT ASEKINFRE ) F Sk BRAE N 1 R R, 76 R4 it
MARSBPESESHEHERNBERMBR, WAL LERE . REBRERNRE &, £ EM
%, 1999 4,424 W &0 vf /N4 18 3% ( Forum of Incident Response and Security Teams, FIRST) )%
FiEH B TORFPELE DRI BEE RS0 I AR BUR 8R K, R G809 & 2% A Wi 3
T 0] o gt MR A %

@ EEBCW M FFEE . H T 4% B AR 2R A0 SE B R JF Y, ELEK ) kD R i e it B
HH AP RSB RE LR AF A FEMBEAEME P RILER, AT L HERYE. F
BRGENEHMEEHES Z PR 8 RGN BE B, BE B REB1THE A E BA R E B
ShAL A BB IR o X S B IR & & R B B, FURE B R BB AT IR EE b 1 & Rl e 55 4, xHE
SR GE A R N KUK, H P A R R e A

(2) [FERELBINA Ak i F R 4 Bl

O AHRER. RERENBFASMBH LG EEEAR BIFREMTREL. WM& EFEE
HREMUEERRELEH TRERAES , BRERRBORM S TH4R , 5 30 4 1 1 19 5 i ok i
EN:P 3

Q@ BRAFFEHRE. FEREHEE - EHWHARNETERH, BRKEMNEERKE MR
MrRZTTEE . MR KK KK KK E ST B R ICE AR T B B R G0 U KA iR

1.2.5 {5REeimim

EHSREENAMMEH b FRLLRALFRENMA, ER - VLLWE P>
B ORMASABEOEERMN, RRERSORAGRE, 221 a8 EE N30 5.

(1) {5 B % 22 I 2% ot X0 1 5 A A7 D R M R % A AR A 4R ik

F— FERLER2 HEEFLL HRLLMRERMOEELMN. EMTE5RBR Y
HAEENERNA, NEREN AR RBHER. ERLLCARAREFEL, MLl
RERANEHLREMGEENNBEBR, ARBREBEANALS, XREY, HREL58%
REBRBATH, T2 T LML RKBEREMBENL L KEFERBEN LS, K
e PRUESS B M4 I &tk TRt RIEE R REM LM TRAERR AL SEEN RS, 0



1.2 EEZ2REREM 9

BN BRI 4 % 4 S B4 BN T REFR AR5 B L O RCR AR . £ PR S B B 1
AN B ARIE TR 8 T HRBELR T, Ak 42 0 20 0 A6 05 B ME LU A 7 3 04T, B9 R 2B RIA IR
iE, R EERSZ IR . B, 721 e, —TERNFELELREENAURREGS
HRBFE AW EEARI S, T HEHERESOATRRMF.

o ERRAR 2 HEEREFOMREM. REALRBRE ARG B ERZ™IRE
B E AT, KB E R0 M2k A RBERMOEL TR AR, H{HHC
ZEATZRER B -LEAFELEFNER, EMNUEHENFEERRSMBLRIENFE B
HEATAS BB S, KA RS BAL R R AR AL ME B AR HA M4 FAE R KR EEE
MER, EMNAMIHERESR MBI ERMELGEFREHRINNFE R =RREFLAR
WEE, ENEsEZ I ENEL, R FHNEFNE R IR MR E A P uFE L H R
Fro B, B E ARG B R4 7E E 5 A X ] 1k BB AFE L FEEEN THRESECEE
BT EREERY. BTRESELNERNBIAZ S 2 Ee FHLLNERKEIEL
G5, HH T MG AT SR A vt B AR AT U, E R IR B D R 4 K [ ALK IS 4 R A0 B A B Y T
H, FEREBARUMESG S O+ Gz G0 R R4, TR UF A BREE N M EERH =
R4y {5 BB RDAERLRNELAXRIIRKMERER B ANNEFT. &£
BER, - BZERELERBRENAVER  EXEFHACHFRBEEN LELERTIAC
MiERLE. XHEMERREENHRECFEEANEMBR EXARGFHAERFEEMES
B G RR, EER B PR R

(2) REREZLERFRMHSBRARME R EMEIINRBAR

EEEMES, XN TIALRAY, REERER, FELXLNERHERAARA N,
EMBTEMRBESENENEATFR CEENMEEHSEFETHERENG. FEXER
BERENBER M AREMS NN ERER  BEEXENALSEROERZRRE. EA
AN AR T 2 E S A AR T T B Bk AR AN BESK T L X [ 5K A ) o ST B R U R A ST B R
HEMARFER BN Z2AE EREROESULALN2E A HRBEFEELEFTK
AHIRZER . 7 H o B R E a7 TN A MEEFED MRBAEFLELLE,E
RHOEFHRBERFLe SMESHMEL P LSTHEL BT SRRES IS S
B ot L2 GBS B A RUR B, TR MRkt 2 A 7 H A 3 B9 1E 3 BT IR 94L& & B 2 I i 3t
A ESLERS AR RILE EHCSE RS EREERAR EESHA A
SEHFFHMTARLHNBERERRESPUEELILR . RN, MREAEFELELL N
FEMHESZHEMKNFEEMNE FE™ L FREMBEMGEELFOHAE KL EELEA
Bo M, NERARMHSETHABEERE, FREEERAMNGIEBRLLSH BT
", AR B AR B O, BAE B AL SRR R R SF M,

(3) G REERMAERANLREF MU R RN EES KM

FEUEBSARTSHIA T HE —ERRES BN NLKRTITRE 45 R — 1 F 25
Rk, —BRZLEERNENMENLZ L. B, FELXL5MEZR2EL M UNEENE
X FENTEFHEH, CEHRRAALERN LS, RIALXHNRL, NEF LR, FEREA
RIFWME , MMNENET2AL, NEEARTFENMER ETBEFRENERFRAS, AR
FEERBSUNATE EE . P ER KT8 B E R R BB vk ok R S 4%



