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A Suggested Instructional Procedure (Duration: 5-10 minutes)
1

2

Pre-viewing Reading

The students are supposed to have read the text and have prepared answers to the attached

questions BEFORE attending the class.

The teacher may spend the first 5-10 minutes of class hour checking students’ comprehension

of the reading text.

Has the Cyber-War Begun?

Austin Bay

A battle rages over the definition of war — war in cyberspace, that is.

A definition matters because the stakes are already enormous in this “new geography of
warfare.”

Everyone agrees The First Great Cyber-War (a decisive struggle over the Internet and
within the Internet) has not been fought — yet. Cyber-skirmishing, however, is frequent and
fierce, a second-by-second form of digital probing and parrying (3%7F) that is cyberspace’s
combat equivalent.

Computers store and share vast quantities of data — economic, military, intelligence,
communications and politically sensitive information are obvious targets for spies, thieves,
vandals, competitors and enemies. Digital systems control key infrastructure, like electrical
grids. Zap (f#------ T #EiZ4T) a central computer with digital viruses, and the grid is damaged
until the viruses are identified and removed. Repairing generators and power lines after an
aerial bomb attack is an analog. The viruses, however, don’t leave high-explosive craters
(3830).

And there’s the rub (J#i1&). Is a cyber-intrusion that disrupts and destroys an “armed
attack,” which under international law would permit armed retaliation? Technology and
techniques have once again outpaced political adaptation, rendered military doctrine obsolete,
and are decades ahead of formal law.

Strategists, lawyers and warriors are struggling with these complex, multidimensional
issues. James Andrew Lewis, in an essay titled “The Cyber War Has Not Begun™ (published
in March by the Center for Strategic and International Studies), believes focusing on cyber-



security (protecting digital systems) “is a good thing.” However, Lewis argues, “We are
not in a ‘cyber war.” War is the use of military force to attack another nation and damage or
destroy its capability and will to resist. Cyber war would involve an effort by another nation
or a politically motivated group to use cyber attacks to attain political ends. No nation has
launched a cyber attack or cyber war against the United States.”

Lewis provides a reasonable definition of an act of war and its goals. Cyber-like
attacks have been used in warfare. Militaries are familiar with “cyber war in support of a
conventional war” (acronym CWSC). In the guise of “electronic warfare,” this type of “cyber
support operation” has been going on since World War II. However, with the Internet now
a major part of the planet’s commercial infrastructure, “electronic warfare” has moved to
another level. CWSC can now attack strategic targets (e.g., international lending and trading
systems), not just the electronic weapons and communications of the combat forces.

Lewis recognizes a non-state actor (“politically motivated group™) can wage cyber-
war. He also asserts no nation (i.e., a nation-state) has launched a cyber-attack on the U.S.,
allowing the possibility of attempts to wage cyber-war by terrorists. Lewis argues that no
nation-state has waged cyber-war or even launched a cyber-attack “to attain political ends™
because the U.S. can trace these attacks to their source.

Guaranteed exposure is a deterrent because the attacker would risk retaliation of some
sort — political, economic, military or, presumably, cyber. I hope he is right, though even the
most informed speculations in this field are haunted by the “unknown unknowns™ that time
and actual warfare inevitably reveal at high cost.

Lewis discusses four types of cyber-threats and warns against conflating (4-) them:
1) economic espionage (theft of proprietary business and economic data, and intellectual
property); 2) political and military espionage (traditional spying carried into cyberspace);
3) cyber crime (e.g., theft of money from bank accounts); and 4) cyber war. In Lewis’ view,
cyber-attacks in cyber-war are “just another weapons system™ for hitting targets.

The categories suggest structural responses. Police, trade and legal institutions, linked
to international agreements, become the mechanisms for addressing economic espionage
and cyber-crime. Defense and diplomatic organizations address cyber-espionage and cyber-
warfare. Lewis advocates creating international “norms” and understandings for what
constitutes an attack, and “an international framework™ to establish “potential consequences
for differing levels of hostile action.”

However, determining levels of hostility as a crisis emerges and escalates is a very stiff
requirement. History is riddled with surprise attacks whose devastating effects took time to
assess. The categories are really not so discrete.

In “real space” crime and terror, and crime and rebellion all too easily mesh (32 4%
£ —#2) . Separating criminal from rebel is often a tough judgment call. In my own view,
skirmishing is warfare. In cyber-space we are witnessing the potshots (£L%) by light
cavalry (%55 J) prior to a larger clash, where opponents, at a calculated pace, probe for
vulnerabilities and seek decisive advantage.

(From The Patriot Post, April 14, 2010)



QUESTIONS

1 What is “the rub” about?
The rub is that people dow't know exactly how to respond to a devastating cyber-intrusion,
since there hasn’t been any formal law dealing with such event. Here, technology and

techniques have outpaced existent policies and wilitary doctrine.

2 Which four types of cyber-threats does Lewis identify?
The four types are economic espionage, political and wmilitary espionage, cyber-crime, and

cyber-war.

3 Why does the author view skirmish as warfare?
He believes that in cyberspace, a small clash often evolves into a larger clash.

Pre-viewing Preparatory Work

A Suggested Instructional Procedure (Duration: 15-20 minutes)

1

W N

The students are supposed to have completed the following tasks before attending the class:

1) studying the new words and phrases;

2) familiarizing themselves with the proper nouns;

3) reading through the background notes.

The teacher may provide answers to whatever questions the students may raise.

The teacher may have the students skim all the comprehension questions before the viewing
begins.

NEW WORDS & PHRASES

lethal /1i:0al/ adj. sufficient to cause death
e.g. These chemicals are lethal to fish.

continuing doing sth.
e.g. The memo was supposed to stop the
profest in its tracks.

be vulnerable to /'valnarabl/ adj. (of a
place, thing, or idea) easy to attack or

hack v (to hack into sth.) to gain unau-
thorized access to a computer network

e.g. He managed to hack into the com-
pany s central database. criticize

e.g. The fort was vulnerable to attack from

the north.

strand v to bring into or leave in a difficult
or helpless position

infrastructure /‘mfrastraktfo/ n. FEfi%iE

crumble /'krambl/ v. to lose power,
become weak, or fail
e.g. The Empire began to crumble during
the 13th century.

stop in one’s tracks to prevent sb, from

the click of a mouse used to show how
quickly sth. can be done on a computer
e.g. Your photos can be viewed with the
click of a mouse.

/kon'sensas/ n. an opinion

that everyone in a group agrees with or

consensus



accepts
e.g. The EU Council of Finance Ministers
Jailed to reach a consensus on the pace of
integration.

intruder /m'trw:de/ n.  sb. who illegally
enters a building or area, usually in order
to steal sth.

track v. to search for a person or animal
by following the marks they leave behind
them on the ground, their smell, etc.
e.g. Police have been tracking the four

criminals all over Central America.

national security paradigm /pzrodam/ .
EHFR L2

vigilant /'vidzilont/ adj. giving careful
attention to what is happening, so that you
will notice any danger or illegal activity
e.g. Please remain vigilant at all times
and report anvthing suspicious.

deterrent /di'teront/ . B, Hlik
e.g. Do you think the death penalty acts as
a deterrent to murderers?

PROPER NOUNS

Winn Schwartau the author of Cybershock

Dr. Daniel Keel an information warfare strategy expert
Daniel Kuehl Ph.D of National Defense University
Colonel James Massaro U.S. Air Force Commander 67th Intelligence Wing

the Air Intelligence Agency (GEE)ZZEERE

ASEM a digital detective program developed by the U.S. Air Force

BACKGROUND NOTES

1 The attack on Pearl Harbor

The attack was an unannounced military strike
conducted by the Japanese navy against the United States
naval base at Pearl Harbor, Hawaii on the morning of
December 7, 1941, causing personnel losses of 2,402 killed
and 1,282 wounded. It was intended as a preventive action
in order to keep the U.S. Pacific Fleet from influencing the
war that the Empire of Japan was planning in Southeast

Asia, against Britain and the Netherlands, as well as the U.S.
in the Philippines. This attack resulted in the United States’ entry into World War I1.

2 Information warfare

Information warfare is the use and management of
information in pursuit of a competitive advantage over an
opponent. It may involve collection of tactical information,
assurance(s) that one’s own information is valid, spreading
of disinformation to demoralize the enemy and the public,
undermining the quality of opposing force information and
denial of information-collection opportunities to opposing

forces.




3 National Defense University (NDU)

The National Defense University is an institution of higher
education funded by the United States Department of Defense,
intended to facilitate high-level training, education, and the
development of national security strategy. Most students are officers
and selected civilians in Washington. Students take classes in advanced
strategic methods and diplomacy. It is located on the grounds of Fort
Lesley McNair in Washington, D.C.

B[l During-viewing Activity

A Suggested Instructional Procedure (Duration: the same as the video duration)

The students are asked to jot down, while watching the video, in the provided space some key
words, lexical phrases, important figures, time, names of important people, places, events, etc.

Jot down whatever you feel important and difficult while viewing the video.

5



