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Password Generation System Using Hardware Fingerprint

Abstract

When login different websites, users would like to use one complex password or use several simple passwords,
in order to remember. Therefore, users have to modify the other similar passwords if one of their passwords has
been leaked, for a typical example, the CSDN website’ s database being leaked in the year-end of 2011. Aiming at
this situation, using the one-way hash feature of SHA-512, our project combines the initial password, special words
and hardware fingerprint to generate a medium password, and then cut, join in and replace some bits of the medi-
um password in order to meets user’ s requirements according to a rule. On the other words, users only need to re-
member simple initial password, and then, different complex passwords can be generated when a little change has
been done. Naturally, strength of the personal password system in the Internet era has been improved.

Key words: hardware fingerprint; password generation; SHA-512; password strength
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o) B R 123456 126. com U & 7 "Q +9sRF1697df4b1 16 iz
3 WK 123456 126. com U#% = yQ49sRF1697df4bl Sk 1 A8 R
4 HE 123456 126. com U #% B2 "Q +9sRF1697df4b1 S 2 48R

%2 PC+ARM mZEBEMMKXER

Wikges LR ViR B FEIE W& YRS A Y woBA
1 AR 123456 163. com SD F1 = 5 - G1i6C570 * ec]Qe 16 fir
2 A R 123456 163. com SD £ 2 B /A16SDuY —4108f8 * 51 RE
3 LA AR 123456 163. com U#% b= 4 -y4T8BA (faYdX&v i 1 AFE
4 Hh A 123456 163. com FHL i (W +11Q985048b6be Sk 1 AR
5 HHAE R 123456 feixin SD k1 B m. 5v9%2F76W142¢81 ik 1 AR
6 HiRE 123456 163. com SD 1 i 5 = G1i6C570 * ec]Qe S 1 AR
5 B4
5.1 fEmEa

1) AAEGH G SHA-S12 FEEM AES-256 k. SHA -512 BIKREZLBINRIE, I—FHE
HE R, H AN T BEHER A, SOARIE T R AL BRI, B, DS
BOARARBIH RO RN, B AES FHRIBEI 2 JLH124F, XARIE T InEEEE a2 2,

2) AMEMEE TRMHEE, KSR IR S —80, BAARETLER SRR,
RT ARG K2,

3) K PG RFAERSYE R J5Uah H i — BB 43, RCREXT L A R 4 8 5% P o sl 28 8 SR Ak A, 7T LA AE BRAR [
4R SR BE A RS, SEBR T — A B AR RT AR HH B SRR RS O T R

4) ATDASEATREENGA, RIEFEAZ et AR T 2860 20 KM E, LB ERA
BRI EY, # LR T ELRERE, & VE-ELRESNELERKR.

5) AP RTEEIZR PR TS, ETHAER, REKNS5 AMERRE,

6) AfEMAPAERA, ATLFE R BN SE T, Wl E RS ARM JF &R %A 4 %
%, fERA BRI TR ARE, w bR T ol e B E AT T . . FTLAS —R
¥ RGBS ARM firb, DIREAAEBA TR T REMZ 2,

5.2 RARTRS R

ARGEFEARATLUT =T :

1) AFmsa~ANEBER, MTOAME, EAARGH L XA E 09wk Fn Ry, @i
BARRHMES, EWARES, Biikt—EEHE2H S AEHHE, AP RTHioE—1 s, gme
LAGRUE £3-1~ 1o if P 4 0 2 8 32 2 T AR R B IX 40 BE

2) AFRERANFIES, [REAAZRE IR ER—KEG, I EX B8 ER & E
Ko TEEHM T RTHCIZHHE, MEAARS, @drrelOammA, M4SN, 257
RAHER, FNETICN. ARERACRBTE, EBR LM BERRY

3) BifT TG, ARG RE AR E ST IR I 5 CSDN FESEATRESE, {RIUEAE B %
AN 22 55 R B By A 7 S G 9 H S o

ARG ARSI DRI T SD Rk U S ZRSE T LA R, s MARE 4.,

BARREIBLHBTRT S, o LSRRG R — MEAFEF I RS, KFHNEEENF
S SAE B IR S, JTEMEA

+ R 5 F

YEmE M E RN NED S TR RS, FIA SHA-S12 Fm 5] s RetE, G HD . FHIED
5



