©

no starch
press

Broadview

www.broadview.com.cn

I'vtlmn%lll"‘

n“ == Iljl-tﬁ*EZiE

Black Hat Python

Python Programming for Hackers and Pentesters

[ 2] Justin Seitz #
VAR ZER SERK

P v e [ SEIIT LA

=y Iwww.p om.cn



Python2h5+

RESEENNREZE
Black Hat Python

Python Programming for Hackers and Pentesters

[ 2] Justin Seitz &
VAR ZER ERK iF

% 3 3 4 & EE AL
Publishing House of Electronics Industry
JE3X-BEIJING



nEE N

AR (Python KIE ¥ ——BE 517 TR Python HIEZE) HIEbIRRE, MAH M
8 TN Z RPN LICH . A+ H Immunity 2 5 # @R 22T R Justin Seitz ¥ 05 . 1
TR EH CERER, FAHRBENRIRNLHELR, FEENDAT Python WHHEEREMEBIE
DA AT, IMFEA B 2% 3 1 2R AR, A Web JE R EI%'S Burp B LE, MHWEADFIH
BRAZTH4E AEF TEA 5 1R 2 Se I # AR % B A BIRTAUR K& L, 10 HTTP 303 o i B A 40 2 T GitHub
i AT B AR Ty . B AR A eh B A G B R . FIA COM A1 B Bh AR STB S g . @i it e
MR ACADIEN SEBUA SR BT S8 i B A AR BB 3B shellcode SEHIA DB BAABURIRF . &
MXTIZLEARE S, EH NGRS Python FERIN AMBMIEEA, EREERIE, BHMEEE
CHRE B B 7E P A Tt 58 B0 R B HoAth — Lo BOR BEEH AR R A = ik

APEEH —EMERMNZERE . HENAWA R B, $55RX EEY S B R 5,
MENEHFIRETI, BB ENRARHAKD, XEPELFATLENSE,

Copyright © 2015 by Justin Seitz. Title of English-language original: Black Hat Python: Python Programming for
Hackers and Pentesters, ISBN 978-1-593-27590-7, published by No Starch Press. Simplified Chinese-language
edition copyright © 2015 by Publishing House of Electronics Industry. All rights reserved.

AR SR E A HARAL B No Starch Press #2F H 7 Tk Hi B4t

EH A SRR .

WAR 5 EFZiES BF: 01-2015-3483

EHEMS%E (CIP) #3E

Python fRIET: BELBEMABEZE / () TR (Seitz,].) 2, FMAM, 2B, JEHKE —ILET. 0
TR, 2015.8

342 & 3C: Black Hat Python: Python Programming for Hackers and Pentesters

ISBN 978-7-121-26683-6

[. @p 1. Q% @QFh @ @i III. OIHEHNE —22EA V. DTP393.08
b E IR A B 1578 CIP B (2015) % 164267 &

FX g KEM
THE R HHIE
B Rl dEmRTEER)
AT SMERENSAE AT
HARKAT: BT Ikt
R X 5% 173 (548 BE%s: 100036
I A 787X 980 1/16 Epgk. 12.75 FH: 220 FF
i R: 20154E 8 A 1 kR
Ep X: 2015 4E 10 A% 3 REIR
TE #r: 55.00 T

ﬂ%%%@%zﬂﬁﬁﬁ@%ﬁﬂﬁﬁﬁ,%ﬁ%%%ﬁﬁ&nﬁﬁﬁﬁﬂ,%sxﬁﬁﬁ%ﬁﬁ,
BRR LB EIE: (010) 88254888,

JREBFE KB Z zits@phei.com.cn, AR IEALESHRIE 5 HEAE 5 dbqq@phei.com.cn.

R4 #k: (010) 88258888,



SO R

RARAVKK LT, AL B IEARNA A TR — A5 %,
NFLRABRE,

Ao KISV 2

www.cancer.ca



XFFE

Justin Seitz /& Immunity' /A & F @& L &7 5, e %A R M EE TR
FHHRMARE . JPRY A TR, #5%EHRES, ULAMER Python ZfE. [FN,
fhiE f %45 5 (Python K1 F—— B2 5i¥fi [a) T2/ Python HifEZ1E) (Gray
Hat Python) FI1E% , %P R E — AR PHHZ W Python BT Z 2 HTHIHEE.

XFRARRE

Dan Frisch 7615 B &4&RAHELTEMTIEZLK. HAEl, MEMER X
BIRES TR ZESITIN, R8T, MEENBIE, HIbEHMX KR
R AT AT R VHE . TR T B EEAF HRGRBERT =B S0,
YR AT LLIAA Dan 32 22 7% B o AV SLAR .

MEHAH) Commodore I A\ B FAbE 25 VIC-20 HLESERARTF 4G, THHEHLE:
ARk B & RA Cliff Janzen HI— AN EE K FE (AFEFFERE EoR UL, CLff Fidk T
AR)o EIT IB4EFIRIA T 4G, Cliff KB T BB HEFTE, T 2008 45
ITEME B8R, fEEMJUER, CUff I6% T O HME A — 4 24 5 ik %
FEANARTE, EREMZERK I HERBBENR, Atk L
AERPGERATEA S GBS £iB.

1. Immunity & —FEEFIHENZERAK AT, BHEF 5% Immunity Canvas &5 Core Imapct 1
Metsaploit 744 i) = KiBE L WIKF G2 —. Immunity Canvas 4= #5#H Pyhton i& 5 JF K .
— ¥ HE



FE & F

ZTEEN, EHAE SR E, Python CARBEBBEAKHRMIT. EA
VRN Python fRIZRHIIETE RS FIHER BT KX ZE, EHT Python A&
TERHIT RAL XS B KR =77 % . A Python 48 5 MRS/ NTIRE T, R
S % HH R N A JT 464 F Python 1B N5 —18 5T HRTE

EBFENRE RS, BATTEEEA IEH B ROMEHAE, HPEmM—A4
HHE AT RERIRATHI R i e XN ERBATE T E B L Fh RGN IF ) H 55
W5, SREMEH T RSERERATIR, mEEREATE P # M R ERAE
MIREST . HFRIRIEN TSR CTF A+, RERBHRNEEBANEE, f#
F Python BEAR 4T Hb B IX LL B3R,

ARG Gray Hat Python ({Python KiE T —— 2% 53 [a TIRITH
Python #A2Z1E)) WIlhiki . EMAFd, EENHET Python E A LIEM
I TRFZ 88 77 T B3R KTh R MAEAFH, fEENHE T Python dn{a 4 F /£ B & AN
BENRR SN, NEARMMEAERIBIEEHIEK, N Web TRRBIHRE
Burp TR LE, NREARDERIRIEFAE. FER—MNERFEFFENRET
EANR, & CETEYLEMIINRE,. &% FEFANTAES, B/
R SEB A AT R 7~ AT A4 b f F Python XRGE . & R4 B 745 & A1 B K
M TR BR T — LA Python RFZHIRE, W08 Socket 27 5 2/ i 5 IR 45 34 «
IR IR EREF R Scapy FEBHTIRER, 1EHEAF F IR L L HIER BA 6
AR RE . Bltn, HTTP #4E+ B A0, 2T GitHub #E1T 64 M|
AR, WA NS HoR, R COM A4+ B 301k H R 57 B
P, I R W LA AR 6 N\ SEELR PR AR T, 35 1 g ML A R R R R RN
shellcode SEIUA I 3E B AR IR A 45 . @i PR A, 0E PMUEE2E B & Hh
Python (N I FIZRFZRIAR, EREIRSEALES, BAMBEE CHEZEBLE, X
515 152 3 7 ) 2 AR 5 100 2 R S 2 R a3 5 8 o AR = 5 TR 8 P A R T = ke



FnT, EEHERES LI HAEEES, 8T TAFEH —BHEMT
ERHTT, R TEABAFREMEL. REVGEEIZRESNERBHM
TEXET R, FRXNEEAMUEEIRES SEMRMIE MR, L3RS
T PR R R !

EM B 450, BRATBEE K L EEEHOHE LA BERAHA/NF,
WAIE, ATAY, Mn¥EIMzEH, RERSHIREB RN TR, FE5
ITENEER, PRI AN B A FRIFIE !

ABRBES TR IMAMEABERNS. F1E, F2E, F5EMF6
B, FREEEIE, F4E, FTEMNFEF; BiFFE o E, 5 10 =M
BN E FIE F2F, F6F, FIEMNE 10 EHFTRATHRE, 53
B, B4ENE 1 BEHIMAEGRITEHEG, HHESE, H7E. F8E,
A REE T B IMAE A TTHLR G E .

HT/KFER, BEdfa il — SR RERERK T, Bk
IR IE.

£33
2015 %5 AT &

FOE K ovii



EFF—

BB PMA MR IERIZAT RN, XAREERRING, BE 7 BREBE
FEIMERMRESEIT. IABRRFEL, FIrETMAR, A5 H Python KA
BRI T FIE = R .

Python & —[1IEHEER ERIET, WAHMNENRILRE . WERK X 5
BERAMESR, WREANED —BRAEEHERE, RAT&¥: “Pythonic!” XA
+ H Python k4T &2 E L2 H B & K+ 15 5 T B, A8 AU : “Pythonic ! 7.

MXAFHEALFEHIEEFERBELR S Python &5, EHEE TR
CHIZKWIIEW > Z R, R HRA X ARSI AAEN.

REABHIRAT, £ikEZ AB G Python BEFIK, ~HERAMATA
1) “RIANTF”, TRELERZ], §EH Python TiEE T HEMFIH T A,

Python HHAJ S & “ANETH, HR¥ Python”. 2K, AETEE, WRR
SMEMRAN—BEAEIEMNER, Python [HBIRERE, XAPBRZ—NEEHFHVIAL.

R, ol FHARE LK



WER_

Baxmil W WEENEASRZH0RERE, WARA—ZEBE. K
HN—%  MEEESTF, HERMNXHERZEEARPOALN #H,

M, mfIEAEFR? A - FRZLL MaFLE.

RICERINIEATENA S NEHEZ TERAERLZEHAREER
BERETKFHR, SREARAXEHENE. FAEREFHBLKE, K FL
THE, BEMEIMEBEET, FREELTUERLELRRLERMER
TAT. it #E, BRE #HT7Zemk.

mAUL “ RERANE, AAMEE 177, REMREZ LR, BEER
NEEEFMH - REREZLE. LHRY BB EAFKECH T AR
HRAHNFIRED, FrUlstERBATLIEE —THEL T AIES . Python
HRXFE—TTRRMIES, REMBHNBRETHE. “ERFHELE L H Python
FFR ). HanIhREsR K H Fuzzing #E4E Sulley. % B AEHE WA HEFLF Scapy #F
72 Python FF R, HETXLAERMMUYREHECH T (%8 RIFH,
BAVEX B AR 418 & Python #FiE 2 Perl fFXFE 1 18] ).

MBENMANRZRKRE, GLEEERNEE MR RERZ. XX
(Python BiEF: BELGBENMRAFEZIE) SMEMNELE B L, T LFRB
YRR BRE, RARIS LI RE T MR | F Python K B & BTS2 1 —
&4, FrRARRRIHERA KK

MEITH, RFXEXBHENAEGICLRE: & EEE, HRELEE
K5 H—/N3E K Python T H.

Ml AP s d B 4028 (lake2)



HEFR=

Python J& M 4% 22 & SUR K RIEFI SR, £ P00 CTF 3837 A 4T 1
gl B, AR AT 2 20 U E A+ th DL RN — w2
BEE. AREEEGHT (Python KiF ¥——BE 5[ TEIMK Python 4ifE
ZIEY ZJ5, BUGERIHE H K E (Python B F: BE 5B BN RREZIE),
DHAEMSZ L2, FFHRFREMASEENXTHLE +HEHLRN
F, B ET X —AZ MK Python BEFMFM. (EAS=MIFEEE T K
HIEEIkEE, BARE RMHE BT ORI, LU REKXES
JR Rk 45 E N RIIEEE AT

ERE X1

FRKF R

I B 65K A BE A8 45 A BAR PR

XCTF KRR K ARABPATIE H



;e gl

BAT—EHINA, —ANERKZENLELTEF B CshFRE LR
HIRIBAIGE ST, ERXANREBB AN —FE HEREIR . X HusZ SR #k
LRI, T X7 #R L AU RE A D S B AGIE B CABVERE /1, EHEHFE S
fEH— N TRSERFELERMR.

Python NI 2 B AT RE S XM T RINES, FEIEIMEL. RKESHR
WEMEREE PSR R AN T B X7 3P A Rt s AR #1288, L
AT DA # 2 AR 7 T . IR ZER, [/ scapy (AFHE T HHAN
44) F PyQt FE4m'E 7 Wifi IR T A WifiMonster, /N CTF L3, FEAFT
H 1) exploit t#FZFE T Python f] pwntools 1 zio FE4E; 7E Keen, FATHIIR
% fuzzer M7 #7288 AR 2 F Python R 5 1.

B NBIREE, BTSSR HENAE R 22 RDHE ¥ Python KHTE
GG I N ASIAE TR RIE, HERZ A PEM/MLANTZES AP
RN T AT H: ABEE NG M FAIRES T A E RS T (Python KiE
F—RE S T2 Python B2 I1E) 5, XNBEMRARE. BUE
MAERE 7 A$, N T Python TEIX L5 H FI M AR EREH. AHi%
HFHHELZEBAEEELR, HHFIZAZEEARBE, RIETARK
=

HERENENABPZHRZ.

T+ (ak.a Flanker, Keen Team &R R )
2015 %7 A TLig



HEFR

FERERS B L e IR ELH Python EARBHEHAMIES T, BREHE
RHE TERIAFK. FAX Python BEH T —& T/, EREMEE LS
UG, EWRMERERSEZE TS RRETHRIEF .

CHRNBEERE KPUHMRE: ‘WA N TARLBRENXAIRBESS
wmEECKHTAMmMDHAMNAFRKH LR, ”HMNE Web BiEH K TIE. 20 CTF
FERRMIM R, A A CEH Python MASKLILE CH HE: HHksE
B E R, WA KB CRIRRRZ S A4, X SQL FEA XSS Wi s i B 3 &,
XE BT, K. B, EHEPREHEZEHTES.

Python FH KEME =4 FETLHARMNTEXRF TAEF B GmE, £0%ksk
BRAT R ZRIThAE (ANREZSRKIA N CLIEIRFT 7 Z /D) BER 4 S 3
1), 2 ANAHRRELKIEZ TR 7 Web BE X P EM AR M TAE, 7E Python
HIFE BY T RE IS B SR F/ KRBT, EERS AN —HF.

EEER B R RERHEGIATH, & LUALARLEAEF A Python £ H
O Web BEKFRERSIAMNERRROFER . HiFdE, —EBE3HF.
RENHFEE, FREIERSBIEABIREERE.

Hacking the planet by Python !

% F A&
T K FHEA RN FASC A, KE LKA SRR, BlackHat 2015 34
2015 F7 A 18



HEFRF7N

RIEE S R E R R —HEMZE, REWL, Python EEELZAE
FKIAR—TEEREHARIES . 2T Python T H, GHEEFEHKEM
MR TR NRETR, EEAFEARKHIMIERE . BEREHF G, i CANVAS
2 Python &5/, A HAMMTHE, $i0 PyEmu # Sulley 5.

RS & —MERNNR T ASBEREMEA 1 Python 155 . FLE,
Chris Valasek FIHRAE BIEXTVAF BEAT KB TSRS, EfEH Python 5 T
—ANE, KRBEMESRZE (CAN) HIEEBENKENSH, LI EEITER
ok ER 5% A

WRIRAE B 24T H B IRAN RSB K)1E, HA Python & —[14FH
ER¥IMIES, B4 Python 1 KE M)W A TAEMBEREMRREH. I
fE, 1R Metasploit HJFF R FEREBWITE, FH HIEIFKIES M Ruby # 3| Python
E, MAWKEEMNAFEHEENZREBR—T .

EIXAF -, Justin A 7 RERRIRI S BA#BUEH K ER B RN
ZUATRGE B . At 7E 5 o S BRI SR an T S BORD AR Rl X 48 B A, an e 7E I
P FHATIRIR, HRLETE Web MAFE IHMEEH T HMEAR. X2 G, i
B AR g 5D E X Windows REBATHH . B S, (Python HiHE
T BEEEZEMNARELE) B—FEFHBHH. UR, XEBAREILK
A~ MEE—FERE R KR, (BZE /D0 LUARTE 5| — K IEFIE R . idE,
AN PN BEHX AR EECH TR, LPHMAFRHTE.

55 - k¥
2858, FHRILM
2014 %9 A



it

Bl

Python 2%, #RAILLAIXMARMEERK. 7€ Immunity A7), KIEHEIE,
Re AN — B ELIE M5 Fl f4R S Python M A\ — 2 TAE AT A RARATH A — 5 .
s KB RO 8] S E MR 0 TAES, X R E{F A Python 7ERLRY A FF & tH T
B, BRITKENETERGREEPITMRIER (MARLEANTERER
. AN, EZERESRE). BIAPREEBIRNEmET N, TR
XA REFFFEE LALRBN T — 2B B ENEAAR . RAEEX R
B 2 N XU ] DA B AR o

EREAPHEES, RS THRIBRA S B —FSEHIRANRHTEN, X
RABH—MrR. BEILEEREHILE, FRE—EHXNE, XFXER
AT DASRAFERAL ANiR . fESLERAE b, FRIEE R F K S IR — ARk B 45
H, AT EEMEEEHEFEE KT . REFEERRNTERIX
AR, HEFAEEFEELU - NMREDTHE. THRE O T REREFREE
W5 8 R 5t

FHARFE AR BFE—FE, ELE X Python EEFEF AR (BENEELEMN
HEARD SFEMIITNABEARAKEE. —HiEETg AR LNE K
B EFFATIRANFE ], A—REEATRSEREE. ROBWE, W
PRBE— WK LK) Python F2/F 7, VRA] AL F@ A S, IREEABK
58] 523 F2 7 2% FI] Python [RIRE HEER 5

FENHE—TF, REES 2 ENANEZHIAFEMEIR, 75 3 SFEAN
AFIEERT, EF 4 ENBUTHEH Scapy FF R ABHIMSL T E. KPBHF
RETEN BT S Web AR, BRI, BRITEES S ESNAAFHAT
B, % 6 ENAWATH Web NAEE T A (Burp Suite). MIX B IFEE, AT
WIERBERRBRITSARS, 7£5 7 ZHiHE GitHub HI&4 56|, 7558 10 &=



Hit18 Windows AUFRIEFHIHTT. TERE—EHITIRMEH Volatility H shiill
W NAF R EGIE RO .

BREAFEPBEAIG R EEAE X, STAREERBZ2N. R
RAE—A5 2] Python HIFTF, FEWARS)F LB TR LUINEIEIZ. H
BB WIRARS AT LLE I Attp://nostarch.com/blackhatpython/S45E T .

IRAE LEFRATTFF 4 e !

xXv

I
il



S

BRI K E——RFEMHIZEF Clare, A 5 1~% F Emily. Carter.Cohen.
Brady 1 Mason, RHAIERS BH—F MRS FROSMES. K
. IR, B Paulette [EIFETES BHARRFLE SRR, HEMRAT.

# Immunity KIFFE RN CAnRE 2B E, RIBEBEXBEHHIRNITE
AHZF): BRI RN EAI RS, TR —8 T R T/EKEE. 2 No
Starch tH iR#E [ Tyler. Bill. Serena FI Leigh, B RATI% A< BT i i1 2 &) T4,
PRI R I TR AR 2 32 H R BT

R AT ARG Dan Frisch 1 Cliff Janzen. A 157 7 5 8 T —A4T
K, WE TR, REBARE T BHRIBHIER, FERRHRBEN
WP NRE T T RKAIXF. EARSEELERENABNZ SIS 1E,
AT RAE BRI BRIk

© R IR OB, REFIIR FIBEEATT, BRI RAES Bt
FEHXHRATT R R M



g2

%3

T PN BRI oo smvsss e resssmmmsumos sxmsusasonsass s sns ety oS vemsas i s BRI 1
Z22E KAl LINUX I oottt s et s e eneeaenn s s nanenennane 1
WANEIDE cizeasesss snsimssmn v s s s s S0Rims e 3 4 AV IS 605 3 Bt ST o3 Shnasvmsigsassun s nsanans 3
T T 9
PADON, P EEIRTE 101 ..o cerecmsmmmesassnsrermensmsmmssnmmmeassaminemsos s i i 10
i Ty ——— 10
DR 8 i srcnmns vttt domsnsscssanins anmrass srmass s Sonmmnsan e E5o4 e s vab S s oA e atss 11
TP R B oo e et e e e et e e e et e e e e e e e et e e e e e e e e e eae e e eeennaenn 12
HAR DYEECAL <.t e e et e e st e s e ees e e eaeeeseeaeenaeenneeaeeeneeeneenneeeneeaean 13

AR O O O S e RS 21
G~ TERIITER, .. sl e e O AR PR ISS 23

N TR 0 et e e e et a e e e et eanrenrenaean 28
JBIT Paramiko fHHH SSH ..o oo omeecensssessasiansonsoaonsamssssstosssnsenssssssssnsnantossinsessssssassnsnes 29

N TR 0 et e et et e e e e e e e e e aeaar e e e eaeeansenareanen 34
S L BT . e s s senmnemsmea s oss e SR s SR S S e S T T e N e e P e 34

L e =y g e 38
s =R o = e b1 b SR SRR 40
FER UDP FEHLRIH T B oot eee e 41
Windows A1 Linux L HIELIRIR oo e 41

I i i s mmreeseer e T R s 43

BB TP 2 e ettt 43



