PEARSON

C“E!’én%ﬂi l@ﬂﬁ*ﬁﬁﬂiﬁ ﬁﬁﬁﬁﬁﬂ

CE &=
(=)

Expert C Programming
Deep C Secrets

( 32 ) Peter van der Linden 3%

% N BEHBHL H e AL

POSTS & TELECOM PRESS




o

CERG=
( E3ZhR )
Expert C Programmmg

Deep C Secrets =

A K HE B AR H
1t 5

X
A
g



Fr

B, BET —FK AN, HEEIKEHBRZRE C A CHHEER, OERIMNEE. RE
I DFAEE M IEEREREHE MR AT IERZ%E . IO Z R B Bl 72
L, TR AR Y HUREBREEE 28T . WEORIREEA KR E W 5E, BIFS Kit. (HgmFEAk
AR AT !

RN ZE TR M. FRWENL. EABRERAIVES), ORI G2 ) 45 HE o N I i RE 5
KT ABHE —AFEEROERE, HEREEFERFMASGELZ . WRAS
ARG AR, HEERERHRE, EE5ARBERRKIME F, XHEEHTT.

&, T TRERANFHE, WAREEER: XT CETREN T AU EAEARZE, BaX
KA NH A2 LbWe ?

(CEXGiTE) MIZRBAEFRANE A% CETHH. XEFRIINARNS HEFL.
PR AR TRAE AL _ BB, BMERRE, eNEE BEEN LA STF LR
FME BT B A SIBFTEARE S . 1E#& UL Sun AR 4miFSFAERERG /NN R FINES
FECHESHEEERY, RETRENMRNZE. BhURTHZHEEN C S WEFMEkHE,
WEINER R RFRM LR BB RN KERMPAEREE, LE— CiES MEREEAE
N AT&T KIEHITE M ERERE S . AP HEE — 52 CHHiE S NERERE, HBREXH M
BATHI C B F AR AES .

KRB YFR LN T PC Al UNIX &4t [ ANSI b5 CHES . X CiEEFH 5 UNIX ¥4
IR G5 COn B N A7 55D AHSRIRRIEAE T VR4 HIR o XFT PC (¥ P AE AL A Intel 8086
RIX CBF AR MBIEH S HET 2NN, CiES AL LHANBIRRS KBS
7o TIRZ R R AT e F{E L FELEA RUMSHET . iR, efm T HE4 CHF
7 R

@ typedef struct bar{ int bar; }bar ¥ E [F & B Z4A?

@ REFE XN E AL SR FE— b

@ if A extern char *p;[a] B —AN U4 char p[100];4S RE % PLHC ?



® fHaERgiiiR (buserror) ? fHAZBE# (segmentation violation)?

@ char *foo[]f1 char(*foo)[]H il A [F] ?

AR AR IX L ) AR IR E IR, RARME C 155 TR L WMABEAIN, IATEHLEN
B! BME R X @ A T iR, X CiEE MM T R HREETE, IBAIEREAS,
P LARAR . R RB[AGEE, REFBEIRR “RENPRKES.”

Peter Van Der Linden T-0 M4



=t
ik

CARAY, C KRALIEST, BEASTHYIEAST... 55

Barbara Ling
T &) C B FAME —HF, WE—ANFH, RE2ELRT.

Peter Weinberger

REBERBINE EAA KRR C ESwmEDHE, efNBaRfF —Eliastt, w: C
Traps and Pitfalls (X591 3R (C FEBFSHBEY 2 ARBEH H AL R ) , The C Puzzle Book,
Obfuscated C and Other Mysteries, TiHAMMIGRFEE S HFBREAXEH. XEF - MRARS B
/!

CiIBEHwMER—IHZ, WEZFENGAREBBNERMBER . — AL AR
BAE¥ e CIEFPEMEARA. (HEMKL CIESHNAMZ L, HEd KERS SFAREF
B CHEE TR, WFRENEE. 7T 3, XRATEER A 57E e BEF LA LK
PERNZERE T EZHKZEN. KBR—A&KXT ANSI C HfEESHRHEEA. EEHT
C2mEd CRFRAN, BLAIREAREIRE — L& W A BTN .

WMEETFEZFERLERDEL T HOWEART AN, BmREatm Ik, RiEk
B REEROETy. AT EMEAELR MR SRR L, 502 ERMIEAMIRAH, 5
SEAE e FAB N AR I I T AR i B0k, BESE I TR] i HERE, B TR T X AR, 7 4h—Fh
A CgmfEmFHRBREERA, MNHERNIRESY#HE. JLTPEA CIEFSHEH TGN
THXFERBEREIR:

if (i = 3)
IERR IR A2 -
4T == 3

—HAEEXFNET, XMREEREIR (FERTHERR A TRERS) —BASEL.
HURFFRERFR T M8, EHEATESHE, W if3 = i). X, WRADLIR



e

AU

mf

ATRERS, wmiFdmatsth “attempted assighnment to literal Gkl [ % R ED 7 AR
B BARYGIREEBRNERR, ZFHETEATIEM. B2, ROKE, mRIR—EHELIXE
INEETG, IRRSNRE BT B .

{t{& 2000 77 = TH) Bug

1993 4E#K, 7£ SunSoft (IEERG T R/IMAE, TR T —A “—4%h5%k” i Bug #t
&, B—ARTRYP VO FER B, R4 Bug AMER, B4 {E 2000 J7 & T BEH
FEEE R G, EOAR O TR XANERTIRE. BTLL, BAITE EEFHRIXA Bug. £l
PCEFK AR, ) A B s AE R THX 4 E A b

X==2,'

KRMTFHER, EREER—FREEN. BFRIFRBE “=" #1L, ALBET
—Fo RHEEART R x 52 #HATHE, BRI true S false, RJFEIFXMLERLR .

C BEMRIERANBEAERR, MFRTT “R-AREAXNE, EAEMZE” XH
MBAEABREESZ, FEAKEMES, HER PR EILEREF . RINAKERN
Z A B B R B A ] B 418 MRS, 3 S N2k XA — N8 BT 4 R T BE A H e &
MARMTIR LR E. FERANKERREFCLEBRMBIZRRAE, BEAMURE S BUZK
BHRHKTA,

AEBETHMEFZELRNEFE. EEXTHZERFENEFAPNER, BR1EEF
AL, BRI —AF LERANMTT, AEINAFZAERREE, ABHEE D40
M5, WEMIRIRR XM . AP —LEZGEBMINAEY . A /R 51E TR,
FIRHR T 2R FENLTT 5. ABIKBIRARA T ANSIC IARE, ALENEREMH
W HERER

HWIZ AR

HEfItE

£MEET “BAEIK” ZIANEZE, BIHUESGH X BN,
AEF 27 i — 23R BT 4% B 4942 5 69 3L,



=t
o

A, BAVLRET “DRBR” IME, LRUMMEAH X EIHY,
“CPhRBR” ZENMGREFZIFIAEF I A AL, 2R T4. RTUESREY LA
e, HAR, REEFECEA T FHHRFRN, LLETUARELEN.,

ARE

BMIFT KA B —A 2958 RRIBRRAKR BB FRARZRMEL T CHRAEH T IERF
B BRSER AT At ):

char pear[40];

double peach;

int mango = 13;

long melon = 2001;

IXFERRA 2 X r Wb e 7, WAL RARFF RTIREEMER RS . AEARFSY, HRA
RESESERAAE TR AR (oA AT ? ENEEEN EAK. 2L, REMT&ZY.
—BARIB T XMAE, RRERIEREH. FEF -4, ANRMNSETENEN,
PAZRGER A o

AR —FE, (CEHREE) WA TIFZOMAR, AR FmRA%E. 5—
TEAR ST B LA SR T ALK /N . TR RMKBIRINE L, EREE#MIT -2 —
FOBRE T AR Al R, RS A S . S BARGAGE T C 15 S bR b K — 23T
SR, BT T DB AR RAY ), FTURIET—FHHMU—A “BIA—T” K
H&R. EMERET I HEBN CEFHE, S0 —BBMAskmE, ihi#Es gt
B—T.

B AT EAH NE CIE SRR ERER, B CIESRANIBAENSES, WLl
MEE F 5 RS I R IR SR, ERMMY 5] ANSIC. B2, EEMERIELR. 5
MR AR A — 1T, ibfRigi8 k. FrLL, EEEBAE, FTHE, FHRREME
HUIRET, JFARHRR 2 ik !

BR—T—HRUXHRS

8/R, £ C #1 UNIX tf, HLHTHRES NBEAHLYERN . RBERE S, Tafmdy
B AEERA A iE . IBM/Motorola/Apple PowerPC 4244 B —Ff ELE.LO a4, % “Enforce
In-Order Execution of I/O” (7£ I/O HSEATHZIMFFHAT I T4 ) . SiXFh BARAHZEAL, 7E UNIX
WH—ZME tunefs 14, RRRAEHAHEBRXHRENZIESE, HMIARER X

A e H—N 42 Y McDonald ()2 & ¥ .



il

B

R4 R
FIEAMA Berkeley fr4—FF, 7ERWIN tunefs ZEZ&FM b, WRU—HREN “Bugs™ll

DKL R . WA

Bugs:

I ARG/ ZESFE (mounted) A& o) X £ % Lis4T, 12F 5 L3k 4ot
B A A B3k (superblock) H RARFAZELFRE Y, FIRAEEF AR YEEFERREITY
(dismounted) X ZAFH A H K, WwRBFTFRIIHES%, REALAEFH L.

R —AN L A %R, 2R isthiib—F &,

FHEE, EXFABEBRE MR —RRLTERERE, EH5EMANSZH EHXE
! AEWT:

Jo R BAX 5, RHFEME, —/N UNIX Za9120o Rt 81k, A3 RT Ak,

24 SUN FilHAth—2e /5 #: 3] SVr4 UNIX ‘P&, BRITMEBABIXLEI T . 76 SVr4
MFEMPEET “Bugs” X—F7, MERLAN “HEE” (EAXRFREK? ). “Nb—%E”
XEMDERART . EFHXMESUAIE— €A% UNIX EHBEYHA%E, BIEES!

WIZHAR

i EHBH
% F time t, FAIEELE AL, ETHEE FHR?
B4, RBELEE.

1. & —T time_t 9% 3, "€4x-F X/ /user/include/time.h ¥F.
2. BERA, £—/NEAE A time t 89K &+ AKX time_t H9R KA, REIeEHEiEL ctime() R,

35 %, ASCIL F 45 $ 4T k. 12 F ctime()H 4k F) C &2 HEAET AR, © R AT “GEikafiE”,
e RARFIRITEERTRFNER, ML VHFUE, AFRESERFLSE UNIX 46 £
B, EEEALE, RBEEE,

1. A time()IRAF L AT a4 1] .
2. A difftime()3K4F L ATEF E) A= time_t ATAER TOOR A B A A6 248 (A HE) .

3. B ANER XA FE. A, B. B. e, S4B K, FITEP Sk,
CRARZ—BAMYFGLEK? '

D OMMASEAETERIAMR, UNIX RGNV S IARRER BB, —PF#E



.
il

RRF =

EH B
B4 W4 RAERF M PC #2 UNIX A% LA AT 27, mECHKERMT time t 95BN, £
Sun 9 & 4 F, time_t £ long #9 typedef % X.. HEAMPTEZ X F —AMAEFET:

#include <stdio.h>
#include <time.h>

int main() {

time t biggest= Ox7FFFFFFF;

printf (“biggest = %s \n”, ctime (&biggest)):;

return 0;

}
R —Ar g R

biggest = Mon Jan 18 19:14:07 2038

BR, IRRZEAGLER, clime()RBILSIAER A LMt ], CIREF% A UTC (#s4k
JobntiE] ) FAR—2, BATHRAENHR., KHES54EREmF4ZRE, K 8 AN A, WA
A 44 S54SR R KB T4 64 S AR £ ik, v

FxE, EMNEZERA gmtime()HHRIFR K6 UTC o AL, A RHH L= —ATTTFP
HFHE, FIATRERA asctime()BH R RKI—ANZAFGFHE. REEFEFILE, 15iTide4
Fde T

#include<stdio.h>

#include<time.h>

int main() {
time t biggest = OX7FFFFFFF;
printf (“biggest = %s \n”, asctime (gmtime (&biggest))) ;
return O;

}
CHE T T e R



i

=

A XA E T 8ANE.

FELYRAEBETIREKGAD, A DE HIZ AR RSEHER 10 6 fmRZ2F 14 B, X

¥, TELTERSNRELE, RERAZEFNE—ANBugixE4.
BPAEAGAXAE 1) 2 04 9] ML TGS AL B P I FAACLIRM IS B, 4o RA AT B Rt AT 422

biggest = Tue Jan 19 03:14:07 2038

122, EMNFARXIER. PRERAGAFTEHLAHE, F#HE2X S E 340, iTREE
5}

DR, —RFHFRTERBE, AAHLEA RN, £FGRELT BRI,

12038 R AR BAN . e 1 AR RAGRELAN, BAH B LA Thik, 28, &F



Contents

1. C Through the Mists of Time 1
The Prehistory of C 1
Early Experiences with C 4

The Standard 1/0 Library and C Preprocessor 6
K&RC 9

The Present Day: ANSIC 11

It's Nice, but Is It Standard? 14

Translation Limits 16

The Structure of the ANSI C Standard 17

Reading the ANSI C Standard for Fun, Pleasure, and Profit 22

How Quiet is a “Quiet Change”? 25

Some Light Relief—The Implementation-Defined Effects of Pragmas ... 29

2. It’s Not a Bug, It's a Language Feature 31
Why Language Features Matter—The Way the Fortran Bug Really Happened! 31
Sins of Commission 33
Switches Let You Down with Fall Through 33
Available Hardware Is a Crayon? 39
Too Much Default Visibility 41
Sins of Mission 42
Overloading the Camel’s Back 42
“Some of the Operators Have the Wrong Precedence” 44
The Early Bug gets() the Internet Worm 48



Sins of Omission 50
Mail Won't Go to Users with an “f” in Their Usernames 50
Space—The Final Frontier 53
A Digression into C++ Comments 55
The Compiler Date Is Corrupted 55
Lint Should Never Have Been Separated Out 59

Some Light Relief-—Some Features Really Are Bugs! 60
References 62

. Unscrambling Declarations in C 63
Syntax Only a Compiler Could Love 64
How a Declaration Is Formed 66

A Word About structs 68

A Word About unions 71

A Word About enums 73
The Precedence Rule 74
Unscrambling C Declarations by Diagram 75
typedef Can Be Your Friend 78

Difference Between typedef int x[10] and
#define x int[10] 80

What typedef struct foo { ... foo } foo; Means 81
The Piece of Code that Understandeth All Parsing 83

Further Reading 86
Some Light Relief—Software to Bite the Wax Tadpole... 86

. The Shocking Truth: C Arrays and Pointers Are NOT the Same! 95
Arrays Are NOT Pointers! 95
Why Doesn’t My Code Work? 96
What'’s a Declaration? What’s a Definition? 97
How Arrays and Pointers Are Accessed 98
What Happens When You “Define as Array/Declare as Pointer” 101
Match Your Declarations to the Definition 102
Other Differences Between Arrays and Pointers 103
Some Light Relief—Fun with Palindromes! 105

. Thinking of Linking 109
Libraries, Linking, and Loading 110

Where the Linker Is in the Phases of Compilation 110
The Benefits of Dynamic Linking 113



Five Special Secrets of Linking with Libraries 118
Watch Out for Interpositioning 123
Generating Linker Report Files 128
Some Light Relief—Look Who's Talking: Challenging the Turing Test 129
Eliza 130
Eliza Meets the VP 130
Doctor, Meet Doctor 131
The Prize in Boston 133
Conclusions 133
Postscript 135
Further Reading 135

Poetry in Motion: Runtime Data Structures 137
a.out and a.out Folklore 138
Segments 139
What the OS Does with Your a.out 142
What the C Runtime Does with Your a.out 145
The Stack Segment 145

What Happens When a Function Gets Called:
The Procedure Activation Record *146

The auto and static keywords 151
A Stack Frame Might Not Be on the Stack 152
Threads of Control 152
setjmp and longjmp 153
The Stack Segment Under UNIX 155
The Stack Segment Under MS-DOS 156
Helpful C Tools 156
Some Light Relief—Programming Puzzles at Princeton 161
For Advanced Students Only 163

Thanks for the Memory 165
The Intel 80x86 Family 165

The Intel 808x6 Memory Model and How It Got That Way 170
Virtual Memory 174
Cache Memory 177
The Data Segment and Heap 181
Memory Leaks 183 '
How to Check for a Memory Leak 184



8.

Bus Error, Take the Train 187
Bus Error 188
Segmentation Fault 189
Some Light Relief—The Thing King and the Paging Game 195

Why Programmers Can't Tell Halloween from Christmas Day 201
The Potrzebie System of Weights and Measures 201
Making a Glyph from Bit Patterns 203
Types Changed While You Wait 205
Prototype Painfulness 207
Where Prototypes Break Down 209
Getting a Char Without a Carriage Return 212
Implementing a Finite State Machine in C 217
Software Is Harder than Hardware! 219
How and Why to Cast 223
Some Light Relief—The International Obfuscated C Code Competition 225

More about Arrays 239

When an Array Is a Pointer 239
Why the Confusion? 240
Rule 1: An “Array Name in an Expression” Is a Pointer 243
Rule 2: C Treats Array Subscripts as Pointer Offsets 244
Rule 3: An “Array Name as a Function Parameter” Is a Pointer 246
Why C Treats Array Parameters as Pointers 246
How an Array Parameter Is Referenced 247
Indexing a Slice 250
Arrays and Pointers Interchangeability Summary 251
C Has Multidimensional Arrays... 251
...But Every Other Language Calls Them “Arrays of Arrays” 251
How Multidimensional Arrays Break into Components 254
How Arrays Are Laid Out in Memory 256
How to Initialize Arrays 257
Some Light Relief—Hardware/Software Trade-Offs 260

10.More About Pointers 263

The Layout of Multidimensional Arrays 263

An Array of Pointers Is an “Illiffe Vector” 265
Using Pointers for Ragged Arrays 269

Passing a One-Dimensional Array to a Function 273



11.

Using Pointers to Pass a Multidimensional Array to a Function 273
Attempt 2 275

Attempt 3 276

Attempt 4 277
Using Pointers to Return an Array from a Function 277
Using Pointers to Create and Use Dynamic Arrays 280
Some Light Relief—The Limitations of Program Proofs 287

Further Reading 291

You Know C, So C++ is Easy! 293
Allez-OOP! 293

Abstraction—Extracting Out the Essential Characteristics of a Thing 296
Encapsulation—Grouping Together Related Types, Data, and Functions 298

Showing Some Class—Giving User-Defined Types the Same Privileges as
Predefined Types 299

Availability 301
Declarations 301
How to Call a Method 304
Constructors and Destructors 305
Inheritance—Reusing Operations that Are Already Defined 307
Multiple Inheritance—Deriving from Two or More Base Classes 311
Overloading—Having One Name for the Same Action on Different Types 312
How C++ Does Operator Overloading 313
Input/Output in C++ 314
Polymorphism—Runtime Binding 315
Explanation 317
How C++ Does Polymorphism 318
Fancy Pants Polymorphism 319
Other Corners of C++ 320
If I Was Going There, I Wouldn’t Start from Here 322
It May Be Crufty, but It’s the Only Game in Town 325
Some Light Relief—The Dead Computers Society 328
Some Final Light Relief—Your Certificate of Merit! 330
Further Reading 331

Appendix:Secrets of Programmer Job Interviews 333

Silicon Valley Programmer Interviews 333
How Can You Detect a Cycle in a Linked List? 334
What Are the Different C Increment Statements For? 335



How Is a Library Call Different from a System Call? 338

How Is a File Descriptor Different from a File Pointer? 340

Write Some Code to Determine if a Variable Is Signed or Not 341

What Is the Time Complexity of Printing the Values in a Binary Tree? 342
Give Me a String at Random from This File 343

Some Light Relief—How to Measure a Building with a Barometer 344
Further Reading 346

Index 349



C Through the Mists of Time 1

C is quirky, flawed, and an enormous success.

—Dennis Ritchie
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K&R C...the present day: ANSI C...it'’s nice, but is it standard®?...
the structure of the ANSI C standard...reading the ANSI C standard for
fun, pleasure, and profit...how quiet is a "quiet change”?...some light
relief—the implementation-defined effects of pragmas

The Prehistory of C

The story of C begins, paradoxically, with a failure. In 1969 the great Multics project—a
joint venture between General Electric, MIT, and Bell Laboratories to build an operating
system—was clearly in trouble. It was not only failing to deliver the promised fast and
convenient on-line system, it was failing to deliver anything usable at all. Though the
development team eventually got Multics creaking into action, they had fallen into the
same tarpit that caught IBM with OS/360. They were trying to create an operating system
that was much too big and to do it on hardware that was much too small. Multics is a

treasure house of solved engineering problems, but it also paved the way for C to show
that small is beautiful.

As the disenchanted Bell Labs staff withdrew from the Multics project, they looked
around for other tasks. One researcher, Ken Thompson, was keen to work on another
operating system, and made several proposals (all declined) to Bell management. While
waiting on official approval, Thompson and co-worker Dennis Ritchie amused them-
selves porting Thompson’s “Space Travel” software to a little-used PDP-7. Space Travel
simulated the major bodies of the solar system, and displayed them on a graphics screen
along with a space craft that could be piloted and landed on the various planets. At the
same time, Thompson worked intensively on providing the PDP-7 with the rudiments of
a new operating system, much simpler and lighter-weight than Multics. Everything was
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