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PURPOSE

The second edition of this book appeared five years ago, and much in the fields of
data communications and computer networks has changed since then.

» Web-based software has become commonplace.
« The need for secure connections to Web sites is widespread.
« Security concerns and tools for dealing with security threats have increased.

» New encryption standards have been created, and old ones have been
compromised.

» Quality-of-service issues have spawned the need for new protocols to run
alongside existing ones.

+ New connection technologies such as DSL, USB, and FireWire have become
common.

+ Ethernet networks have evolved to gigabit rates.

« Audio compression schemes such as MP3 and gaming have changed forever
how people use the Internet.

« Wireless technologies have become a viable alternative for many.

« Protocols that were once common or thought to have promise for the future are
rarely used.

We don’t live in the same world that existed when the previous edition was pub-
lished, and this new edition reflects these changes.

Although much of this book’s content has changed, its purpose is still funda-
mentally the same. It is designed for junior-level students in a computer science
program who have a minimum of two semesters of software design and a knowl-
edge of precalculus and discrete mathematics. It covers standard topics found in a
typical introductory course in data communications and computer networks, such
as transmission media, analog and digital signals, data transmissions, compression
and encryption methods, network topologies, network security, LAN protocols,
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Internet-based protocols and applications, circuit-switching technologies, and Web
applications. The goals of this book are to help the reader understand the following:

*

The differences, advantages, and disadvantages of various transmission media

Analog and digital signals, modulation and demodulation techniques, and how
modulation devices such as modems, cable modems, and DSL modems work

The effect of noise on transmissions and how protocols detect when informa-
tion has been damaged

How protocols respond to cases where noise causes information to be damaged
or even lost

Standards such as AES, ATM, DES, EIA-232, HDLC, IEEE 802.3, IEEE
802.5, IEEE 802.11, IPv6, JPEG, MP3, MPEG, OSI, SONET, TCP/IP, X.25,
standards organizations, and why standards are needed

Data compression techniques, types of data that can be compressed, and a
comparison of the different methods used

Worms, viruses, and other threats to networked computers

The need for security and the effectiveness of various encryption methods
Differences between public and private key encryption systems

How to establish secure connections to remote sites

The need for flow control and various ways of implementing it

Local area network protocols and contention strategies for shared transmission
media

Wireless standards

Methods of connecting local area networks

Routing strategies '

The need for protocols to support real-ume video applications and respond to
quality-of-service issues

How to design and set up a variety of working client/server applications

How increased Web use and the proliferation of multimedia applications have
affected existing protocols and what is being done to deal with it

CONTENT AND ORGANIZATION

Major changes have been made to the third edition. Some were based on comments
I received from readers, and the rest on the evolution of technology. Many involve
clarification of figures or an improved description of protocols. The rest involve ex-
pansion of topics that have become commonplace, inclusion of new developments,
and the removal of old topics that no longer play a significant role in this field.

Perhaps the most obvious change is the restructuring of the book into thirteen

chapters as follows:

Chapter 1 Introduction to Communications Standards and Protocols
Chapter 2 Transmission Media and Codes
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Chapter 3  Analog and Digital Signals
Chapter4  Making Connections
Chapter 5 Data Compression
~ Chapter 6  Data Integrity
Chapter 7  Data Security
Chapter 8  Flow Control
Chapter 9  Local Area Networks
Chapter 10 Connecting Networks
Chapter 11 Internet Protocols and Applications
Chapter 12 Internet Programming
Chapter 13  Circuit Technologies
This restructuring should provide the instructor better guidance in focusing on spe-
cific topics necessary to meet the needs of his or her course. Some of these chapters
correspond to chapter subsets from the previous edition; some were formed by com-
bining sections of different chapters from the previous edition, and of course many
chapters contain a lot of new material. The most significant changes include new or
expanded coverage of the following: ,
» Media, including conductive metals; optics, wireless, and satellite communications
» DSL technologies
» Universal Serial Bus (USB) and FireWire (IEEE 1394 standard) Protocols
» Synchronous Optical Network (SONET)
+ Arithmetic, facsimile, and MP3 compression techniques
+ Advanced Encryption Standard (AES) and the Rijndael Algorithm
« Pretty Good Privacy security program
« Secure Sockets Layer, Transport Layer Security, and X.509 Certificates
+ Firewalls
« Security threats
« Ethernet, Fast Ethernet, and Gigabit Ethernet standards, and an overview
of the 10-gigabit Ethernet standard
« 802.11 Wireless LAN standard
» Switched Ethernet
+ Virtual LANs

« Layer 3 and 4 protocols, including classless interdgmain routing, routing and
routers, multicasting, quality-of-service issues, Real-Time Transfer Protocol,
and [PSec '

+ Internet applications ,

« Project-based CGI programming, including working examples of a Web-based
ordering system using Linux and Perl Scripts

« Frame Relay Protocol
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Although it would be difficult (almost impossible) to cover all these subjects in a
one-semester course, the range of topics allows instructors fiexibility in choosing
the topics best suited for their students.

This text offers a mix of theory and application. The theory provides a solid
foundation for further study, and the application brings students closer to the reali-
ties of communications systems and networks. It also gives them valuable experi-
ence. All students shouid benefit from the applications, while the more theoretical
material will challenge the more ambitious students. In addition, Chapter 12 pre-
sents actual models of working client and server programs on which the student can
build.

Each chapter serves as a base on which to build the next. For example, when
studying multiplexing, contention, or compression, students should have an under-
standing of how signals propagate through different media. When studying local
area networks, they should understand problems of contention on multiple-access
lines, noisy channels, and flow control. When studying wide area network proto-
cols, they should understand local area network protocols and why these are not
suitable for larger networks. Chapters are summarized as follows,

Chapter 1 provides an introduction to the field, touching on current issues and

. applications in the field of communications and networks. It describes the need for

standards, lists relevant standards organizations, and then summarizes a long-standing
protocol model, the Open System Interconnect. It finishes with projections of what
we might see in the future.

Chapter 2 presents different types of transmission media (cable, wired, wire-
less, satellite, optical fiber), their advantages and disadvantages, and various codes
used to assign meaning to data. Chapter 3 develops analog and digital signal types,
modulation techniques needed to convert between them, and the effect that noise
has on bit rates. It also discusses modems, cable modems, and DSL technologies.

Chapter 4 focuses on making connections, namely transmission modes,
communications carriers (telephone system, SONET, and T1), interface standards
(EIA-232, USB, and FireWire), and how multiple devices access common media
(multiplexing methods and various contention protocols).

Chapter 5 covers data compression techniques suited to compressing different
types of data and how they exploit different types of redundancy in the data. Chap-
ter 6 deals with the integrity of transmitted data and includes emror detection and
correction techniques such as parity, CRC, and Hamming codes.

Chapter 7 discusses data security, including encryption techniques (both public
and private key), encryption standards, key-exchange algorithms, authentication
methods, X.509 certificates and secure connections, firewalls, and various threats
(viruses, worms, hackers, and denial of service attacks).

Chapter 8 introduces flow control algorithms that outline how devices handle
an exchange of information and account for lost or damaged data. It also outlines
some techniques used for the formal verification of protocol correctness. Chapter 9
then presents LAN protocols, including several flavors of Ethernet (original, Fast
Ethernet, and Glgablt Ethernet), Token Ring, and the TEEE 802.11 Wireless LAN
standard.
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Chapter 10 is about the ways various networks can be connected. It covers
layer 2 connections (bridges and switches), address learning, spanning tree algo-
rithm, switched Ethernet, and VL ANSs. It also deals with layer 3 connections and
discusses various routing algorithms (Dijkstra, Bellman-Ford, RIP, BGP, and
more). It also describes problems caused by network congestion and deadlock.

Chapter 11 is the Internet chapter. Both versions 4 and 6 of the Internet Proto-
col are covered, as well as quality-of-service issues, multicasting, and other proto-
cols designed to provide some real-time service requirements to the Internet. It also
covers TCP (connection management, flow control, and congestion management)
and concludes with an outline of several common Internet applications (Telnet,
SSH, FTP, and SMTP).

Chapter 12 is for those who wish to build student projects into the course. It
provides working examples of client/server applications. Examples include socket
programming, CGI programming using C and Perl, and sample code that illustrates
how file transfers, search engines, and online ordering systems work.

Chapter 13 deals with circuit-based technologies such as ISDN, X.25, Frame
Relay, and ATM. ’

The questions at the end of each chapter are divided into two groups. The first
group, Review Questions, contains questions for which answers can be obtained di-
rectly from the corresponding chapter. These questions encourage the reader to go
back through the text and pick out what the author or instructor believes is impor-
tant. I believe this method to be better pedagogically than only summarizing impor-
tant topics at the end, which encourages students to read textbooks as they would a
novel—linearly. Leaming complex material, however, often requires reading,
rereading, and going back through the text to sort out and understand different con-
cepts. A colleague related a conversation she had with a student having some diffi-
culty with course work. The student had a part-time job during which he had some
free time. Rather than fight boredom, he decided to bring his textbook to work and
read when he had the opportunity. Later in the semester his performance improved,
and he related to the instructor that after reading the material four or five times, it
actually began to make sense.

Review guestions are not enough though. The second group, Exercises, con-
tains questions that challenge readers to apply what they have learned and to com-
pare, make logical deductions, and consider alternatives. The answers are not
always simply stated and may be more elusive but that’s typical of real problems.

INSTRUCTOR SUPPLEMENTS

o An Instructor’s Solutions Manual, with answers to review questions and exer-
cises, is available to qualified instructors from the publisher.

« Sample exams are available to qualified instructors upon request. (email:
shayw @uwgb.edu). ‘

« Instructional aids are available via the author’s Web site, http://www.uwgb.edu/
shayw/udcn3. These include book figures in pdf format, corrections of any
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errors detected after printing, all copies of program code described in
Chapter 12, and numerous Web links to other resources, organized by chapter.
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