-

ﬁ%aﬁhﬁé CH]NACRYPT 2004
5 mPpEBE AR VGE L E

BRRIE F %R

.
.




ISR — CHINACRYPT 2004

FENEPEEREFARSVGEXE
MAE F H# R

HEXERABERESEAXWRHRHE (&S 90104005)
ERERBEESTH RS 60173032,60273049,60303026)

4 4 8 B &8
’ 1t



n B & T

AHR 2004 FEERBANBEABTHEREZRSZURLLE . HBF
FREFHESI LUK BH. FENAUHEFIED HAE
BTN EFEEEN HFES BRELE EHE ERBILLER
Bl AMFERSHRD. NELESRELL FHYAE.

AHAENEEGE BENITHRILER T LHBEA AL L &%k
BRHXEUHMESE.

EHZRRME (CIP YK

BB R . CHINACRYPT 2004 BN\ BT EBLEFEFRSINIL L HE/
BESEAE . R, —db 5 B AR AL, 2004
ISBN 7-03-013217-3

e OB @F- LLEB R FREPE X8
N, TN918.1-53

PEREE FHIE CIP BE\E T (20008 026623 5

AR Hmw /o .8 3
fard. S AR /HbEit.E 2

# & 2 BB IR
dts 4 AR 165
BRI R ES: 100717
http:// www.sciencep.com

RN a1
B R R S B BIEAH

*

2004 F 4 HEE - IR FA.787Xx1092 1/16
2004 5 4 AE—WEDH  EP5K.30 1/4
Ef %L1~ 2000 FH:702 000

, E 1 :60- 00 TT
(WENEFRNE, RiILHF AR BE))



FNEPEEEFERESY

= B 3 #
B £ &: %Ak
25 E

BFEAZ

(BRMKE)
(LW 3cE k)
(LM 3B KR

F R (GEEREEHES

T AR
EFR
R F 2
2 F 3% 4
XK %
£ 3
TR
F RN
X %
R 1
HEH%
7% i B
R ¥y
M) 4= 3
s a8
KRR
BRI

RR—

SN, 2K

ChL MU fE 2 B
(FRBFRERE)
dtRKE

(BHEK*¥)

(FEBZR REREHRID
(HH K%

(PRI 3B K 2%E)

(FRKE)

(L 3THR A2

(FEFK%¥)
(BEEBFRERY
(EWKH¥)
BREFETLEKRE

(B B2 B 5K 4B 5 )
(P ER R RERFET TN
(P ERER KGRI
(ERELHE=+HEAH)
(PEBEREIF R AR

(BT E K



Bl B

FABTEFRFERSWUT 2004 EERBEIT . FHURTEXR SV LRGN
3R AW RFIEN . SHAED AHEN. FERAFL . UFELA RELE. X
FHRE ERHFRRE AN FERSHBER MEZL AREL FHEYAS
PIRRE. XERXRR T REEBFZFRFHLMHARDT, LRI REEREHFE
H5RAMERKE.

FREWHKIIBRHEX 10K, BREXELHRU LRI BEHBEFERAS
WRRE, RARX 73/  HP 56 MEXEM 17 RAEXFEH.

RNELBBITERNERLWUBRROEET2WUN XL H BBABTFERALH
IR BRI AR B P E AR R XS MW RTH TRESH.
BRINEBRBBMSUNEP RV EBTBERFITANR FREL ISR FBE5EEE
SLBEHZMHHRE, AIERREWHEEHARRZHERR TR BB
RESBAERAFE ANELWNARABELRE L TEHZF. ERGTEHHME
F% 7, AR ESWBUNRAET. BE, CERH T DRE M L RN REREH
FH8 BT A M T DDA YR SO AR T K BB K BEA T 1. 0 SC4RAY R
BEIT B HREAL K ) R, ZE LT kTR R B ORI RRAE



B =%

E3®&EH

On the Statistical Properties and Linear Span of FCSR Sequences +++**

++-- Honggang Hu Dengguo Feng( 1)
WOPS; A Family of Word-oriented PSGs ++++++seseeeseveaseeacscicceses Yyuan Zhang Dengguo Feng(11)
—RUMBREREBNEERCERRHTH oo ERIE FFIL BEHR HLEQAD
“ﬁiﬁtﬁﬂ‘]&?‘l‘&ﬂ&#‘l&é‘]'ﬁéﬁ*ﬁ%ﬂ?&ﬁ% - RN B NXF FHRES
K?ﬁA&&ﬁmm*ﬁﬁﬁ crsesanes seeesstereestenisressennen % a‘[‘ E&Eﬂﬁ mx&(:‘]l)
The Editing Generator-An Extension  =e«++r+eseceessvessecss Enjian Bai  Jing Wang Guozhen Xiao(39)

2EEH

Trace Representations of Coordinates of Finite Field Elements and Their Cryptographic Applications
toetsttetntnentsnstiteiss e se sesas e ss snesnsesseveeeonees Baodian Wei  Jingwei Liu Xinmei Wang (42)
DES 26858 S A BAL B MG rooevmmmnmivnnrinecreeeenenn %W KBE WHFE ERGO)
— 27 X Feistel BB EDIHT oo s e Zz 8 RBIT ZF |/G8)
— 3 S ABEEBER MG v vreerermrssrmimsnnsinensssissis snessessesrnsnoveseneons 28 B PR DL (64)
SHERE Safer—+ +oss BB BRI HT corceroreronsennieinsniiianie st vaeenanen e HrE MW BB

RABH BBRY . BHHN

Ring Identification Schemes ~ ++++= eesessessssoccsansconeenses Huafei Zhu Guiliang Feng(82)
—EE A m;&g@%ﬂi%!;‘g&xyﬁ& et e 2522 3 E(93)
ETBHYEEHENY - corsersrr e e e eees WM WER K EEE (100
AFTRIENTIRELFTE - s s B R O & BREIEA05)
A Study of Secure Multi-party Scientific Computation Problem +:++:++s-+-- Wenjun Luo Xiang Li(110)
RRMTTRBBIEET R oo e sesesenneeens HE 4§ W HEHE120)
The Combined Use of FAPKC does not Compromise the Security — +=++e- Gang Yao Xiaoxi Han(131)
An Efficient Verifiable Secret Sharing Scheme ««:++teseseesieresicesscnesiess Jun Yao Guihua Zeng(135)
WEERREREDEY BB - oroervooroimrennnnie e nsessesveeneeneee. EABP 2 $(138)

EREEH

Quantum Identity Authentication Without Lost of Quantum Channel :+++e-+ceeecseeves Guihua Zeng(141)
—FhEF Petri MO HBREH - L LR TTFTTPTPITIRTTPITSITITTRIITPIPIVRICPYSRITRRINE ~ £ -i4 . Y G PV D)
Po o PO AR B — R IR T KRB I B LI oo BREW TR (160)
2T R0 R B T A A A L MR S B R AR R AT - sreeveseeeeenene FU B KRBT TLAME(166)
ﬁmgjﬁggpmgag,g&g;@g@fﬁ B B B TREQ7D

i »



--‘%ﬁéﬁ?ﬁﬁﬁﬁﬁ‘]iﬁﬁﬁﬁﬂﬁﬁcﬁﬁfg T P R T TR TTR T P $mm }ﬁ 1E ﬂ:mm(ljg)
HFREB

An Efficient Group Signature from Gap Diffie-Hellman Groups
-+ Donghua Deng Yiming Zhao (186)

A Transitive Signature Schemes Provably Secure Against Adaptive Chosen-message Attack

s+essee Huafei Zhu Guiliang Feng(195)
Improved Scheme of the Forgeable Self-certified Signature «+++++++++e+e++es Xinguo Li Jianhua Ge(204)
t-out-of-n Ring Signatures from Discrete Logarithm Public Keys

- Qianhong Wu Jilin Wang Yumin Wang(209)

Cryptanalysis of Two Signature Schemes eseeeeee Jianhong Zhang Qianhong Wu Yumin Wang(215)
ETF DSA WTTFE R LB oo vreeererirninesreentinsesee sermsrane e aneeneee. B M 22K (222)
A RARE N EEE LR BRI v e e WA EFR(228)
— NN Key-insulated BHE TR croverrervmererrnimninnncnnncecenens. FHHK AL EFRQ33)
Equivalent Private Key Attack on a Signature Scheme Based on Error-correcting Codes

- Zhenfeng Zhang Dengguo Feng(240)

ERELBRENYHAHHE - - ER OEMF OB OB SRR
HAERL Y EIGamal MEBZBIBIBAMT  cveeererermeorirsiennnne - E O OTFEEQ4E)
—FHRBKLHBELBRAMBRITR oo eereennenne - WHEH EMTF A & B Fe48)

B H N

Analysis on the Secrecy of the Password-only Key Exchange Protocol Using Item-node Graph
Model +sesseusracnsnssssiesisesensieiscnnisenaesneens Li Li Haibo Sun  Rui Xue Huanguo Zhang(250)
Convenient, Secure E-payment Protocol with Optional Encryption sseesesss cectseassaceniniianiionnnn
+=s« Cheng Peng Xiaoxi Han Robert H Deng Feng Bao Weizhong Shao(263)
A New Approach to Prevent Blackmailing in E-cash ++ .
-+ Xiaofeng Chen Fangguo Zhang Yumin Wang(272)
Efficient Protocols of Secure Electromic COUPONS s+« s sssssetsstassnsstssssues sesussmsnnanessessnsasenas
cemesene RS - Gang Yao Robert H Deng Dengguo Feng (283)
—FIFBEET RSA BHREM B RMAL FRBHR coeeeeeeee ki KiIRHE BHTIN(292)
BT GNY BEMERBHFEBEHIRMREEST ooveveerme BRI FEE BRH 299
gﬁ&muﬁﬁr‘:mﬁ ﬁ}"‘m teseeteeteiiatransassessnsesssasens %&w ﬁiﬁ § ﬁ(307)
—NYHEH Kerberos EHHHUH BT 54HT woeoveveeeeee BET XA BEE T HAGLD)
Eﬁﬁﬁgﬂ}&iﬁaﬁﬁm% Hee bae bee st besterens aee cas toesnease soa rtens tes ess e nnnsiears g&im X FEHK(320)
ETAHT VRN E TSI A AT - JHEg38 KA (331)

Steganography by Communication Protocols seterseeeeseenniticineiciiiiiiiiiiiotiianiinees Feng Bao(334)

v e



KY.BEE5EB

Bounded One-way Functions and Its Properties -+ Rui Xue Mei Han Jian Li Dengguo Feng(357)
£-1 B A G B 7 AR R AR & TCEGE S - < HXHE NIXIF FEHERB65)
Bent &umﬁk&i—f enssrasescteariats et sasune e ese nean iﬁﬁ BK"&. Ig&ﬁ !;PS{Z(S']())
%gﬁmg@‘*ﬁm&ﬁ;gﬁi—f.................................... . ﬂ;ﬁj—ﬁ fﬁE(gﬂ;)
HAVAL tREEP R /RE BB DT S coomeeveeneeene - BEL FHER KT XIXIFGE8D)

?E&{i“j&ﬁﬁj 08 4es s ea0 000000 6000 sess0e0cs st anieas ntraaratnare nannatasnesses g&gg ﬁx*ﬁ(:ggg)

thxmal Maximal Prefix Codes for Data Compression and Encryption  ««+=«ssseses Dongyang Long(404)
ﬂiﬁﬁti&}] 269 p{H™ X Bent RPMIRHER B HE B4 X Bent MBI HHE o
C R FHEB HhEE08)

MEZESRERS

An Implementation of Cryptosystems Based on Tate Pairing

** Lei Hu Junwu Dong Dingyi Pei(409)
A Model of Secure Dynamic ad-hoc Mobile Networks reeeeeeseesesernreseninenss Willy Susilo Yi Mu(416)
ETFREBRREAHEHEMBUE oot B BER3E (426)
FRRBFEH R LWE I RIFIT v reereererr st esrennce e WRE PR LE(432)
Efficient Key Agreements in ad-hoc Networks ++sesteeseesssuesnisssssncnsncees Kui Ren Gang Yao(438)
— WA BRI B XIEERRIE v DA B RES (442)

BB NA

F? LG b kb BEES 09 FPGA BRI ooovvrereversnnrennns - B MK K445)
Java KBS EMER BN K +FH BUG BT - -t E XEE B OB F WS
FHR B S AEEDA —# IC Jﬁ@;ﬂ&ﬁé&ﬁﬁ# - R B (460)

Hardware Implementation Aspects of Modular Exponentiations Extended Abstract «esesssee
* Shengbo Xu(468)

—F# 89 SIP SSO B -oe v ercorinn it s e e e FH&T Bk FKEKUTD



& 3 88 1

On the Statistical Properties and Linear
Span of FCSR Sequences”’

Honggang Hu Dengguo Feng
(State Key Laboratory of Information Security ,Graduate School of
Chinese Academy of Sciences, Beijing,PRC,100039)
(Institute of Electronics, Chinese Academy of Sciences, Beijing ,PRC,100080)

Abstract In this paper, the statistical properties of Feedback with Carry Shift
Register (FCSR) sequences are analyzed in detail. It shows that the FCSR
sequences have ideal statistical properties, such as; symbol number, block
number,run property ,correlation property and etc. And it is also proved that
the linear span of the FCSR sequences is very large under 1 or 2 symbols
substitution. This allows us to design FCSR stream ciphers similar to
previously proposed Linear Feedback Shift Register (LFSR) stream ciphers.

Keywords FCSR LFSR Statistical property Linear span 2-adic Span

1. Introduction

Pseudorandom sequences, with a variety of statistical properties are important in
many areas of communications and computing. The development of a good
pseudorandom number generator is very important and has been a hot topic in
cryptography and communication. A good pseudorandom sequence generator should
have large period, large linear span, good randomness. It is well known that a linear

shift register may be found efficiently for a given sequence using B-M algorithm.

1)This work was supported by National Key Foundation Research “973” Project (No. G1999035802), National
Nature Science Foundation Project (No. 60273027) and National Excellent Youth Science Foundation Project
(No. 60025205).
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Therefore, the linear span is a critical index for assessing the strength of a sequence.

Klapper and Goresky'?'*) proposed a new type of pseudorandom number generator-
Feedback with Carry Shift Register (FCSR). The register have many properties
analogous to that of LFSR. And they also proposed a new index for assessing the
strength of a binary sequence—2-adic span. And they also analyzed the statistical
properties of the FCSR sequences’®~*7~1°1 but their analysis isn't adequate. In paper(*,
the lower bound of the linear span of the FCSR sequences under some special conditions
is given. In this paper, we analyzed the symbol number, block number , run property
and correlation property of the FCSR sequences in detail. The result shows that the
FCSR sequences have ideal statistical property. Furthermore, we compute the linear
span of the FCSR sequences under 1 or 2 symbol substitution. And the result shows
that the FCSR sequences have large 1 or 2-error linear span. Therefore, the FCSR
sequences are ideal key sequences at present.

In section 2, we briefly review FCSR; In section 3,we analyze the distributional
properties of the FCSR sequences in detail; In section 4, we analyze the correlation
properties of the FCSR sequences; In section 5, we prove that the linear span of the
FCSR sequences is large under 1 or 2 symbol substitution. Finally, section 6 contains

the conclusion.
2. FCSR

Let q be an odd positive integer with the binary expansion g=gq,+¢,2+¢,2%+ -+
-2y where go=—1, and ¢.€ {0,1},1<<i<(r. The coefficients g,,q;,** ,q, may be looked
on as taps on a feedback register as in the following definition and figure. The same
definition is also contained in paper [6].

Definition 1 The FCSR with connection integer q is a feedback register with r
bits of storage plus small amount of auxiliary memory containing an integer for carry. If
the contents of the register are (a,—1»a,2, ***, a,) and the memory is m, then the

operation of the shift register is defined as follows:

(1) Take an integer sum o= Z;q,a,-.+m.

(2) Shift the contents one step to the right, while outputting the rightmost bit a,.

(3) Put a,=0 mod 2 into the leftmost cell of the shift register.

(4) Replace m with m= (6—a,)/2.

Definition 20 The 2-adic span of a binary eventually period sequence a = (a,
a1s++) is the smallest value of », which occurs among all FCSRs whose output is the

sequence a= (agsa;,***).

T-—-1
ES Zaizi

If @=(as,ay,-) is strictly periodic of period T, set a= 2,2’ then a=— :;To 1
=0 -

« 2




Mo Qn | Gn-2 .- Au-1| Ay —>

div2 |mod 2! e @ &

Figure Feedback with carry shift register

There is a one-to-one relationship between the sets {—p/q|p,q€ Z,p,g>0} and {a|a
=(a¢,a1,***) is an eventually periodic binary sequence}. If (p,q)=1 and q is odd, then
the eventual period T of the sequence associated with e=—p/q is T =o0rd,(2). If the

readers want to know more about 2-adic numbers, please refer to paper [5] and its
references.

Remark The integer 2 in the above can be replaced by any prime integer d>>3 and

r

the corresponding connection integer q is —1- Z;q,-di, where ¢; € {0,1,-,d—1} (If

the readers want to know why g=—1+ Z:,q,-d‘, please refer to section 4 of paper [5]).

T-1
Za,’d‘.
Consequently, T is replaced by T'=0rd,(d) and a is replaced by a= —f;ﬁ%‘_‘f ya, €2y

Now we will give the definition of /-sequence which is the analog of m-sequence.

Definition 3°°) An /-sequence is a periodic sequence (of period T =4(q)) which is
obtained from an FCSR with connection integer q for which d is a primitive root.

Definition 4] ¢ is a positive integer, if d is a primitive root mod g, then g is
called d-prime.

If g has a primitive root, then™™ ¢ must be 2,4,¢=p° or 2p°, where p is an odd

prime number, e=1. In this paper we only consider the case g=p°.

3. Distributional Properties .

In the following we will show that the sequences based on odd prime power
connection integer for which d is a primitive root have excellent distributional
properties. Such properties follows from the primitivity of 4.

Analogous to the trace representation of linear recurring sequences, the FCSR
sequences have the following exponential representation.

Proposition 173 Suppose a periodic sequence a = (apsa;» =) is generated by an
FCSR with connection integer gq. Let Y=d 'mod g, then there exists A€ Z, such that a,
=AY (mod ¢)(mod d),i=0,1,2,+




Proof Let — Zad' P— Za.ﬂd ,we have
—d %‘i‘ao:“?asc dp1=aoq+po,p15d“'pomod qs

aOE——? mod d=>‘—qaoEP0 mod d=>aoEP0 mod d.

Similarly,a;= p;mod d, p,+,=d ' p; mod g,so there exists a AE Z, such that a,= A7’
(mod q)(rnod d)yi=0,1,2,3,*
In the following we suppose d"<<qg<<d"*'.

Lemma 1 Suppose that the rational expression of a is just——;i. Then ay=b;,a,=
byt ya,-1=b,_, with s given elements from Z, and s<(r if and only if A=—gh mod &,
where h= };;b,-dﬂ

Proof

- ? =a, +ad +  + ad +ad + &

N i‘? =a, +ad + - + a,.,d ' mod &'

A =- gh mod d°

Theorem 1 Suppose that the connection integer is p°,e==1,p is an odd prime, then

the number of block (bo,b1,++,5,-1) is [1—_1] or [g—d-—:l]+1 when e=1, [9_‘1]_

d d’
[[qg—‘—l]} “l,[q‘d—ﬁl]—[[g’l]] or [qj;—l]——[[gi’—l]}—i—l when e>=2,where s<r.
P ? ) 4

s—1

Proof Let A;=-—gh mod &',where h= 2b,~d‘,0<Ao<d’,according to lemma 1,
the solutions of A= —gh mod d° can be represented by Ao+d'k,k=0,1,2,3,+. Since A,

+d'keZ; ,k<[L—] So when e=1, the number of block (bo,615°**,b,,) is [%—1} or

[qj;Tl']-i-l,when e=22,if A;=0 mod p,-2%0 mod p,the number of such & is [QLIJ—

dS
9_:_1) _ (1:1}
[( d jl-—l,so the number of block (bg,biy+,b_1) is [q‘?d,—l:l—[ d’ }-1 or
2 ?

_ q:l)
[qg;l]— [( d ],if ApZ 0 mod p,kZE — Aud”* mod p, the number of such 2 is

)
[q'a_,Tl]— [(;!%l_)j" so the number of block (40,8, ,b,—;)is [q—a-_ls—l:]—‘ [( g_d;%l) Jor

o 4.



_ 9:_1)
[9:{——1]—[( a ]+1.
P
Remark This theorem is almost the same as proposition 10. 1 of paper [8].

Corollary 1 The number of element a is [9%1:} or [%‘1‘]4—1 when e =1,

[q—;—l]_ [l:g——d__l—]]— 1, l:l;_l:!_ [.@] or [q_;_l]_ {[q;—IZI:l-Fl when e>2,
P P p
where a € Z..
Theorem 2 The number of block(bo,b;4+*56,—1) is less than 2,where s>r.

Proof Leth= ‘Zib,-d" ,suppose that there exist A and B such that —A/q=hmodd"
=0
and —B/g=hmodd’,then A/qg=B/q mod &*&A=Bmod d*',so A=B since A,BEF;, it
is a contradiction,

Theorem 3 Suppose that the connection integer is p°,e=21,p is an odd prime, then
the difference between the number of block(by 48,5+ ,6,—;) is not larger than 1 when e=
1,not larger than 2 when e=2, where s<r.

Proof It follows from theorem 1 directly.

Theorem 4  The number of runs of length s is (d — 1)d q‘——,l or
d

(d—l)zd( [q‘;,—l]-!-l) when e=1,

@—1wa|[151]- [(q%l)}—l v — 1 ([T ]- [:(q_;_l)”or
) 4 P
(d — 1) [q;_‘l_]_ [(L—Tl) ]—%—1 when e = 2,where s < r — 2,

Proof Since the number of block (asb,b,+sb,bs¢)saFb,cFb is d(d—1)%,the
result is obvious by theorem 1.

Theorem § a=(a,,a,,***) is a [-sequence generated by an FCSR with connection
integer g, the period of a is T=¢(q)=p"l(p—1) sthen ai+aiyr,=d—1.

Proof According to proposition 1,

airte = AY T (mod ¢) (mod d) = (— A7) (mod q)(mod d) = (¢ — (A”mod ¢))mod d
=d—1— AY(mod q)(mod d)
=d—1—ais0a;, +anrpn=d—1

Corollary 2 The 0 run and d—1 run of length more than r don’t exist.

Proof If such sequences exist, then according to lemma 1,A=—gh mod 4"t'=0
mod d"7!,80 A=0 since A€ Z;, it is a contradiction. According to theorem 5,the d-1
run of length more than r also doesn’t exist.

Corollary 3 The number of b equals to the number the number of 4-1-b,where b€

«5




Z4. Furthermore, the /-sequence is balanced if d=2.
4. Correlation Properties

The correlation property is an important index of a pseudorandom sequence. In this
section, we will investigate the correlation properties of /-sequence. The correlation
properties of /-sequence include arithmetic correlation property and common correlation
property.

Suppose that a periodic sequence a= (ay,a,, ***) is generated by an FCSR with
connection integer q, its period is T=¢(q), and §=(a,,a,+,,**) is obtained from « by
shifting to left by ¢ steps, ¥=(b,,b;,***)is the sum of @ and 8 with carry,?' = (b},5},+*)
is the sum of ¥=(&;,6,,°**) and 1 with carry. We have the following theorem.

The following theorem indicates the property of arithmetic autocorrelation of I-
sequence.

Theorem 6 «,83,7,7 is as above, if there exist 7,,0<i,<<T ,such that b, F#d—1,

then there exist a T, T such that ¥ or 7’ is a /-sequence with period T,.

. . . A .
Proof  Suppose that the rational representation of a is —7’ the rational

+

. . B : . . B
representation of S is —7 sthen the rational representation of ¥ is —~——,if A+B=gq,

Y=(d—1,d—1,d—1,),since —1= 24 (d—Dd'sif A+B<g and e=1, 7 is a I-
sequence with period p-1;if A+ B>q and e =1, the rational representation of 7' is

—A—_*-_—f—:g,thus 7' is a [-sequence with period p—1;if e=>2,suppose that p%|(A+B),

A+B
- . . . eo .
0<Leo<le,if A+B<q, the rational representation of 7 is ——L—P,_,o ythus 7 is a /-sequence
A+B—q
with period p* % '(p—1);if A+B>>q, the rational representation of 7' is ——PZ:_OT,

thus 7' is a /-sequence with period p* %~ (p—1).

Definition § Suppose that S=(so,5;,*) and T = (¢,,t;,+**) are 2 sequences over
F, with period N, then the Hamming distance d (S, T) between S and T is the
cardinality of the set {7 |s;5¢#;, 0</<<N} .

The following theorems indicate the property of Hamming autocorrelation of -
sequence.

Theorem 7 a=(ao,a,,*)is generated by an FCSR with connection integer g, its
period is T=¢(g) ;and B=<(a;sai4+1,**) is obtained from a by shifting to left by ¢ steps,

if 1<r,then @' —a)| L |<d (@, <@t~ d‘)[( d,+1)+1] when e=1, or (g

-




—d) [qﬁ%]—[(%)]—l <d(a, H< @ —d) [%}]—[(%)JHJ when
» »
e=2.

Proof Since the number of block (6,83, 16, ,b,41) yb1Fby1is &' — <, Ly theorem
1,the result is obvious.

Lemma 2 o= (a¢sa,,***)and B= (b;, b, +) are 2 l-sequences generated by an
FCSR with connection integer ¢, let & = (a;,a3, ), 8 = (41,6, ), then d (a, B =
dd,f).

Theorem 8 o= (aoyray,+++)and B= (by,b,,) are 2 I-sequences generated by an

FCSR with connection integer g, then d(a,ﬂ)}[al}i-l when e=1 and d(a,8)>

r+1

e—1 —_

[2—(L1—)]+1 when =2,
r+1

Proof According to lemma 2,we can suppose ay#é,,and the other T—1=¢(g)—1

elements can be divided into i blocks with length more than r, so d(a,8)>
r+1

[%]-’-l by theorem 2. The result is obvious since T=p—1 when e=1, and T =

271 (p—1) when e=2.
Remark The lower bound above is trivial, and more tight bound is desirable.

5. Linear Span

The linear span is a critical index for assessing the strength of a sequence. In this
section, we will investigate the linear span and k-error linear span of the l-sequence
generated by an FCSR . In general, to decide the linear span or k-error linear span of a -
sequence is difficult, so we will investigate only under some special condition. But such
condition is very useful in practice. In paper [6], the authors derived a lower bound on
the linear span of a binary sequence generated by a Feedback with Carry Shift Register
under the following condition: g is a power of a prime such that g=#(¢>>2) and r=
2p+1, where r and p are 2-prime. And their result showed that the linear span of an
FCSR with a strong 2-prime is half of the period.

Firstly, we will give the formal definition of the k-error linear span of a periodic
sequence in the following.

Definition 6 Let S=(s0,51,555**,55—1)" be an N-periodic sequence over F, and k

be an integer with 1<CA<CN, then the k-error linear span Ly,(S) of S is mTinL(T),

where the minimum is extended over all N-periodic sequences T = (25819235 > yty—1 )™
over F, for which the Hamming distance of the vectors (sy,s;,52,*,5y—;) and (tostys
tzy°**stn—) IS at most k.
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The following several propositions are the main result of paper [6].
Proposition 2(*2 If 4=2 and the connection integer g of an FCSR is 2-prime,then
g+l

the linear span of the corresponding /-sequence is not larger than 2

Let g=2p+1, we have the following proposition.

Proposition 3 1 4 =2,9 and p are 2-prime, then the linear span of the
corresponding /-sequence is p+1.

Proposition 47 If 4 = 2, ¢ and p as above, then the linear span of the
corresponding /-sequence is at least m+2,where m is the order of 2 modulo p.

The three propositions above shows that the linear span of /-sequence is large
compared with m-sequences when d=2.

Theorem 9 If d=2,9=2p+1, g is 2-prime, p is an odd prime number and p is
not 2-prime, then the linear span of the corresponding /-sequence is at least 2p— 2 under
1 symbol substitution.

Proof Suppose that the /-sequence is a= (ay>a;,a2,***), we have Aivppye=14+a;
according to theorem 5, where ¢(¢g) =¢—1=2p,thus aiy,=1-+a;. Let

2p—1
S(z)= Z; aix'=(1+2)8,(x)+2* A+ z+ 2"+ +2"1) , where

p1
)@= Da' f(x)=8(2) +a* 0<h<2p—1,8 =1, 6541,
We have f(1)=p+1=0,but f(§)=£§70, therefore deg(f(z),(1+2*)?)<2, and
the linear span a is at least 2p—2 under 1 symbol substitution.
Theorem 10 If d=2, g=2p+1, p and g are 2-prime,then the linear span of the
corresponding /-sequence is at least 2p-2 under 1 symbol substitution, and at least p+1

under 2 symbols substitution.
Proof a=(assa;saz,°")and S(x) are as above. By the similar way, the linear
span of a is at least 2p—2 under 1 symbol substitution. Let
F@=S@)+z(A+2"),0<h, <2p—1,0<k,<2p—4,.
Let £#=1,8%1,V 1<<¢e<<p. We have f(1)=p7#0, and f(£)=0 if and only if ,=, so
f@ =428, () + 2’ A +z+ 22+ +2"D+ 2 1+ 2,0k <p. Let g(x)=

1+x+£$.)"+x,_l=(l+x)S,(x)+r’+x"l(l+x),deg(g(.z))<p. If g(6)=0, then

(A +z+at+-+2*"1) | g(x) since p is 2-prime, thus g(x) =142+ 2+ -+ 21, 2(1
+z+z'+ 42" Dor 1+2*. Since g(1)7#0,g(x) must be 1+z+22+++27"1 or (1
+atzite 42,

(p—1/2

Case 1:g(x)=14z+z'+ - +2*"'. We have §,(2) = Z a,x¥+zM, since g(z)

i=0

=1+2)8,(z)+z*+z"(1+2). But it is impossible by theorem 1.

(p—3)/2

Case 2:g(x)=z(1+z+2"++2""). We have §,(z)= D az'*?+zh, since

=0
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g(x)=QQ+x)S,(x)+x*+24(1+2). It is also impossible by theorem 1.
Therefore deg (f(x),(1+x?)?)<p—1, and the linear span a is at least 2p— (p—
1)=p+1 under 2 symbols substitution.

6. Conclusion

Feedback with Carry Shift Register (FCSR) is the analog of Linear Feedback Shift
Register (LFSR). And many properties about FCSR is still unclear. In this paper, we
have analyzed the symbol number, block number , run property and correlation
property of the FCSR sequences in detail. The result shows that the FCSR sequences
have ideal statistical property. Furthermore, we compute the linear span of FCSR
sequences under 1 or 2 symbol substitution. And the result shows that the FCSR
sequences have large 1 or 2-error linear span. Therefore, the FCSR sequences are ideal
key sequences at present. But better result about correlation property and linear span of

l-sequence is desirable.
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