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1. Which of the following commands trace AAA packets and monitor their activities?
(Choose all that apply.)

A. debug aaa authentication
B. debug aaa authorization
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C. debug aaa all

D. debug aaa accounting

. What is the last header you can read in clear text when a packet has been encrypted
using IPSec?

A. Physical

B. Data Link

C. Network

D. Transport

. Which of the following is an example of a configuration weakness?
A. Old software

B. No written security policy
C. Unsecured user accounts
D. No monitoring of the security

. Which 10S feature best prevents DoS SYN flood attacks?
A. IPSec

B. TCP Intercept

C. MD5 authentication

D. ACLs

. RSA digital signatures and are IPSec authentication types supported by
the Cisco Easy VPN Server.

A. Pre-shared keys

B. LSA analog signatures
C. DSS

D. DES

E. 3DES

. Which of the following commands do you use to change the maximum number of
half-open TCP connections per minute to 100?

. ip inspect tcp synwait-time 100

. ip inspect tcp idle-time 100

. ip inspect max-incomplete high 100

. ip inspect one-minute high 100

ip inspect tcp max-incomplete host 100
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. IP spoofing, man-in-the-middle, and session replaying are examples of what type of
security weakness?

A. Configuration weakness
B. TCP/IP weakness
C. Policy weakness



