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50

(1) What is the correct policy to use for shared accounts?

(2) Describe the difference between discretionary access controls and mandatory access
controls.

(3) Lattice-based access control is a form of MAC. Flow operations for this type of MAC
include the properties of partial order, which are what?




WL, X P ME BT RES o asewEssEs —
P THREAGBEY . g (AIRIE e DR
AR R RBIEL KK

AR, BT LR
LR RCLBERT M HARLR | | |
'P; _g_ ﬁ- 8 3‘4 SE. :.it__ # ‘i‘ * 3 #} = ‘, (€D] Ti?u;;ri;c;zl; :lemiﬁes a user and verifies that the user is who he says he is?

Wi

B. Access control
C. Biba
D. Bell-LaPadula
(2) Which principle determines what resources the user can use on the network?
A. Authentication
B. Access control
C. Biba
D. Bell-LaPadula
(3) Which principle makes people respond to access controls?
A. Accountability
B. Authentication
C. Authorization
D. Accreditation

‘0=
| EiREA
privileges to run them, they can attack from a remote location. See the section “Illegitimate Use of
Legitimate Software.”

MR R

(1) D. Back Orifice is a Trojan horse. This software was developed to remotely control
systems without permission. The “server” portion of the product is often innocently
installed by an administrator who has been tricked into doing so. The “client” is
installed on the system used to attack the victim. Also, many admins have been tricked
into thinking this is a legitimate product and installed the system thinking to use it for
their own work, only to find a backdoor has allowed an unauthorized individual to
control their systems. See the section “Tllegiti Use of Legiti Softy ™

|miRiEA

(9)  C. Hiding the keys is problematic. Although writing cryptographic code is difficult,
many software development environments include prewritten interfaces that simplify its
use. Although it is true that, eventually, encryption might be broken, an attacker will
first seek to obtain the keys. (Why do the difficult thing, when the easy solution exists?)
See the section “Impacting Security Through Good Software Design and Coding
Practices.”
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