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Linux 8AERENMAEE 2, HEE. ThEERA. JFESRE, K2 KM
TRAEMKEE. Linux RESJSEESEHEMNX TRMNAEEZE T -, i
— IR TR IR R EERREZ .

.

ARIE X B AP AT LR R B R E O, AT B 8 BUNAE 2~4 43
A e FRREY, SHEBRANHKE, RENE 15 7).

1.1.1 BERNER DM

FIRANERELERIAT MK REMNIBIT FEAEE, R 5. 2428
EEIM B BEHNPRBIMMBE ARG, EEIRMZE Linux 1 RGHM Windows #1E
E3 P

EHNHEHRFE 2. MKXRGEBOHSEEMY, W Linux REERCEACRIREK
R

3.4 MM SRS

3.4.1 IP #iht

e DHCP iR %R ¥ KA E (Windows. Linux)
342 MBRGEHE

e Linux &4
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3.4.3 DNS

e DNS RZZMAE (Windows. Linux)
3.4.4 BT HRHARS RACE (Windows. Linux)
345 WWW

o WWW R4 2. E (Windows. Linux)

o WWW REGENZLRE

3.4.6 RERFB[IAE (Windows. Linux)
3.4.7 FTP fiR452%

e FTP R #RMIACE (Windows. Linux)

1.1.2 [HEBIERDONT
FEFAERIEARR M, 49 Linux R4 220 E MRS E 1-1 P,

Fz 1-1 Linux BREZ[EERBHH R
FidndE ZEASIRSA
2005 4 11 A {8 —: DHCP fid &
2006 5 A k8 —: Linux J33)
2006 47 11 A WA Linux M RACE
2007 5 A X8 ~: Linux DNS fLHE
2007 4E 11 W8 . Linux 734
2008 %= 5 H ik —: Linux Apache fit. &
2008 4 11 A A —: Linux DHCP fic &
2009 4 5 H 8 —: Linux % W.H3X. Samba fii &
2009 4E 11 H A8 =: Linux DHCP fit &
2010 £ 5 H i®@ . Linux xinetd. inetd 5B E

1.1.3 BRRRIBBDIM

AP A AR S Linux 24 F Samba 3L Z RS 28 . DHCP Al %5 2% .DNS
fR45%3%. Apache IR%5 2%, FTP ARSS 28 S MR AR 45 S il B %5 .

AT YA H HAHE K Linux REEHSHE.

1.2.1  Linux BT ABsIRR

Linux 1T 5 /225 22 /R 3 K2 —47 4 WY Linus Torvalds 1HE VLR 2 R4 A
AIRH o ¥ Linux #5276 PC _FIE4TH). %5 Minix HEEE R4 2 F. Linus
P &0 Minix PR —FEBCE R PC UNIX R4S, FRIA Linux, T 1991

ZmtErt. BEITSZIM%
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FEIRFRAMTA, Linus fLiF %% A iz xRS EAM, H HEm LA A —
X HBAT I R . tnk—3k, #id Internet ZEHH FICHE N T Linux BFFE#GE, I
HAEAWFFEEE o Linux FIRCAT] LLSF AR N (Kernel) MiiA 5 & AT (Distribution)
WA o

WA ZFRTE Linux S T, FRDAFRE R RENIZRAS . fij—L
MR FK Linux WL SN ARSI Ak, R4t LR m. Ran
BEHEHETH, XERMET —MRITHRAE, H K EITHRASA Red Hat Linux.
Mandriva Linux. Debian Linux £1[E = £L i Linux 25.

1.2.2 Linux %4868

Fedora Core Linux #:/F 24t 5 Linux #4/E RGEH AR, 80k 3 N
W% (Kernel) . i 2% )Z (Shell BILAMERIEIAET) LR U458 (File Structure) -
Hrh R BN EE RGNS, Shell 2 5N MMZE L, X458 &
IR & XA R 5

1.2.3 DHCP R&e8EE

7F Linux FACE DHCP, =E% T E XA S BE1 TR AT .
1. DHCP Bz 51k
ATLMEF LA F a4k a8 3. {5 1L/ 5 DHCPD R4 282 )F -

[root@lib1 root] # service dhepd [ start | stop | restart |
519
[root@lib1 root] # etc/init.d/dhcpd [ start | stop | restart |

o start. stop. restart HATESE, HHFREE). FEIELMER. AT L&
JashJ5, DHCPD BN B EN1E eth0 LK), W5 DHCPD FHIRSS28IEH H4h—H M
F ethl, Z87F ethl [J35h dhepd, #iEIA:

[root@lib1 root] # /usr/sbin/dhcpd ethl

2. BE RN

DHCP ERIA AL & SCF & /ete/dhepd.conf, &2 — N H F R R E S, &
R C IESHEREFREE, HSEREHERREIMER, SHEREEESF
DHCPD W44 S4$, 2 ta). M3c. DNS 25, iy 75 815 A) W) FH SR /N 28 (46 5,
KAWL L, BERAEAE P IP bk, 24t ASHAL - AFNE. SHGE
A N AR HES HOE A IR TIER), X B H dhepd.conf Bt & SO H i H A B T8
g .

(1) FrESHRER) SETRIER)

DHCP AL & BRI WEK 1-2 .

. BEFITSZEING
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#* 1-2 DCHP B.&iEfl

£ ERRR D 5S8R

ddns-update-style type 57 DNS #7750, &S ¥4 5%: ad-hoc. interim. none

frE BOAFHLIRS (], XML time JELLRP M 80010 . W15 DHCP %

23 default-lease-time time JEVE R — ML B A i e AL IR SR st ), FLZ B () st 2 BR AL
i 2yt i)
z o B QLI R, 4015 DHCP 75 iR AL 1] B 2 AR R LA 2K
B Rt R sk, WAL
% Hardware hardware-type TRU Y B RE R OV SRR BE A kb . BB b el 6 4 8 AL Z4LRIAR,
# | hardware-address A 8 fEZHLA “: 7 B@JF. W 00: 00: E8: IB: 54: 97
ﬁj server-name "name" JH 35 S0 o B R IR 55 2% (1) 44 7

dativess i s adbiass .. | M FRE —AEEA 1P #ulik4y—A> DHCP %/, JAgHH AL host

R

option subnet-mask mask DHCP R BCE AL, REFREAINHTHEE W
%k option broadcast-address /P #i1f DHCP R ACE #hbie s, REFBEaTNHFHRAE N b
i option routers IP #41 [7 I, DHCP IR&BCHE M X (FH) HihbEI, of&E4
ES . ) DHCP flk %5 fid & DNS iR 2% #utik, wf N TR %K/ 0w, i
" option domain-name-servers IP #fi £4
) option domain-name “csai.cn” DHCP MR BCEB A RS, TN THf% i

option host-name string LEPIREFNA, string B NFRH

(2) FHIKER

share-network &)

shared-network name {
[ 24
[ A8

}

share-network & A 175 JF DHCP AR5 28548 1P v WL R L= M — AN
2RI ARAT—ANESL Y EE R 2% B () T P ER A Z0AE  share-network &R R . 4 J& T
HFMEBERE P BN, ¥3KE1E share-network 5 A) P E IS H, BRIFIX S H
subnet BX host BHISEHE .

Bihn, AT B M4 145.252.0.0, AE BT A $RIFETM 145.252.1.0
B, MDA 255.255.255.0, XEFMS KR 841, EHLSHHA 847, HWEIEIT A
2K, BT 254 N, WIELEFERX A E LS 2 A 8 ALHERS T,
TIX PSR AER— M FEMN L ). share-network i&A) 1T :

shared-network sharel {
subnet 145.252.1.0 netmask 255.255.255.0 {
range 145.252.1.10 145.252.1.253;

}

# sharel XERILEMEL.

subnet 145.252.2.0 netmask 255.255.255.0 {
range 145.252.2.10 145.252.1.253;

}
}

ZmEiH. BEFEITSZEING
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® subnet iEA]

subnet subnet-number netmask netmask {

[ 2# )

[ A4 1

}

subnet &) F T B —A 1P Hbb RSB Ti% 7™, Wel s e 8 T %M 1P
Hohb e, WRLERTDLEh S SRS R, XL [P Hubk L 207E range 7B HL IR & .
subnet-number AJ LA TP Huhik sk GE AR HT 21X A1 P 1+ ™ S 13k 4 « netmask A& ¥
™. 0.

subnet 192.168.0.1 netmask 255.255.255.0 { # T AHFIHE

range 192.168.1.10 192.168.1.100; # MAEWEE

range 192.168.1.150 192.168.1.200; # HMUBBH
}

X B BC B A% o iF DHCP iRk 55 2% 4 Aic P9 Be o hik o [ 45 DHCP % /7,
192.168.1.10~192.168.1.100 F1 192.168.1.150~192.168.1.200. Al 55 2% & 1% N1 (12 ¥4
DHCP &/ Hl: FMHEME 255.255.255.0, J #EHuhk/2 192.168.1.255, BRIAM K2
192.168.1.1, DNS & 192.168.1.1.

® range 5]

range [ dynamic-bootp ] low-address [ high-address];

AR —ANE SR IP Hohk i) subnet iEA)H, F/EH A range iE7), H
KAIGHEDECH IP bk Va . R TEE —NEACH) IP Mk, & k43 AT LA
HEE

e host iEH)

host 18R] FI1E 2 % E 1% HLER M 2% 45 B

host hostname |{

[ 2% ]

[ A8 )

}

Bian, an A — & 4k WebServer () A5 € & 5€ i TP Hulik, WIAT LL7E dhepd.conf
AR ER Nt R E A

host WebServer ({

hardware ethernet 08: 00: 00: 4c: 58: 23;

# FEE PP F B RBEEH A

fixed-address 192.168.1.210;

# [BE 1P, XEHFmSBHSZHEE

}

e group 5]

group WERJIVEH 4G — A5 RS H

group {

[ 24

Zmgt. BEFEITSZEMS
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[ A8

}

e allow Al deny &%)

allow 1 deny i&H) HIk#=#] DHCPD X1 %& /7 fiFK. EAMIABH A aTExEs,
unknown-clients <8 71 bootp K5 .

allow [ unknown-clients | bootp ];

deny [ unknown-clients | bootp 1;

allow unknown-clients 2 DHCPD A K AM X A S E IP, 1 deny
unknown-clients A V. REAEERINZE allow. bootp X FH5H] DHCPD & & Wi
bootp £, BRIAEARFHI.

3. dhcpd.leases TR

dhepd.leases {72 DHCP % 7 #1838 B S, BRA H 5% h/var/state/dhep/,
NFAEMAEY], R MEAPERE. ERERE, BRI E SR B
IR

Lease ip-address { statements... }

M EREE MRS E S IP i, ERFESEAIEANEE —SHAFE.
HARRFMAME RRE S &K AN ) DHCP &K A 251 .

#il4n, 7EFEHL CSAI_USER 3k73#£y)5, DHCPD & 7E dhep.leases B & —4%ic3%:

lease 192.168.1.100 {

starts 1 2000/05/15 13: 36: 42 ;

ends 1 2000/05/15 21: 36: 42 ;

hardware ethernet 00: 00: 21: 4e: 3f: 58 ;

uid 01; 00: 00: 21: 4e: 3f: 58 ;

client-hostname "CSAI USER" ;

}

L bt DHCPD % FIACE , 7E 565 N F DHCP W B2 % 18 1P 43 AL () — LL 50 1)
B, RN ORI R 2% e, AR /DB P S DHCP ks8R LIE, R —&
TR, BRI LA4k8h DHCP %/ k%5 . R0, H AT DHCP B 3 A figi
P& DHCP g5 2% 03 [A TAERINLE], ASBEORUE S AL bR ME—4E, BT LUX P & DHCP
k55 2% HL A AT 23 B ik 25 (A A A3 AT 2, ARe A8 NEE M IP Hilk.

1.2.4 DNS REB2SiCE

BIND FRA##FEF (resolver) , ‘B 4G BRKAH, BiXRGERBKEARK
%#%, JFiR[A] DNS frifj4gt . BIND 579322 named 1],
3 FhAEEA BIND B BEAFR45T0 1 -
e [iiE BIND ##:f2)¥.
e fit'®E BIND 14 R4 .
o VRS BMEARE A, A XM (zone file) 7 . “XICHE” RIGEEK
P PESCAE, RREE B SC PR E S BINES .

g, BEFEITSZEING
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1. host.conf JC{-E4T

Jetc/host.conf & FH R4 il A< HuHE B R P (K SCAF UL o ST o VR A 3R P A5 AT
BofR 4, BT AMUFBEAT . 2SI FBOT U SR R R AT . 74T “#7 &
ZNERAT . WK 1-3 Fr7n K2 AT AE host.conf A AE I -

% 1-3 /etc/host.conf T 4BYED B £ IR

% I : A

1R & BB RGBT K 22 R8N R () 28 FRENTHLE] . $450 IR SR ZEA T HR s IR AR &5« 32
R TR FRENTHLS:
order hosts i i i 7y 4k A<t /etc/hosts SUA K ARMT & F

bind i} DNS 344 iR 55 28 K 4T 4

nis {F /T R4&ME BIRS (NIS) hSCRAENT EHLE F

L off #l on A B (. 5 host Ay —#L A, FRHE — & EHE L etc/hosts SLIFHTRE
T EA 1P bkt

L SR T390 1) A A 4t A S O R VS RC A 04GR [0 1 btk A T A AT LA A B s
PRE WKL AHAC . A T Bk “ % 1P shbik, JEid455E nospoof on 3K L VFIXFl L fiE
alert UL off fl on HZ%. WRFTH, AEAAEGREL IP Huht (K47 h #RiH L syslog T H T id %

LA S {E/etc/hosts TPA KL F0T, trim MIBRIXAMEL, FURHEEEA E L& e
/etc/host.conf ] AN i 354

T HEXANMF 2 F L ete/host.conf XA -

# /etc/host.conf

# We have named running, but no NIS (yet)
order bind hosts

# Allow multiple addrs

multi on ‘

# Guard against spoof attempts

nospoof on

# Trim local domain (not really necessary)

multi

nospoof

trim

trim csai.cn.

AL H T csaion FIBFIMTEFICE. ZMITRTF B LMEH] DNS, &
Ja 1 il /etc/hosts SCAFE R EHLAL . TEREHT B HR P45 2 A H/etc/hosts U — A ATEEM
EF. WR b T A REA A R4 RS 25, FATE AT LAE A ERL SO 51 KA
LEHA,

2. resolv.conf X 4Rt
Jetc/resolv.conf L & HRLL FH1 & DNS AR %5 2% . 7F /etc/resov.conf H i FH ) dr 4,
HERFLHMER, H— KA ZHF nameserver A domain PR 4 .

(1) nameserver Jil

nameserver JEIH TAR R AT A ) DNS k%5238, BEL W E 3 K. X84 RS
BRI AP UF AT EWR), MREEERE A IRE BN, stk
ZREBERH T MRS, HRIFTA RS 2RA5EH 1L BT /etc/resolv.conf LA+ 1
BT 3 ALULERESARS RS, A, BMERT 3 MRS S[EER AN EHIER, Linux

ZmtErl. BEFITSZEINS
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WAL EE KRG HFIRS S Fr CARA TN 20K B vl SE I 44 AR 55 28 B FE e 1T, U@
TEE W AR .

(2) domain il

domain T K& X BRI A (BN RIS ) o HHEFSBRIANRL EET
A R BN G

BATAT LA A R resolv.conf 4.

# /etc/resolv.conf

# Our domain

domain csai.cn
nameserver 191.72.1.1

fEizfls, #id domain fREBRINTNIRS, FHHIH—ANH F#EHT VLKL
AR4s as kbl . B BEA (] search TS & AT T
3. BEHZREES

7F Linux 354 R4 & named “FHBEFERBATHI, 1Z%iEFE M/etc/named.boot
A HIREE o 5 BAK AL B 4 TP Hudk.

12T named, REHIA T H a4 :

# /etc/rc.d/init.d/named start

BARERFE PR E L FHE N ECE S, HRAERE named FFHIEF 243
4, —¥%E named At & XHFWE 1-4 Fin.

% 1-4 named BCE 34

EEXH |
I—— Viﬁ—ﬂiiﬂ‘] named ¥, 7% ST BB ARG B UE, XRE AT LLR AR
B EGERE RS A
named.ca TR R AR 28
named.local P16 4<% e Bl it
named.hosts LA h TP Hiht
named.rev FIF R . K 1P shhk s 2 E B4 i X o

named.conf SCHEFE R/, R L35 DNS 5 BERE R . HREyi g4
HSCAH,  IHAth D) R s e Al 4% 2 1 S04
2 1-5 HEFH5 T named.conf SO 43 H 1 &% FPic B A .

% 1-5 named.conf X489 EC B 1EIR
% I i BB
Directory 852 DNS XHFTEM H %o afLERFAMET, UIRELMARRKHR. oL HIXEH
A KK SRR 4

PL— A4 T — AN S04 S 8. TR 5 W) named %R & R E A EHIB, I H named M
e M IX s #ds B

4 named BV FHERFHER U—NEEH N2 ASE. BaEER “.” B, BE
RS HE — SRR N IR 23R 05k, IXHE R A T IR A RS 88 1015 &

Master

Hint

ZmE. BEFTSSHIMS
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gx
i | g
Hosmazdioes =ML RFHBIOFTIREASE . SURAMRL RS S WREARMNE KA ME B b
Bttt AR T b AR 55 AR AT AR AT
dions TEAHIRA R 55 8 AR — N AR AR S5 8% o WSRES T URIE T, T8 2 At ik 55 2% it i A il i s )

EXURARNT DNS 4. & R0 R84S Forwarders EI54 751 H AR 45 88 () — A

fic & named.conf 3442 FH R 75 B 3 44 AR 45 25 1) Cache U IF 2 n) figé b X 4 S 44
HIZFREENE . W B4 RSE 2 LB E], B3 T A i &
BB ZMAEZ A 5E o
4. BESREFRS R

FLEMEEEE RS SSRMH, {H%04H named.conf A1 named.ca X, 1

EH % named.local 3. N2 TMEmIE S A ARSS 2% 1) named.conf U511,
AL “n” TR REFR.

options ({
directory "/var/named";

)
//485€ named M /var/named H3 FiEE DNS 4 X, XA EEREFYIR
/ /B FALUREMBF, B—BERH/var/named/named. ca.
zone "." {
type hint;
file "named.ca";
}s
//485€ named M named.ca XHFIHRE “B” RS SHHE,
zone "0.0.127.in-addr.arpa" ({
type master;
file "named.local";
}s
//¥&5%€ named /64 127.0.0.0 MBI % FRF %%, named.local XHHREET
/7K 127.0. 0. *HibEBPRAZ M (127.0.0 MIBLR loopback Hilit) .

FHARTE L H - type hint iIBAJFREMHE A ME S E SRS R, RF
TE¥A master Ml slave IBRJELL T, ARefEElAy S EEZHFRLE .
5. FRF[BHESE

A FE AR S5 25 ) named.conf U1 .

options {
directory "/var/named";

i
zone: N |

type hint;
file "named.ca";

g, BOFITSZEING:
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zone "csai.cn"{
type master;
file "named.hosts";
P
/ /B csai.cn 4K DNS B#EFF/MHAE /var /named/ named.hosts H.

zone "0.0.127.in-addr.arpa" {
type master;
file "named.local”;

}s

zone "72.191.in-addr.arpa"{
type master;
file "named.rev";
}s
/ /46 58 R 1) A AT DX 3 R I 1) DX SR S 4

6. HBIARSF/MEE

N1 named.conf X, FTLAH THECE csai.on K14 B AR S5 25 -

options ({
directory "/var/named";
Je
zone " " {
type hint;
file "named.ca";
}s
zone "0.0.127.in-addr.arpa" {
type master;
file "named.local";
}s
zone "csai.cn"{
type slave;
file "named.hosts";
masters { 191.72.1.3; };
¥s
//%VF named M TP HihE% 191.72.1.3 MRS TH csai.on WELER, 3#
/1 BB BEARAFAE /var /named/named . hosts X,
zone "72.191.in-addr.arpa”{
type slave;
file "named.rev";
masters {191.72.1.3; };
s
[ /RN ZAHRS BB R MK 72.191 . in-addr.arpa B—PHBIIRS 2, E
/1 EEBRBHEBEMN 191.72.1.3 PTFR. EZRABHBBEFHEAE named. rev o

Emgit. BEFEITSSHIM%



