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FOREWORD

| am very pleased to provide a Foreword and recommendation for this excellent new introduc-
tory book on ZigBee based wireless sensor networks. ZigBee Wireless Technology is emerging
as the leading method for implementing low-cost, low-data rate, short-range wireless net-
works with extended battery life for use in creating the “Internet of Things”. These standards
are produced by the ZigBee Alliance which is a global association of companies working to-
gether to enable reliable, cost effective, low-power, wirelessly networked, monitoring and
control products based on open global standards. These standards are finding applications in a
wide variety of things from Consumer Electronics, Healthcare, and Telecom Services to the
Smart Grid. This book addresses this need with a concise introduction and tutorial on ZigBee
technology.

What makes this book special is the fact that it is the first book written by Chinese authors
who were directly involved in the development of the standards. It is written from the point
of view of the system architect rather than a product developer. It provides a complete pic-
ture of ZigBee wireless networking, from the IEEE 802.15.4 Medium Access Control (MAC)
and Radio Frequency (RF) Physical layer (PHY} up to the application layer development and
gateways. The book is very well organized and the materials are easy to follow. All the
terms, charts and figures in the book are drawn from original ZigBee material.

This book serves as a great introduction for the Chinese audience to IEEE 802.15. 4, the Zig-
Bee standards and their applications and how they are evolving to meet the needs of tomor-
row. Just as importantly, the content is sufficiently thorough to provide deep understanding
of the practical architectural considerations of implementing any size ZigBee wireless net-
work.

In short, | recommend this book to anyone in China who is interested in having a basic under-
standing of the principals and applications of ZigBee for low-power, low data rate wireless
networking and how it may be used in the “Internet of Things”

Dr. Bob Heile
Chairman of the ZigBee Alliance



2006 FAIE URAERYHE — KRS m ZigBee RA X NN H K, BENWE
EEABTFAANIGHRBHRFAKTEFAAE FHYHERLRSER
WG RAHEELFLEAT AP REHERL IV E2000FRANKER
WP AR E -NICGHEL  XLELINE-N3GEE. ERS 3G K
BREERHRIEAARETIGCHLRETH 2CHEA T HAF R . EEHFE
W $ZEHZETHE ANRERFEAWERTREALERE, FIL LR &L
BREVPEANEHE IR, FRECELAGCGHHFLSREAREERALRF
EHSWEENA,

B4 ERFREEHEEATU LA T — 4 4 3 M (Internet of Things) 8 # %
WE FRATFHLTHHERIARNENG K. ZigBee Bk B & 3L T 2002 £, A%
MANREEAFTNBKBEBZER 300 KRR BN, ALK T #) X T IEEE
802.15. A WA B AL BERARML A TR L, WE T 2004 4§ — 3K ZigBee/
IEEE 802. 15. 4 S A EA B A T AL ERBHERERBHN AR, FARK
AR THEIOENBEAEE— R HEEXTLHAMESH g 48 W& %
ERTHE,

2010 ERAHAAFENDHER U TE, RS LAEBRANTRANRE
BHFERERANBEHRNZEWNE —AFXEEFAL, —MNFHEEF
Eiy3C A E2BRAE2ET,.AHBTEZ WL % HEAE (backhauD) 3 F 7
UREHRERSBMELRERNERBWNENARNE, L 3G Y HM RS
AREWAEHRE ZigBee IREWTEERBNE WRET 551 Zig-
Bee HAMAMAKEEURBANLNEAKRENE. KANWEERH b
ERYBRELEBORAET ARAFRAARRE - NEANEHBANBEASE

#, M5k T ZigBee R AR BN AR AR F A BKE . F B KF o FA 5
a1 -



REb e L EEMB U AEHBE T ZigBee REWE F /A5 T i
HEBITE HMRESE BN W EXRFE -,

EXAFHRNBSHBEFRIATRNAEREN AR EEN A B, K
HMAmZigBee RUK R WA ETEANMA B NARERBITTINH, Bt
R Wb R B oK W0 42 H 4T . ZigBee B B F & Bob Heile ¥ + W T A % 8,
HREBANAXBETEZTHTTACFR A RETER AN ERNREZE .
Bob Heile # +# 4 B Frtf B W K A B & K N ZigBee H AW E —KE 7w
XBEEFRETRANIE. FLEFWHRETHENEARARFENER
ZigBee T &R BN LT AF mZ M, UG T UKLk E ZigBee B H 3£ fi
EEEHHNEAREN.

APHHBBAT LR AFHBEERN AL XF AL —FRTRH.

MTHEAAEZEAL, IR IZ 24 . EFEL . BETREM AE#H
#iFHE IE

mEE



15 REEBBMEHR

1.1 TR IE IR R LEF veerroreererrsrenmnernr et i eanaessnnnn s e as
1.2 RIS TIZGHR L covvereervrarsereene sttt s st s s e
1.3 TR AEIBEBE PR N ] wreeereerennroneerennoneansiassesinsire st sesereesans e e
1.4 TSR R ZRARIETIAR v ererrererreronrarsrnesinrer et s res e s e e e
H2E ZigBee ISR oo
2.1 ZigBee ZHERBL -vvcevrrrore e
2.2 ZigBee FRIEPR IR -rrceerrmomr e e e
2.3 ZigBee i ARIRI <o ocv oot ien e e
2.4 ZigBee PATEFTRR ovreverrerenrmer it s s

$3E IEEE 802.15.4 {54

3.3 MAC R errrreinemieeneens

oW w oW w oW w
00 N O U W NN

. 3.

NN N NN
00 00 NN O B =
N W N N N N

(10)
(12)
(14)

MAGC 2 HIIZERE  -ovooveerrersmnersomrrencs sinsenaesee it easseeteere s
’%‘Z‘LEEA e
P25 B L LG R +vvveeveemesmee seneeeene sanee et s e e e
iﬁ{%‘ﬁﬁ e te e s aeueni et eresea s atesen taeaes oasbataasaasant ettt ataasnan
RED [T EE vvvvvvverrrreeeermnerssmnersanitneniisne i nnneesnns
3.4.1 {E&ﬁﬁﬁz‘;mﬁﬁ% S T T
3.4.2 DHEFIEE WPAN ERVE «ooveerervrrennomnmminennen

(16)

- (17)

17)
22)
(24)

(28)
(30)

- (33)
. (47)

(62)
(67)
(67)

- (72)

(73)

s (73D
- (739

(73)



3.
3.
HaE
4.
4.

4
4
4
4.
4
4
4

4.

5.1 FEFIMEZE «ooverreenremerenreennnans e tee e e e

5.1.1 ZigBee REFFFHE co-orvvererreemmiee e

5.1.2 ZigBee HEIRAF «vocveoremmrmemrii
5.1.3 ZigBee B AF BRI v

5.2 RIAAXETIR(APS) recverrremireenininn .

5
.6
.7

8

9

5
6

1
2

3.4.4 BEFBIEFEF R oo
ZigBee Xt IR RF M BIELLE oo oeererrrrrmsmr i e
R IR oo e

R =

P48 B SL 5 44 -

£.2.1 FESEILE oevernreoneensrmeitieieeee ittt e e e e st e e e e e
4.2.2 FNATHLE oeverereeriereeeeneiiiiiee st se e e s e s et e e ae s e ra en e

4.2.3 PEBFMNLE -
4.2.4 FHEHRES -
4.3.1 WEHH -
4.3.2 FEYLSRMLE -

3| —Hdh -

e dk e
o e e
S UL A~ W N =

ik -

PAN tRiR s &
(EEaY %Rl IK- 82 I

12 fRINFEHE
585 NAE

5.2.1 APSWi&# ----

TR v vvevereorneeressoerneens serseet e e sttt e e
SKBB AT L BEEHY v vveveererereen eomnne o sueterantsee e st e
B F A JE BB SR wvvvevereevrnsenrnncosent et e ae sttt
PN @ 10 [ D)
<o (109)
e (112)
- (114)
. N @ S D)
10 PIZBERBHEAFHE  ooevererrnr e e ter e e s e s e
A1 RS AR A M R R

Wj—ﬁ}:ﬁﬁﬁ{n teeeisstrasesrr e rer v anaanen

- (74)
- (74)
- (74)
- (76)
- (76)
< (77
- (78)

(79)

< (87)
- (89)
- (90)
- (91)
- (92)
- (93)

(94)

C(94)
ceene (102)
- (104)

(105)
(105)

(118)

« (121D
- (123)
e (124)
- (124)
- (124)
- (126)
- (129)
< (129)
- (129



5.3

5.4

Fo6H
6.1

6.2
6.3

6.4

2718
7.1

5. 2.2 BB coeereereurenene e s s e en et et e e ere s e
5.2.3 [ FJEHEE «orvernerner i et ete e e e e et e e e s e e
5. 2.4 A3 FRILE] «overeereeereennennennennen st et st e s
5.2.5 APSBUIEHRL --eooerenrereserereeerssnnnnssnneansesisesens

5.2.6 APS B{EH - e N

RERNMH TR -
MR e e

HEEH -

SIS S S IS BT B
ﬂoucnu;wm»—t

BER ooeeees

6.1.1 ETFREM —BLEE orenrrnrrcrmeneneinennns
6.1.2 RIAHINURBIZE A v rveererrerrssrermssesnrnneanseansnes
6.1.3 ﬁﬁ¢@HWWWWWMWNNMWWWWNWWNWHN

Mg REE -
BRAERE -

wmHAEH -

<SR- - R~ R~
W oW W w W
1 Y JU R Ry

3.6 BEAY eveeees

ZigBee PRO Hl ZigBee EQ}%)‘;EE&JE%“
ZigBee R ereeeernenen Ceeeas

RIBFFIR K -

7. 1,1 ZigBee W]ﬁ‘r ssssas sasaenaerensanan
7.1.2  ZigBee R sorereseesesereenrsasentins et et s e e s

WHERAMBSE KA -

- = PP PP P PP
RENEEEH - s e ere e —n

ZDO BB - e e aeean
Z:r]¥¥EE§§ZEf“FHf=ﬂ§E§5U et ereerenearaeaen
ZigBee TE e veennrnenniieei i

PR MmE MR -

7.1.3 FAFFIREMIK B oeeeee et eteeeeeeeeeereaeeare e ———
7.2 PURRELFEIG b wvereeereeseorrnssnsnserm e st st et e s e s

7.3 FEHBBA oo

- (130D
- (132)
e (133)
- (137)

- (138)

- (140)
-+ (140)
- (140)
- (145)
- (149)
- (159)
- (161)
- (162)

- (163)

- (164)
ceees (164)
- (164)

- (165)

- (166)

e (166)
- (170)
e (170D
P G 140D

FEAAG T coeereree e e e e
i{z‘;ﬂﬁ[{ T

(175)
(178)

e (180)
- (181)
-+ (181)
- (183)
- (183)
- (183)

(184)

- (184)

(185)

- (186)



$RE ZigBee WEATE

. 2.

gl o W N

2
2
2.
2

@ 0 90 ® 0 ®

9B ZigBee hi iR

9.1 ZigBee PhARBITEHE -7 -orerevre e
9.1.1 ﬂ&;b*ﬁ&gga.“.n.u.".u.“.“.“.“.“.”.".".“.n.".“.u.”.”.”.”

9.2 ZigBee RF4ACE

9.2.2 RFACE il

9.2.3 REFEIA ooeereee e

9.3 HT IP IR

M?ﬁizK Ccm&*;gﬁg.“.“.“.u.”.“.“u.“.“.”.“.n.“.“.u.".“.u.

MEB REFHBR
B3

P @ 11D
8.1 FHIRRIFI TR oo i e

8.1.1 RFHTFEEBIHZ -rvvrrrrrerre it
8.2 AR TEANLR oo s
EE.{%!H(%
8.3 zﬁgBeeﬁggg.“.“.n.n.".".n.“.".“.”.“.n.“.n.".“.”.”.“.“.“.“.n.n

8.3.1 FEFHGE ML cveeerenrmeemmnrir i e

8.3.2 HEBEABYFE oo rrrrrreme e
- (225)
. (225)

(189)
(189)
(190>
(190)
(190)
(192)
(196)
(198)
(199)
(200>
(200)
(200)
(2125

(225)

- (228)
N € 71D

0.2.1 BB B oo e e s e
e (229D
- (234)
- (235
e (237)
- (239
e (244)

(229)



915 Jolefh A g LA

FERBEEARRBRIS K, B LRI ANEHEFE PRI BT TR, A
MEMBS AN IEI. A NS A FZRROFIN . BREELREGFHEAMARR=R. —
FHE.BEEANABENZEHT BAMEA ASAZHANEGEHES T AMMMEREHEX
TRAMOYBEFOBRAFTREEEE U HFEANEGEREBREANLEESY
TR A 08 B B B2, DA 3E BE AL 8% 5 AL 8% (Machine-to-Machine) 2 @] f1 A 5 #1 2%
(Human-to-Machine) Z [ E N EEH AR, F—FHmE .EMEMABHEEEUNA
FERTHHNBERRHRS, BEBRLZ M S EEZEFER B M TEE, XFEG
BEEFARNSS, EFEREHFHIHE T AR, XREVZBVBRERFRRE.
HTHEBERMAZIMBELURNBZINENEFTE R FHWOHIE G NECBAEM T
WREXEHMNATERAE W . AEEETENER AR TR EEMNERNEERERN
HFE, ERERBMERRBIBETET

TRERBNEALAGE -MBFRNTREENE, CRAKNETEER S KM LLE
ERER DR AE AKX A, W2 E T A AEEAES AR ERE R BT TLE K
(RIOEXHE . BUWOREIBRANBRBEEFERE N X, XEYHEBHEATLEN2
£ 4 (TDMA) , 7] DA RS 4> £ 4k (CDMA) , K Z R IEXF A+ E FH (OFDM), 58318
FREMBRKEZJINETERHEEASEY RYEMT R — 45 E, B E . ER . EF
L MARBEFINEAFERHES HE . WMESE. ANEKMMAERELREREN
FHR-ITEEHONEERR, HENTRANE—E, AR ST EAR G TIREL .

BTRAZFE I BLEREMEMIERSEH MERES NASILFEHNBEE
BHE AR R,

1.1 ELERENMBEREN

TFCLR M A% P45 B DG 15 P 28 7= A2 JF WAL T R B — R AR BRIE 78 HIK R 45 N2
#B SRR BEENENEH KR TERBIMETSOERATETERMENER
., REREFHUEY BENIAEFNENERHRLRS ME 1-1 Fix.,

M B RS RRERRME BRI NES R 3 ML KRB MR BT PI%
FR 4> AL 55 B PR IR A



BAIAE
g gel
R &)
H&giit

BREE
vdi:Ec ]

S R g% BT Mm% b S E T R
Bl RREREMSHNEAKREN

(1) % it Jm 358 ) 4

RigRBMNERLZERBENERNEENARR S L EK N TFTHMEEREN
BThee. BRACHE(S M 4 B & 3 (terminal) £ 38 X 228 5 i A 4 &L, B A8 W
B EEEE BIEFERAET T STEILNE FRE PR, XSRS G 6 &8
REMNEFUEMAF,., IBEELEHXRRBE - TTRORELE, B ALNEREMN%
(terminal-side local network) Ml & R LR E RB N AN AP E—TM B ENESR
EXRENTRRFZEL AHLWEAERE—EIFELT I HE I Nk (gateway) 5
FTHEfFMEMHER. EANERRENETEGNENARE -BHESEH—124
M. BEANRMAHF IR BT EISRAME T FILZ I K — A& 5% = 38 0 4, Xt
FRET B EREERLEIRSEWIRNL , Kb FE &8 B TR EXBKI T L.

EEEBBENENA DB E T EE B SLER A Bt P4 S MM EX L
MEg4AR.efIZREdXRBGEISERBEERH N EEE B RIERN &
MR B REILEMNIIEE, B WK L E 58 0 a5 IEEE 802. 11(WiFD) .15 7 fI
IEEE 802.15.4 %, IEEE 802. 11 M FHE LB RBMWE A, HH LTS IEEE
802.15. 4 EAEFMEARAKE A HEESE 2 ENAFEERBEN —BREEMR, B2
BEHIGX BN EMSE R XU LRI, BRTLL IEEE 802.15. 4 XEKEH R L LS
BREBEREDVEAER £, B A E L KR ZigBee BRI FF R #Y ZigBee RFIM I, = HHILE 3
EELEES TS ERFAN BRI THERERES TEAERTE.

{H 150 B AR, 1 2 SCHK 38 T O 2R 1% B 88 ) 4% 1 e S A B i 2 48 X N 405 2 18 )
KA. RBPMEFEI R, TRERENEEET XHEEHE ARG T &4
BN L ROl S E IR, FEA B SCTER IR B, 2R3 R 4 00 4% 0 B PR AR 0 2R 15 IR AR
S CRRAE” e AR BB

()BT &5 M 4%



