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FOREWORD

As semiconductor technology continues to progress toward higher integration and
greater density, system design becomes much more challenging as designers must
contend with the increasing variability and reliability threats. The threats arise
from a variety of sources, including silicon defects, noise effects, process varia-
tion, design errors, as well as in-field failure sources such as infant mortality,
soft errors, silicon aging, and electro-migration. To sustain further scaling and
support tera-scale integration, future systems must be designed with sufficient

robustness to address such quality and reliability concerns.

Errors and faults in a system could be either permanent (hard errors) or transient
(soft errors). Even for consumer electronics, built-in mechanisms such as recon-
figuration and redundancy, either to self-recover from or to tolerate errors, will
soon become the only solutions, to ensure sufficient system yield and reliability.
Reconfiguration, done either statistically or dynamically, could be an effective
solution to fixing the hard errors. To support reconfigurability, the design must
be self-testable and self-diagnosable, to the right level of diagnosis resolution, to
automatically identify the failed components before self-reconfiguration can take
place. For static reconfiguration, off-line self-test and self-diagnosis will be sulfi-
cient, To support dynamic reconfiguration, the design must have on-line self-test
and diagnosis capabilities to detect and identify failures when a system is operat-
ing. Redundancy, which is a fundamental technique to address transient errors,
can be generally categorized into three types: (Dhardware redundancy such as
the classical N-tuple modular redundancy (NMR); @time redundancy such as
recomputation in time; Qinformation redundancy by adding redundant informa-
tion to the original data, such as error-correcting codes. Each type of reconfigu-
ration schemes and redundancies, or the mixture of them in each unique way,
protects the systems from certain kinds of reliability threats, and has different
cost implications too. Customizing and tuning the solutions to counter-attack the

most likely threats at the lowest cost is the name of the game.

While fault tolerant design has been studied for more than 30 years and employed
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in many high-end and safety-critical systems, existing fault tolerance techniques
are still too expensive for today’s consumer applications. Many of the classical
solutions also lack the resiliency necessary to deal with some of the modern quali-
ty and reliability threats for monster VLSI chips. The need for low-cost fault tol-
erance solutions continues to offer new research opportunities and has drawn

many young research talents to join this growing field.

Researchers at the Institute of Computing Technology of Chinese Academy of
Sciences have been actively addressing some of the challenges in this area. Since
2004, this group of researchers has successfully developed several innovative so-
lutions and published a number of original results on fault tolerant design for em-
bedded memory, multi-core processors, and network-on-a-chip (NoC) systems.
This book gives an in-depth coverage of their results with a thorough introduction
to the motivations and problem definitions, a comprehensive survey of the cur-
rent art, the key ideas behind their proposed solutions, descriptions of the exper-
imental validation, and their applications to modern systems. It’s commendable
that the authors have done a superb job in producing this self-contained and easy-
to-read book with a coherent treatment of a broad range of topics. The particular
focuses on embedded memory, multi-core processors, and NoCs are excellent
choices as they are among the most commonly used components and cover key as-

pects of storage, computing and communications,

We can foresee that error resilient design will continue to be a popular focus of
systems design research for the next several years. We can also predict that the
development of error detection, tolerance, correction, recovery, and repair tech-
nologies to support error resilient design will soon reach maturity for mainstream
deployment in next-generation system chips. The publication of this book is
timely and serves very well in the role of motivating and educating graduate
students, engineers, and researchers to gain the required knowledge and obtain

better insight into this subject of growing importance.

Kwang-Ting (Tim) Cheng (¥ #3£)
Univ. of California, Santa Barbara
October 31, 2010
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Bl BE IR E AR AL » o0 B R AE ROT st — 24 LBl 48/, R 36 i AR s+
{2 R (transistor) B RCA T B8, S04 80 Ha e A AUASE AP BB R T 4R 5, D 1B
BATHAHMIHERE S . BFERRENTLE—FDIEER— 1, T2 st
PHAS TEAEAS B S S AL HAR L N 4B 1551 28 5658 1 DU 3 UE 1) S A B RUAE —
WA B MR— BN ARS. BE R ERTREE B UZEE B AR I, B
ARG S RE RO ARER , B 2 ORI, AT AR AR R T EZ2ABEER.

TR IIE|, R AT ST RE A R RE R RIS, AN 24 FIPE K
B R AR EWRTIEZHR, K E4MSERERBEN T . HklES
B TSR IRZE SRR RN %5 & S S8 B BUE AR B s Bk
TR KA R AL 2T B I 2 7 2 e ) M (K WL R R W s R R 1 e PR
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TR MIMLEs 530 B e v R A W R AR R s . 38 ) AN I8 I, % 8 Y T S PR 7 3
Jri (sS40 B A R R B M0 RN S5 B R X LA S . AR 7 R PR
(manufacturing defect) S H 8 UL R (yield) AT F &, &1k (wear-out) 545
R (soft error) \ LZMAREHE G WARCEANEF, .5 WAHR
TR A 5 B B R e R BB VIR R 2 — . KBB4 B B T
TEREHB R RLERHE H B E (self-repair, SR) J7#5, M 5585 B B
B PRARHAS , 1SR T 5 R RE AT FI A R 4%

1.1.1 HFEM BRI TR ERR

BRI E RS RRANE, TERENH - FILAHEE
A RBOE A RIS R RS B3 SRS I AR B T s ph R
RFARFM I A RERNHA.

DN Va3

B FREIZMTEBEATEERTERN, & B T BEAETE AT 6B . AT 2
BUHE R A A R 7 AR R o TIX TR e BT ROk UL, —
B B BRI E RO T IBRG . BEE T 2K HARWTHE , 5 i e i Bk
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B F (defect density) , BIBAA7 S A AR & B HBEE B ALK FFRE. ban, &
it AR E A AP AR BB R B B i D BRBEEE . AT, T RST 48 /NS
A EBRAETY K, H506 5 LR EERF 50 B FE BT HB S K, AT =
T O BRMARA TR, BN, 7£ 180nm T FH—N/NBEAESBUE R K
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ANRSE R SR BB A AN /N B Ba R & AR B R B, AT S BGS B R R . X
WA 20 F AR AWM ER , MR KNS &5 H B2k,
IE#H TEMMRES KKK . BRtREAHEES DR, TR TR, S A
FAARE K, #ln IBM 1) Cell AFRASA0:E 5 EFA 235mm” (90nm T2 , i H A
M RA 10%6~20%, PRE T ZME R ERE TERWRITZE, N
M P REEE AL W, BRI BB T3 0l 1 2 AR 490 3G 1 B & R[] J
B R SR AS 0 P BB RN ZIRE BN IR T L —F84% .

2) TZw#E

T Z k= (process variation) f&—AN kil BT Al d & A8 b Sk K B ]
B, W& LWL, SIRE RSB S0 AGURBR, XS4 HldE g,
ME LA 3 S AR AT R b . BRI Z R T RE R E —IN A B
AEERGY A RS LA SRS M e B R = R K22 57, L
AR LM TR, FEHITHZL, b T REE MR B 28506 R ATH R
Sf, XEARAEZ BRI RS EEER, FKR—S A EARREIEZ B ferE 2
S, INRHENE B, W — RIS R Z Rt A e 2 R . EANE R A b Bk
(complementary metal oxide semiconductor, CMOS) T. % i A KB, T2
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B IREGE R, KIS T AL P 1. 2~1. 3 Za] HE S IR K
IR, TAESIH 2 RAE 30 407647, TS A A B A 22 3 14 31 20 5. TG Ak
KK REZ R (performance variation) , .85 i | B — SR FSE 40 28 A0 1 B 0s
B PERESF A A e PERE2E B BB LR tE B s A T3 s A

TEHEME— R AR . — B2 RS E (systematic variation) , —K & F
BEHLAR 2 (random variation)™ . REEMERA —E MG A, Fra S A £HH
A A BCE B AR , Hein Y204 22 v BB 75— B B A RS 8. TR
T 22 M B AL (TR AR, AN 22 AR I 5, (15 R AVEF 2 a] B PR BE 22 SR it R — R BE AL
W22 . RGEARES W] LSRR RIGE T2 ST B9 0 k0 DAJGE I, 0 I AL O 22 1 s LA
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FHEER . BERRIE T BRI (transient faulO) 9—F, 7 B2 H AT 82 X ER
— SRR BORE A3 5 T B A R A B A A 1, BRI 10 B
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SHGSH BUMEFRBE , e & % R FEB UK m B IRE AR et
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