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Introduction

This book is intended to start you out on an exciting new path to-
ward obtaining your CCNA certification. It reaches beyond popular cer-
tifications like the MCSE and CNE to provide you with an indispensable
factor in understanding today’s network —insight into the Cisco world
of internetworking and network design.

If you've purchased this book, you are probably chasing one of the
Cisco professional certifications: CCNA/CCNP, CCDA/CCDP, or CCIE.
All of these are great goals, and they are also great career builders.
Glance through any newspaper and you’ll find employment opportuni-
ties for people with these certifications—these ads are there because
finding qualified network administrators is a challenge in today’s mar-
ket. The certification means you know something about the product,
but more importantly, it means you have the ability, determination,
and focus to learn—the greatest skills any employee can have!

You've probably also heard all the rumors about how hard the Cisco
tests are—believe us, the rumors are true! Cisco has designed a series
of exams that truly challenge your knowledge of their products. Each
test not only covers the materials presented in a particular class, it also
covers the prerequisite knowledge for that course.

Is This Book for You?

This book focuses on the exam objectives for the Cisco Certified Net-
work Associate (CCNAJ). It will teach you how to install LAN, WAN, and
dial-in networks using Cisco products. Each chapter begins with a list
of the CCNA test objectives; be sure to read over them before working
through the chapter.

The Sybex Exam Notes books were designed to be succinct, portable
exam review guides. They can be used either in conjunction with a
more complete study program—supplemented by books, CBT
courseware, or practice in a classroom/lab environment—or as an
exam review for those who don’t feel the need for more extensive test
preparation. It isn’t our goal to “give the answers away,” but rather to
identify those topics on which you can expect to be tested and to pro-
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vide sufficient coverage of these topics.

Perhaps you've been working with Cisco internetworking technologies
for years now. The thought of paying lots of money for a specialized
Cisco exam preparation course probably doesn’t sound too appealing.
What can they teach you that you don't already know, right? Be care-
ful, though. Many experienced network administrators, even CCIEs,
have walked confidently into test centers only to walk sheepishly out of
them after failing a Cisco exam. As they discovered, there’s the Cisco of
the real world and the Cisco of the Cisco certification exams. It's our
goal with the Exam Notes books to show you where the two converge
and where they diverge. After you've finished reading through this
book, you should have a clear idea of how your understanding of the
technologies involved matches up with the expectations of the Cisco
test makers.

Or perhaps you're relatively new to the world of Cisco internetworking,
drawn to it by the promise of challenging work and higher salaries.
You've just waded through an 1,800-page Cisco CCNA study guide or
taken a class at a local training center. Lots of information to keep
track of, isn’t it? Well, by organizing the Exam Notes books according to
the Cisco exam objectives and by breaking up the information into con-
cise, manageable pieces, we've created what we think is the handiest
exam review guide available. Throw it in your briefcase and carry it to
work with you. As you read through the book, you'll be able to quickly
identify those areas you know best and those that require more in-
depth review.

NOTE The goal of the Exam Notes series is to help Cisco certification candidates
familiarize themselves with the subjects on which they can expect to be tested in the
certification exams. The CCNA exam objectives can be found at www.cisco.com/warp/
public/10/wwtraining/certprog/testing/pdf/ccna_507.pdf. You'll notice that the objec-
tives are vague. For complete, in-depth coverage of the technologies and topics in-
volved in Cisco networking, we recommend the CCNA: Cisco Certified Network Asso-
ciate Study Guide, from Sybex.

How Is This Book Organized?

As mentioned previously, this book is organized according to the official
exam objectives list prepared by Cisco for the CCNA exam. Within each
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chapter, the individual exam objectives are addressed in turn. Each
objective section is further divided according to the type of information
presented. Those sections are titled:

¢ Critical Information
* Necessary Procedures

o Exam Essentials

Key Terms and Concepts

Sample Questions

Critical Information

This section presents the greatest level of detail on information that is
relevant to the objective. This is the place to start if you’re unfamiliar
with or uncertain about the technical issues related to the objective.

Necessary Procedures

Here you'll find instructions for procedures that require a lab computer
to be completed. From configuring IP addressing to establishing serial
point-to-point connections, the information in these sections ad-
dresses the hands-on requirements for the CCNA exam.

NOTE Not every objective has a hands-on procedure associated with it. For such
objectives, the Necessary Procedures section has been left out.

Exam Essentials

In this section, we've put together a concise list of the most crucial
topics of subject areas that you’ll need to comprehend fully prior to
taking the Cisco exam. This section can help you identify those topics
that might require more study on your part.

Key Terms and Concepts

Here we've compiled a mini-glossary of the most important terms and
concepts related to the specific objective. You'll understand what all
those technical words mean within the context of the related subject
matter.
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Sample Questions

For each exam objective, we've included a selection of questions similar
to those you'll encounter on the actual Cisco exam. Answers and expla-
nations are provided so you can gain some insight into the test-taking
process. ' ‘

How Do You Become a CCNA?

With their certification program, Cisco has created a stepping-stone
approach to CCIE (Cisco Certified Internetwork Expert) certification.
You can become a CCNA by passing one written exam.

Why Become a CCNA?

Cisco has created a certification process, not unlike that of Microsoft or
Novell, to give administrators a set of skills and prospective employers
an authenticated way to measure those skills. Becoming a CCNA can
be the initial step of a successful journey toward a new or refreshed,
highly rewarding, and sustainable career.

As you study for the CCNA exam, we can'’t stress this enough: It's criti-
cal that you have some hands-on experience with Cisco routers. If you
can get your hands on some 2500 series routers, you're set!

NOTE One way to get the hands-on router experience you'll need in the real world is to
attend one of the seminars offered by Globalnet Training Solutions, Inc. (http://
www.lammle.com), taught by this book’s authors, Todd Lammle and Sean Odom.
Each student has three routers and a switch to configure throughout the six-day semi-
nar. Each seminar teaches the students what they need to know to pass his or her
CCNA and CCDA exams!

NOTE You can also purchase the CCNA Virtual Lab e-Trainer, which is a simulated
lab environment complete with three routers and one switch. (A more robust version
can be downloaded from www.routersim.com.)

Where Do You Take the Exams?

You may take the exams at any one of the mbre than 800 Sylvan
Prometric Authorized Testing Centers around the world. For the loca-
+ tion of a testing center near you, call 800-204-3926. Outside the
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United States and Canada, contact your local Sylvan Prometric Regis-
tration Center. To register for a Cisco exam:

1. Determine the number of the exam you want to take. (The CCNA exam
number is 640-507.)

2. Register with the Sylvan Prometric Registration Center nearest you. You
will need to pay in advance for the exam. At the time of this writing, registra-
tion costs $100 per exam, and the test must be taken within one year of
payment. You can sign up for an exam up to six weeks in advance or as late
as the day you wish to take it. If something comes up and you need to
cancel or reschedule your exam appointment, contact Sylvan Prometric at
least 24 hours in advance.

3. When you schedule the exam, you'll be provided with instructions regarding
all appointment and cancellation procedures, the ID requirements, and in-
formation about the testing center location.

NOTE Cisco recently announced that exams will also be administered at Virtual Uni-
versity Enterprises. Cisco expects the exams to be available December 2000. Visit
www.vue.com or www.cisco.com/warp/public/10/wwtraining/certprog/testing/
register.htm for more information.

What the Cisco CCNA Certification Exam Measures

The CCNA program was not only created to provide a solid introduction
to the Cisco internetworking operating system (I0S) and to Cisco hard-
ware, but also to internetworking in general, making it helpful to you in
areas not exclusively Cisco’s. It’s hard to say at this point in the certifi-
cation process, but it’s not unrealistic to imagine that future network
managers—even those without Cisco equipment—could easily require
Cisco certifications of their job applicants.

To meet the CCNA certification skill level, you must be able to under-
stand or perform the following:

¢ Install and support simple routed LAN, routed WAN, and switched
LAN networks. The exam assumes basic networking understanding.

* Determine whether a hub, Ethernet switch, or router would be more
appropriately used.
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¢ Use Cisco software to identify addresses, protocols, and connectivity
status in a network that contains multiple interconnected Cisco de-
vices.

¢ Interconnect Cisco switches and routers using specified network de-
sign requirements.

¢ Configure Cisco switches and routers to support a specified list of
protocols and technologies.

* Configure access lists to control access to network devices or seg-
ments and general network traffic.

e Verify that Cisco switches and routers, and their configured network
services and protocols, operate correctly in a given network specifica-
tion.

Tips for Taking Your Cisco CCNA Exam

The CCNA test contains around 65 questions, which are to be an-
swered in 90 minutes. Now, Cisco allows you to schedule and take your
exam on the same day. You are also now able to take more than one
exam per day.

Many questions on the exam will have potential answers that at first
glance look identical—especially the syntax questions! Remember to
read through the choices carefully, because a “close” answer won't cut
it. If you choose an answer in which the commands are in the wrong
order or there is even one measly character missing, you'll get the ques-
tion wrong. So to practice, take the sample quizzes at the end of each
objective section in this book over and over, until they feel natural to
you.

Also, never forget that the right answer is the Cisco answer. In many
cases, more than one answer will appear to be the answer, but the
correct answer is the one Cisco recommends.

Here are some general tips for exam success:

e Arrive early at the exam center so you can relax and review your
study materials—particularly IP tables and lists of exam-related in-
formation.
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* Read the questions carefully. Don’t jump to conclusions. Make sure
you're clear on exactly what the question is asking.

¢ Don’t leave any unanswered questions. These will be counted against
you.

* When answering multiple-choice questions you're not sure about,
use a process of elimination to get rid of the obviously incorrect an-
swers first. Doing this will greatly improve your odds should you
need to make an “educated guess.”

Once you have completed an exam, you'll be given immediate online
notification of your pass or fail status, plus a printed Examination
Score Report indicating whether you passed or failed, along with your
exam results by section. (The test administrator will give you the
printed score report.) Test scores are automatically forwarded to Cisco
within five working days after you take the test, so you don’t need to
send your score to them. If you pass the exam, you'll receive confirma-
tion from Cisco, typically within two to four weeks.

How to Contact the Authors
Todd Lammle can be reached at todd@lammle.com.

Sean Odom can be reached at sodom@rcsis.com.

How to Contact the Publisher

Sybex welcomes reader feedback on all of their titles. Visit the Sybex
Web site at http://www.sybex.com for book updates and additional certifi-
cation information. You’ll also find online forms to submit comments or
suggestions regarding this or any other Sybex book.
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