 @$E%m

s (SEEEHAR

BkFtE E

Ap 7R
=

ERHEARAR




PR LA H

EEAEEEP H ML

P



HNBREE

FRUARNABRLR, EREAACENER AN BSN Tu s 4o A P BANHHRNE, £
BRATANFFEN EHAREPOTRAENE, MEGT AL SR AL AZTARLFE
BRUFEEZRAEL THR XEREEANETRA P RN TSN L ERFHRLER, AR
HERT FEECEERNET A, AXEREALLET IS NG MR s EQHRHARTHET W
ZRUF B RGE, RY THBRAZ 2RI THEN AT %,

WAESRAR : FEAEN
BEHBAER®E (CIP) #i12
ETIEBNEEEEFR/HKEEE. —dua. MEBUH AT, 2011.6
ISBN 978-7-5130-0561-6
.0 1.08k- 0 OHBNME—ZLER—BIK
V. @T1P393. 08
AP B A B 4548 CIP BT (2011 ) % 089306 5

ETIEHMEEEERR

JIYU ZHENGSHU DE XINREN GUANLIYANJIU
BKFEE FE

HEERT: o Pl 2l 3

# i AETERERDEREN 1S BB £ 100088
) 3t . hitp.//www. ipph. cn 1 #4: bjb@ cnipr. com

HITHIE . 010-82000893 82000860 3% 8101 % H: 010-82000893

F4HIE . 010-82000860 %% 8180 FAEBH : dulili@ cnipr. com

B B AIRPERGEARA R TR L 8 8 FHEBEREXEENS
F & 787 mmx1092 mm 1/16 B 310

R R:2011 7 A$ 1K B &R:20014E7 A% 1 KER
F #1500 FF E #:36.00 T

ISBN 978-7-5130-0561-6/TP - 005(3470)

HENER ‘BRBR
mEDERREE, KifEkER,




Al

Tl

M4 (R HATE LR, MEREE SN BN BAN  mm el
LR P B RBP4, & B R T o> SR U5 IR i L TE ) KB R P T B A
W25 , P4 B TT BCHE ST B Sh A4, e T K EF 4 W 48 A7 FH LA PR A 40
S5 5k, XHEEEENET AP SH0URERYIE TEENF N E 2T
R,EXHERT, FETHELNETA, FEEENEHEZEEH M.
Blaze.J. Feigenbaum FJ. Lacy 8, B FHA WM AHSM S , B—F4
—H B AR A 2 RN I IS (R R R M B, FAE G0 i 1) 45 L ol
RRBE . J5 & RARREE R E 1 503 R A AU iy, THRT& —RAREE+
S H 2 B, B RO 18 X A — A TR) R “ Ui R) 3 SR BT iR L IE B RS
REASIE B DH R) A SR 5 A Hh %2 2 SRR A — B 7~

1999 4£,D. Povery M{EEEHAH T —MNEERNE X FHEFHRR
R BRE PHEFSEE, WS, X EEEEEBNM R ES AR
R ETIEPHETEHEEAAMETL2RNELEEEN FETIERHGE
SR SR RINEEXRRESIERE Y, EETERNELE
R P E BMEERRKBES RN EBREY, X ERELS
ETUEBNEEEEER, FESTFBIR T H PR RIS MR
LR TR ARG RS BT R, AT .

1 —BHRIERFEEE NGB, 83 T —F 8 SPKI/SDSI2. 0
TEBAES R NI ARG SR s BAHRL IE a8 RE W Fr g Rms 2 x5
T ATBMN , A IES RIE— AR, ST LA 5 8], 1B
AL Rl T2 AT ERA - B REREE N BisH, Bk E

e 1-



ShESARF R P ER S REREXIES, BN B K, B RAH
KB FUES , 8 R X Z F R, R SRR TAR REHER
AU, BB LB T 0 B AR

2. EETIFBREEEEER D REF NS R8T UL BGES,
E—MEEMNRGERET, RABTHATEME X T RN — <5
R—EREEEIRGERIP R, — 4B B R R %, Xt E
1. AFRET MR ETFEAK SPKI/SDSR2. 0 SRR, &
B B HERY Datalog 27 78 SPKI/SDSI2. 0 1 R G R4S, Ll Datalog #2519
5%/)N Herbrand BLEUVE B W18 S, IE B T %38 XMW Sd:, FIRAZEER
AT LAS34f SPKIL/SDSI2. O ByFZAT a1 B K 4 7[RI, 78 BT DAKE 53X P 2K () i 5
BRRM R RIEHITL A ER,

3. FIRETERNE, EXTHEEEHERS SPKI/SDSI2. 0 (& 44
PR s TR R A BREIRE I, ZE ML B4R E Xt SPKI/SDSI2. 0 AT SR it 52 14
BT T W80T, B T X B RS W E A HE N IEH T &
GL L 2WRBE UK T oS FRE S, 31 T7E SPKI/SDSI2. 0 R4t —
BRI R P INARAAE T, B AR, RS RBET U A R
EHLH A CHRLKEE, BFHARE T SPKI/SDSI2. 0 RS &2H , HR
S5 R ABEE DN K T X 15 [a) KRR §9 2 50 H BE , WD T B ML BT 3k 00 £ T
2,

4. BfEHEFENATEEEEAL, BH T —MBBEETEHHE
FEZ ERETAANGBETERSE, NFH L% —BERiIFSHE
BAAER T i ETAGHETEEERSTEHTELEANBELE
R,OMRA EIREFEEEHEREW T, B MR em, 858 o Lot
REM AT T B,

K@ HEEH U ;SPKI/SDSI2. 0 F 454% ; T2t A3, — B
iE; £ TAANGEEEEER TETEYS

45325 . TP309



ABSTRACT

With the rapid development of information technology, internet environment
has evolved from static, particular organization — oriented closed network to
dynamic, public—accessed, mass user—oriented open network. Hence, various
services are required to make authorization judgments in the environment. As a
typical large — scale distributed network, internet has more entities than the
previous centralized network. Those entities don’t understand each other before,
and there is not a unified authority which all of the entities can trust. Therefore,
many traditional systems that support security in network application, such as X.
509 and PGP, can’ t satisfy the requirement. Presented by M. Blaze, J.
Feignbaum and J. Lacy in 1997, trust management is independent of any
particular application or service. Policies, credentials and trust relationships are
expressed and explained by the same way. Unlike other access control
mechanisms, trust management makes decisions based on credentials rather than
the requestor’ s identity.

The models of trust management can be classified into two categories,
credential —based and evidence—based. Trust relationship is mainly achieved by
credentials in the former, whereas it is evaluated according to the interactive
experience of the past in the latter. This dissertation focuses on credential—based
trust management, and the main contributions are as follows.

1. Compliance — checking is a core problem in trust management. A
reasonable distributed credentials storage scheme is proposed in this dissertation.

Each credential is stored in one place and all the credentials are subject—traces—

3.



all. Based on this scheme, distributed credential chain discovery in SPKI/SDSI2.
0 is put forward. Unlike other algorithms, it needn’ t reduce credentials and
compute the name - reduction closure of a set of credentials. The algorithm
searches all the name credentials for one entity, and looks for subsequently the au-
thorization credentials to all those name credentials. Finally, the algorithm uses
depth—first search to determine whether there exists a chain from Self to the
requestor. The algorithm is goal — directed, and it could automatically gather
relevant name and authorization credentials which are needed. Moreover, it could
resolve the problem of delegation depth elegantly.

2. SPKI/SDSI2. 0 is a popular trust management system at present, and each
entity in it can issue policy statements. A set of SPKI/SDSI2. 0 credentials forms
a state of system. In a given state, many important properties need to be known
and analyzed, for example, to a specific right, who are granted in the system.
When the number of credentials becomes huge, a special algorithm is required to
answer those questions. However, previous algorithms only investigate the
problems about authorization and neglect the policy analysis involved names.
Moreover, the efficiency of those algorithms is not high. In this dissertation, an
efficient policy analysis algorithm for SPKL/SDSI2. 0 is presented. Expanding the
area of policy analysis essentially, it can analyze not only properties about
authorization and name but also about the integrated properties. We get logic
programs based on translating each policy statement into some Datalog clauses.
The minimal Herbrand model of Datalog program is used as the program’ s
semantics and it can be evaluated in polynomial time. In addition, the soundness
of the semantics is proved.

3. The safety analysis model for SPKI/SDSI2. 0 is defined, which is based on
logic method. Through synthetically analyzing the security properties in SPKL/
SDSI2.0, We conclude that simple safety can be decidable in polynomial time and
the safety of SPKI/SDSI2. 0 only relies on trusted entities. Specifically, a

< 4.



compliance— checking mechanism of SPKI/SDSI2. 0 with constraint checking is
presented to enhance the degree of control over the resource for the owner. This
mechanism , which is simple, flexible and easy to implement, can greatly improve
the security property of the distributed access control.

4.In role — based trust management framework ( RT) entities may be
authorized according to their properties, so it is an effective way to build trust re-
lationships dynamically for the unfamiliar in large open distributed environment.
However, when making authorization decision RT only considers the properties of
entities while ignores the states of platforms on which entities are operating. An
“irresponsible” platform may pose threat to the system security obviously. To
address the problem, this dissertation presents a role —based trust management
system on the trusted computing platform. The credentials, security policy and
compliance—checking are discussed, and the usage of the system is illustrated
through a typical example.

KEYWORDS:; trust management; cridential; SPKI/SDSI2. 0; credentials
chain; security; constraint; compliance—checking; role—based trust management

framework ; trusted computing platform
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