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ABSTRACT

With the development of information technology, especially the emerging of the
network technology, our abilities to collect, store and transfer data have been im-
proved dramatically. Comparing to the explosive growth of data, our needs for deci-
sion relevant knowledge are not satisfied yet. Knowledge discovery and data mining
technology is an important approach to address this problem. To be useful for real
world applications, high performance mining algorithms and software platforms are
in urgent need. This book focuses on the research into efficient and scalable mining
algorithms, software platforms, and privacy protection techniques that support the
knowledge discovery in distributed, heterogeneous, and very large databases.

This book presents a novel algorithm, called OpportuneProject, which is funda-
mentally different from those proposed in the past in that it proposes novel methods
to build tree-based pseudo projections and array-based unfiltered projections for pro-
jected transaction subsets, which makes our algorithm both CPU time efficient and
memory saving. It opportunistically chooses between different structures to represent
projected transaction subsets, and heuristically decides projection methods to be em-
ployed. Basically, the algorithm grows the frequent item set tree by depth first
search, whereas breadth first search is used to build the upper portion of the tree if
necessary. The empirical results show that our algorithm is not only the most effi-
cient on both sparse and dense databases at all levels of support threshold, but also
highly scalable to very large databases.

Because of the inherent complexity, mining complete set of frequent patterns
could be impractical. Alternatives are to mine closed set or maximal set of frequent
patterns. A novel compound frequent itemset tree is proposed to enumerate closed
set of frequent patterns, which facilitates fast growth, efficient local pruning, and
global subsumption checking of search space. The fast hashing methods are devel-
oped. A new algorithm, called CROP to mine closed frequent patterns is designed
whose performance is maximized by balancing tree growth and tree pruning over-
heads. Based on that, an efficient algorithm, called MOP is proposed to discover
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maximal frequent patterns, which combines closure checking with inclusion check-
ing, and employs lookaheads. CROP and MOP are more efficient and scalable than
the counterparts.

This book further proposes some new techniques, namely the reverse lexico-
graphic tree for organizing multi-level frequent patterns, which facilitates strong
pruning of the search space and hence addresses the efficiency bottleneck, the taxo-
nomic labeling that is applicable to various data representations, which resolves the
scalability bottleneck, and information entropy based method to partition quantitative
intervals and qualitative values. With these techniques, multi-dimension, multi-level,
multi-data-type association rules can be mined by constrained single-dimension sin-
gle-level boolean algorithms. Upon that, the design of new algorithms mfpRLTL and
MDML-PP are presented. To mine classification rules, a new algorithm, called
CRM-PP is also proposed, which pushes multiple minimum support thresholds into
the discovery stage of frequent patterns, and generates rules in a single stage. Algo-
rithms mfpRLTL, MDML-PP, and CRM-PP are one to three orders of magnitude ef-
ficient than algorithms derived from Apriori and FP-Growth.

The second part of this book dedicates to the research into data mining software
systems. Such a system, called SmartMiner, is proposed based on the research fulfill-
ments in data mining algorithms and expert systems achieved by the author. Smart-
Miner presents a mining definition language, called MDL, a script language that de-
scribes mining scenarios, and integrates data warehousing functionalities. Its mining
engine has kind of intelligence in that it employs heuristics to select algorithms and
to adjust environment settings.

This book also presents cooperative mining software platforms for knowledge
discovery in distributed, heterogeneous, and very large databases. A formal language
describing blackboard and knowledge source is proposed. A blackboard system mod-
el, called DBC-MA, based on a production system is designed and implemented,
which is the major component for distributed problem solving. A distributed data
mining platform, called DistributedMiner is designed by integration of DBC-MA and
SmartMiner. Based on the analysis of mobile agent technology, a mobile agent server
model and mobile data mining platform is proposed.

The third part of this book focuses on privacy protection problem in mining and
publishing transaction data. A key feature of transaction data is the extreme sparsity,
which renders any single technique ineffective in anonymizing such data. Among re-
cent works, some incur high information loss, some result in data hard to interpret,
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and some suffer from performance drawbacks. This book proposes to integrate gen-
eralization and suppression to reduce information loss. However, the integration is
non-trivial. This book proposes novel techniques to address the efficiency and scala-
bility challenges. Extensive experiments on real world datasets show that this ap-
proach outperforms the state-of-the-art methods, including global generalization, lo-
cal generalization, and total suppression. In addition, transaction data anonymized by
this approach can be analyzed by standard data mining tools, a property that local
generalization fails to provide.

Keywords: knowledge discovery, data mining, association rules, classification rules, mul-
ti-level multi-dimension multi-data type rules, frequent patterns, closed fre-
quent patterns, maximal frequent patterns, blackboard systems, distributed
problem solving, intelligent agents, mobile agents, cooperative data mining,
distributed data mining, mobile data mining, intelligent data mining tools, al-

gorithms, software, very large databases, privacy preserving data mining
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