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F1E HENRENR +5.

1998 4F I 41X+ Windows 95/98 R L CIHHR T (1999 B A NN HENRIKRE FH
CIH #%#4F). CIH R&ER 4k DOS /%8 . Windows RE FRTENENAHARE. X
S DOS FIMEGHRERRAXS], ©R&EHE M Windows H] VXD £ ARKGHIH .
1998 4F 8 H MEEAAE AN KM CIH RHE, 3£FH 3 MEA—12 /. 13K, 14K, &l
MR ERE R4 B 26 B, 6 326 B, 81 26 H. BREREE —NEENE . BAE
PRI ENUR R, EERABRATERREZ —. ©EERE Windows 95/98 I HUTHET,
RAER BN E AL Flash BIOS (& F IR LREY, BB ERLIN, RN BEIAER HH%E .
IR RN, WRWEMBAE R, EHE LA HEERSRBOMER, BHERE
TR AH TREHBAESL . [, ST BRI EREZRMESE), 2% Flash BIOS
TR RARFHRIN, BRI RELRN. 1999 £ 4 A 26 H, CIHH HBALREREK
AR KR, ERRIE 6 000 7T & THENIERE, LU RATE 100 4ETEAL.

1999 ££ Happy99 %5 21T Internet A& 38 (195 HU tH AR &35 P48 R AT B BT
Bt . HAF SRR Internet MR, PRIBHMTRRBIIFEIE, MR B7EAR ALY
B JE) I A TR

2001 £ 7 Hepfy, —Fhh “aafin” MERABEXREXOREE, XNMEH
RGBS T e MYy, BT 2HARNE. 8 3%, HAM “AHRH32”
Xt SRS T B, MR T XS BGERE S, FREPEEE. “aafE”
it B T B A AR SS S A IR R AL 98, B T 23R 100 T ANEL BRI RGERIR
B SEER. XETENREESMEBREEEREGS, HXERMIHENRR~ETRX
I o

2003 4, “2003 EEmE” WM. FW. BRI WSHRBERE, EHT 2R
Mg K . K2 ERT RN X EMESEIXH 4 Internet KIXHEK . HPEE 70%
BRI 48 AR 2% 2540 T REBCIRAS, WBEBNRIIRIET 10%, BIMEEERE. KEAN
AXREZE| TSRS, EEEREITMNAREHED THES, £ 13 74 85/EEK

2004 FERIFERTHH—E. PETENHRENSPOHIHEZR, 2004 4 10 KHAT
REAMRIFELR, EIEHE:

o M%K% (Worm.Netsky)

o FHFH(Worm.Agobot)

E45 J51 1(Worm.Lovgate)
=¥ I (Worm.Sasser)
SCO ¥E#(Worm.Novarg)
e i (Worm.Blaster)

o E/E(Worm Bbeagle)

o /MERZE(Worm.Mimail)

e KERfG(WormKlez)

o KIL#k(Worm.SoBig)



6. PR B ST EOR(E 2 1)

2005 SFRFHEFRLMITH—4F. ELFH T RERERRAT % REBEREERKEE,
IREKBIEBREL AR, AEFHEFERNGEECSHSED. R, WEHEE
(Vxen)KZAHHEE, MfIXFRET FSH—HFREAD, 2005 FRADTAERS
U E BN S MR DB, BO2K. KA. KiSTF%), WEFEREFHNAD. fH
BB .

© W HI% # (Trojan.UdiskThief): AR DSHM T EH BT HAR, AzhE
U £t BT A BB RHRE S35 EHL C £ test SCHESE T, IXFERTREXE LB\ v &ML
FRIBEER,

@ 1UEF# K (Trojan/PSW.Soufan): %A LA SEAREHE HilH. ERELENSKIE
HXGRRNZL S MK MED, HESHBRREFFESABERINTE.

® SR (Trojan.Lineage.hp): WA A LLEREANMEHRP A ELE, APE
WABRIEANME, THREEMFIEETE, FRNIMNERF LR FRET RS
K, ZNEHEERRBMES B3LE /A HENT.

@ TMEA (Trojan PSW.MyPhoto): %A ZREGTEMMITH . £5. K& 2. FHE
TREAT. HERRTERA PP ERER & M RIT K SIS, ZARDRIEN, &
BoR—aK B X B .

2006 FARDGREER, HEMZEHARS . 2006 5 FF4E, TRERBHFHOLEIK
BB EAHE 33 358 F. WITLRABFEH ORI EER, 1 £ 6 HEEILH 7322453
BUENRETHRE, HPRERDHTENL 2384 868 &, HWBRETHENEAEN
32.56%; BRI ERMATHENL 1253 918 &, AR EEREGTENLEEIN 17.12%; BRG]
B 664 589 &, IR BT EHLE SR 9.08%; BRELE R ETHEM 216 228 &,
ER BB G EALE ST 2.95%; WK IRFEBEERE TSN 181769 &, HIRFRERSR
TEALEEE 2.48%; BYEREHATEN 15152 &6, SRFELTEINLET 02%. H
AT, ARGHR AR NLEBZRBHER.

B Internet Wi —H KR, WKBEEMIEAEBRAERTENRIR T ST AR
BN E . B, BHE. KETEMEEEREHRIIRRAREATHER.
xR 1-1 BRTIEER/INEBITENRTHRROEXAEE.

F11 EXHENFRSEREIE'

g # WhiTARRE ZEPCEBFEAR) REEHMIZET)
2007 RRARE it 200 —
2006 R I FE R A — —
2005 p ! _ _
2004 Worm_Sasser — ‘ —

1 MO BHEFRBHEIR BRI . BT AR DG RET N, H, HBREEATAT.



F1E JHEHRERR «7
(8K)
F BHITARES SEPCHBEMAS) mESH({ZETT)

2003 Worm_MSBLAST #d 140 —

2003 SQL Slammer it 20 9.5~12

2002 Klez #it 600 90

2001 RedCode #Bit 100 26

2001 Nimda #Bit 800 60

2000 Love Letter — 88

1999 CIH it 6 000 I 100

1.3 WERAWRFR >R

HENREERNERE, WEFIENARNRL, SHEIURENSHERT —ENHE
. WEBERHENRBRNTIR, ERARKAR N HEHURIBETIN T 22K,

1. BAFFERRES A

WRIE AL IO, TR ARG AR E . XRE. 5| RRUREAR S BN E.

M ekmaE: W EHL AL R P45 o I F AT S0

M B ENLP RSO COM, EXE. DOC %).

3 BRIERE. BRYE31E X Boot) IERK RS 5T HX(MBR).

BAaAERS: ELASHERNES. filn, £ERBICHENTISER)BRE/ET]
SRIXFR EAR, XEERREEE AL ERNED, EIEREERRINERARS,
R T n# R EE.

2. RIABERNTES A

RERERERTE, T EIREN N3 SRR RS, BT RR R
IO £ Y |

EERALGE. TEMARENSTRI R ER 05 Sa%, TRER
31 i R A S A

TSRS, BT THTRAS, —DRFRIT, RERBRS, B
w5

REEREE: XIRERLTRENEN, SR EBL R METEE. I, o
AU R R AR R AR

3. WABRWRIANENTE

REREPIRNEE ), HENRETRS N EHEERE. TERIFSE. LRIRE
MR ERERE.



8- T EHIRR R EBEEAREE 2 )

IERRS: BT IR RMTTRZE S, S RERE HMAZwn.

EREEREHEE: UURRDOAE. BrBg. REESERXKEN,

ERBER: EIrENREBREPER™ENE R,

EEERERS: WREF. BREEE. BRAGANENRERETEENSL.

FURFXN REERNEE, FARESNEIETFARRIER, ME2Yeies
I &5 R R RV IBR . B 28 5 | S A O RE R P AL I A Rt SR SO R R
X, XERRRIZ R TS R ABIR R TR . BT — R ERR B RS X B
fff¥] DOS. Windows FI A 315 2 G538 RN . 6 40, 7E BRI B, H — 4% 4 Denzuk
FPR AR 360KB M A SRR, HEE G RN EELRE LAGSBAENH
WER.

4. BRRHFHBEBIRSE

MR BB BAR, HEVURE LS4 DOS JR & . Windows iR BN Ah R4
R

DOS #%&: fa4t% DOS #IERZEF R E. BHATJLFEREHFIER DOS i,
BT Windows 9x SR BRI, DOS #iaE /L P44 . {H DOS J%#7E Windows 9x FREE T}
A LA T IR GIE S, FLEIATRE 0, Windows 9x FI /IR Gt &u kg, A14ER]
IR TR E R E T —L LU EHR DOS %E, 7 W DOS KX DOS HHFMNZ %
. (HIXEAZHRBERR T DB BB ORREZ S, KBS RSS2
RS T A S A FARRSRT —E B R Ve RRTE.

Windows f&a: FEIR4I % Windows 9x BIERLMRE . IR B —R# L
3 Windows %5 . Windows R EE— YL Windows 9x 245, HHMAIKREA CIH &K
#F. HEXHEAEKRE T LIZIE RS L Windows NT R (935 Windows 2000)#jiH&Hl. —
H Windows % 8 A XAE Windows 9x _HIEF R, 8 A LU H: Windows NT _- ) HAth 3.

Hib ARG fEE: FERD Linux. UNIX 1 082 KBARRENHE. BT REER G
IR ZM, XERRBHESRBE.

1.4 WEHwENEREE

Rt EAURERER NS, WRREBUEF TR, WRITEIURE
BAGREE, WGBSR, §#ms, EUKERAT. FHkitEIRENRE “&
7 Bt ENL A B RS, R ENRRINERA X L.

A TR AR AT, Aaxt BN AR E BT HER, B4R #aE
BEAERBR. BFilt, RENBREERENTENRRE, SaTRPTENINER. WS
PR H SRR R R EEREEFAEEITEE. R, BRE—MFERE
FEFRISCH ARV SRR |, HRREGEAREPITE, KA EHURSEHREK



