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Foreword

“Good developers know how things work. Great developers know why things work”

We all resonate with this adage. We want to be that person who understands and can
explain the underpinning of the systems we depend on. And yet, if you're a web devel-
oper, you might be moving in the opposite direction.

Web development is becoming more and more specialized. What kind of web developer
are you? Frontend? Backend? Ops? Big data analytics? UI/UX? Storage? Video? Mes-
saging? I would add “Performance Engineer” making that list of possible specializations
even longer.

It’s hard to balance studying the foundations of the technology stack with the need to
keep up with the latest innovations. And yet, if we don’t understand the foundation our
knowledge is hollow, shallow. Knowing how to use the topmost layers of the technology
stack isn’t enough. When the complex problems need to be solved, when the inexplicable
happens, the person who understands the foundation leads the way.

That’s why High Performance Browser Networking is an important book. If youre a web
developer, the foundation of your technology stack is the Web and the myriad of net-
working protocols it rides on: TCP, TLS, UDP, HTTP, and many others. Each of these
protocols has its own performance characteristics and optimizations, and to build high
performance applications you need to understand why the network behaves the way it
does.

Thank goodness you've found your way to this book. I wish I had this book when I
started web programming. I was able to move forward by listening to people who un-
derstood the why of networking and read specifications to fill in the gaps. High Per-
formance Browser Networking combines the expertise of a networking guru, Ilya Gri-
gorik, with the necessary information from the many relevant specifications, all woven
together in one place.
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In High Performance Browser Networking, Ilya explains many whys of networking: Why
latency is the performance bottleneck. Why TCP isn't always the best transport mech-
anism and UDP might be your better choice. Why reusing connections is a critical
optimization. He then goes even further by providing specific actions for improving
networking performance. Want to reduce latency? Terminate sessions at a server closer
to the client. Want to increase connection reuse? Enable connection keep-alive. The
combination of understanding what to do and why it matters turns this knowledge into
action.

Ilya explains the foundation of networking and builds on that to introduce the latest
advances in protocols and browsers. The benefits of HTTP 2.0 are explained. XHR is
reviewed and its limitations motivate the introduction of Cross-Origin Resource Shar-
ing. Server-Sent Events, WebSockets, and WebRTC are also covered, bringing us up to
date on the latest in browser networking.

Viewing the foundation and latest advances in networking from the perspective of per-
formance is what ties the book together. Performance is the context that helps us see
the why of networking and translate that into how it affects our website and our users.
It transforms abstract specifications into tools that we can wield to optimize our websites
and create the best user experience possible. That’s important. That's why you should
read this book.

—Steve Souders, Head Performance Engineer, Google, 2013
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Preface

The web browser is the most widespread deployment platform available to developers
today: it is installed on every smartphone, tablet, laptop, desktop, and every other form
factor in between. In fact, current cumulative industry growth projections put us on
track for 20 billion connected devices by 2020—each with a browser, and at the very
least, WiFi or a cellular connection. The type of platform, manufacturer of the device,
or the version of the operating system do not matter—each and every device will have
a web browser, which by itself is getting more feature rich each day.

The browser of yesterday looks nothing like what we now have access to, thanks to all
the recent innovations: HTML and CSS form the presentation layer, JavaScript is the
new assembly language of the Web, and new HTML5 APIs are continuing to improve
and expose new platform capabilities for delivering engaging, high-performance ap-
plications. There is simply no other technology, or platform, that has ever had the reach
or the distribution that is made available to us today when we develop for the browser.
And where there is big opportunity, innovation always follows.

In fact, there is no better example of the rapid progress and innovation than the net-
working infrastructure within the browser. Historically, we have been restricted to sim-
ple HTTP request-response interactions, and today we have mechanisms for efficient
streaming, bidirectional and real-time communication, ability to deliver custom appli-
cation protocols, and even peer-to-peer videoconferencing and data delivery directly
between the peers—all with a few dozen lines of JavaScript.

The net result? Billions of connected devices, a swelling userbase for existing and new
online services, and high demand for high-performance web applications. Speed is a
feature, and in fact, for some applications it is the feature, and delivering a high-
performance web application requires a solid foundation in how the browser and the
network interact. That is the subject of this book.
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About This Book

Our goal is to cover what every developer should know about the network: what pro-
tocols are being used and their inherent limitations, how to best optimize your appli-
cations for the underlying network, and what networking capabilities the browser offers
and when to use them.

In the process, we will look at the internals of TCP, UDP, and TLS protocols, and how
to optimize our applications and infrastructure for each one. Then we’ll take a deep dive
into how the wireless and mobile networks work under the hood—this radio thing, it’s
very different—and discuss its implications for how we design and architect our appli-
cations. Finally, we will dissect how the HTTP protocol works under the hood and
investigate the many new and exciting networking capabilities in the browser:

e Upcoming HTTP 2.0 improvements

« New XHR features and capabilities

« Data streaming with Server-Sent Events

« Bidirectional communication with WebSocket

o Peer-to-peer video and audio communication with WebRTC

« Peer-to-peer data exchange with DataChannel

Understanding how the individual bits are delivered, and the properties of each trans-
port and protocol in use are essential knowledge for delivering high-performance ap-
plications. After all, if our applications are blocked waiting on the network, then no
amount of rendering, JavaScript, or any other form of optimization will help! Our goal
is to eliminate this wait time by getting the best possible performance from the network.

High-Performance Browser Networking will be of interest to anyone interested in opti-
mizing the delivery and performance of her applications, and more generally, curious
minds that are not satisfied with a simple checklist but want to know how the browser
and the underlying protocols actually work under the hood. The “how” and the “why”
go hand in hand: we’ll cover practical advice about configuration and architecture, and
we’ll also explore the trade-offs and the underlying reasons for each optimization.

&

Our primary focus is on the protocols and their properties with re-
. spect to applications running in the browser. However, all the discus-
"4 sions on TCP, UDP, TLS, HT TP, and just about every other protocol
we will cover are also directly applicable to native applications, re-
gardless of the platform.
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Conventions Used in This Book

The following typographical conventions are used in this book:

Italic
Indicates new terms, URLs, email addresses, filenames, and file extensions.

Constant width
Used for program listings, as well as within paragraphs to refer to program elements

such as variable or function names, databases, data types, environment variables,
statements, and keywords.

Constant width bold
Shows commands or other text that should be typed literally by the user.

Constant width italic
Shows text that should be replaced with user-supplied values or by values deter-

mined by context.

& S

ey This icon signifies a tip, suggestion, or general note.
LAY
\‘?‘ a

This icon indicates a warning or caution.

=

Safari® Books Online

Safari Books Online is an on-demand digital library that delivers
Sa fa Pl expert content in both book and video form from the world's lead-
BooksOntine  jng authors in technology and business.

Technology professionals, software developers, web designers, and business and crea-
tive professionals use Safari Books Online as their primary resource for research, prob-
lem solving, learning, and certification training.

Safari Books Online offers a range of product mixes and pricing programs for organi-
zations, government agencies, and individuals. Subscribers have access to thousands of
books, training videos, and prepublication manuscripts in one fully searchable database
from publishers like O’Reilly Media, Prentice Hall Professional, Addison-Wesley Pro-
fessional, Microsoft Press, Sams, Que, Peachpit Press, Focal Press, Cisco Press, John
Wiley & Sons, Syngress, Morgan Kaufmann, IBM Redbooks, Packt, Adobe Press, FT
Press, Apress, Manning, New Riders, McGraw-Hill, Jones & Bartlett, Course
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Technology, and dozens more. For more information about Safari Books Online, please
visit us online.

How to Contact Us

Please address comments and questions concerning this book to the publisher:

O’Reilly Media, Inc.

1005 Gravenstein Highway North

Sebastopol, CA 95472

800-998-9938 (in the United States or Canada)
707-829-0515 (international or local)
707-829-0104 (fax)

We have a web page for this book, where we list errata, examples, and any additional
information. You can access this page at http://oreil.ly/high-performance-browser.

To comment or ask technical questions about this book, send email to bookques
tions@oreilly.com.

For more information about our books, courses, conferences, and news, see our website
at http://www.oreilly.com.

Find us on Facebook: http://facebook.com/oreilly
Follow us on Twitter: http://twitter.com/oreillymedia

Watch us on YouTube: http://www.youtube.com/oreillymedia
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