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Data Wiping System Design for Privacy Protecting Based on m Sequence

ZHANG You-dong!?, WANG Jian-dong', ZHUANG Yi'

(Nanjing University of Aeronautics and Astronautics, Department of Computer Science and Engineering, Nanjing 210016, China)
jing jing

% Huaiyin Institute of Technology, Department of Computer Engineering, Huaian 223001, China)

Abstract; With the development of networking technology, privacy protection is more and more important. The paper analysis

and compares the application of the data destroy and data wiping technology in the privacy protection domain, and illustrates

the actuality of the data wiping technology. Since the development of the modern RLL code technology, the paper proposals a

data wiping algorithm based on m sequence, and introduces the main technology to design a data wiping system.

Key words:data destroy; data wiping; RLL code; m sequence

1 5] B

ARG BV BRERGENNABFESTRHESmEKREX
FRPESIZR, XEIERBERR A ERBEMAE A
AXENES IR EXERRTHFENINARLEL L
HRE. RGit (I RESFH TRERMIIEHEFREAD
BHELET. B, M ABRLAHRFPERI -2 FERHR
A XS BERNERNESHEREY, A ABRLHYRFRE
BESIRMZXE, X EMTFRLRERTEER. BB
#EBE (Data Eliminating or Data Wiping) £ R I & H BT FA 4%
e HE—FEAR.

2 RARFPSHIEES

RAR—FMEREMES B CHEERMALZRE
REARA]. HEE T H LR B R M BB A MR R, D AT H L
FRET KB ETFHE EISPHERFRETKRAR
BXMEE. AN BEKGEATERFHAEREFT AP
BIEMEHCR, IEREBHAALEHECHEERBASL
ERHEAGEHZIRABE, KRR DI ERAD.

BRAP B FL B ELER 89 77 M R Bk S 1 S8 T B K 1
R IR i £ RS T B Internet WG B {4 & 109 BT B XX

4, (R XM B R FRIBKE TERRBES KA.
BN EFOEEMOST FRAREREGHREFLRT
BITXFHICR AR BESKRBEAE S, 1986 £ & £/ En-
von Corp AR AN A EIRE MR X H R ERE X
TR & B B A3 % (Obliterate )™, B[ {3 12 X4 1 B 4 %L 4%
#AT T BRI BRHT T AL

L b, EmMRY N B # 8 (Magnetic Force Microscopy ,
MFM) #1353 # B% ¥ B #{ % (Scanning Tunneling Microscopy .
STMHOEARTUNBE A R P REIBZLEEWEE AT S
FUA—FRAFHLHER, RIFHRIK 1 R/ E
BB ESER, XUTESER, TURRBEMNEES. &m
XX LR, BLIE A BE A A BR i R A X

RPN EBAEERTEZ —RER S FHIE. Peter
Gutmann 7 199'6 ERR L T BB [T E, TR
LV BIEERTUA S MG R R EUE, R TR
(meta-data) , ERWH MWL G X TR 6% N R LA EUE
BR FYEERMEBERFTH L YERROENY
(degaussing) 8 £ 77 (brute force) IR, 1B B #: 5 + = R ¥ iE
BERETE BN S TAEKARETREERDE. @
Norton System Works 1 #) Wipelnfo ZhiE, thH — 2% H
R{F , fMEraser,FileWipe % , H LW FTERETFHEMO.1

WA H#.2006-03-16 HEE&TH . BRESEMTREBALNEZ"HLTHE (G1999032701) ¥ 8.  HEERM . HER, B,1967 4%,
WEHRAE B TRFTAIBIBSE AGRMN, TRE, 5.1045 F4 882 HLES0, TEFR T O IA TS AR TR 8L,

BARIZIE 5.

A




5 #A AR % .ET m FIHRBALRPEERERRRERIT 827

SEEETR UREE, KT HHBRR TAFAETLE
BHARE, (LA EOMBRE T — R R

3 HEERREASR

HEEBRBEARATEMHPHES SR, I HARTY
HMB TN, BFENEET2MER, B R ERERT T
BT SR ER O EA BB R MR RSN, AEH
HREEEE/ A R,DOD 5220. 22-M (C and E) £ 3 H By
BRENTEEREE ZREREIR I XEERF R,
BEERELRANSAHONBEHT 7 RESFEE. T b,
HEBERTRORTSHETRBAIREX. B FEAER
GEEE AL A EEUAR  GE T RANERLEEH, X8

% RZ.NRZ 1 NRZ1 A R ,FD.PE.MFM MDM (M2FM)
A% AR ,GCR (4/5)F1 PM B4 4 55 77 .

RBARANAHERETRRTFREENEERRZ —,
BREEHEREZ FERA RLL B (Run Length Limited
Code) ,RLL B3R 4 i3 iR P B R AD HI A e SR THRE S
MEHY—RRE, AR RIS m (RGBT
FERHBHNEZRY o LR FFIKERN 0 R, RE
A NRZ1 # A RFETHAF B A

Gutmann § Xt 4B B = FFRE R %K% MFM.RLL(2,7)
(PWM)F RLL(1,7)(PPMIEH T —FER IR . AFEH
T RER THAIRBLEHBERAERCT. HBEXFR
mz% 1 Frs.

#1 Gutmann BEFER

Table 1 The Gutmann’s overwriting scheme
K HEHHE WESH R
1~4 Random
5 01010101 01010101 01010101 0x55 (1,7)RLL MFM
31 11011011 01101101 10110110 0xDB 0x6D 0xB6 (2,7)RLL
32~35 Random

Gutmann F R X =ZFH RIS\ E M BEBFERE, X
F— 40 R BATE () B4 I 5 B 5 RE A SR, LA 780 i R B BE AL T A
FHAEIE.

IR E, TAAETAW, k;m,n;r) EERRARAB RLL

B, R H,d.k 2FERICERFEIFHESFHS 1 ZEELHFJ
TR BEFBBE Lk NE, r H—RKAE R, MR/
B2, R, AR R 7RI LUH RLL B¥ER, . PE
0,1;1,2;1) .MFM(1,3;1,2;1) .GCR(4/5) (0,2; 4,5; 1),
3PM(2,11;3,6; 1)%.
. Gutmann ¥ M6 S REEAE, A3 MFM.PWM #1
PPM AR FME Lt MARKBERFENE—, B8
EWEd,k &, DT RBRBH RLL HBYEEE, BRER
LEERYEEEUATREN RLL BEE T ZAH, M
# 5 Momentus FE& R 7 RLL(0,11) BB 4B %. F I,
BIEHTHAm FAREMEAERESFIIMEENE
GRLLs (General RLL Scheme), 3£ §F' Xt Windows #J FAT32
XA VC++6. 0 BB T HZH K, MIREY . % H EHK
RETEREE, URE TSRO R TR 1.

¢ BARPUEBERRZILTEERR

41 XHBFEEM

XHEBREMNTERBEFER XHH FATEE. &
08 3 o e i R K MO S T BB A B A .
T X FAT32 (L4 BB FR 0 E EHAAME.

SL: % i A R X FRI;

S2:InitClouster== % (FRI+41aH);

S3:FirstSectorAddress = = (InitClouster-2) * 16;

S4 :ClousterOffset = =InitClouster * 4 mod 512;

S5:SecondClouster= = * (FAT+ClousterOffset);

S6:if (SecondClouster==0XFFFFFFOFH) exit;

S7:else InitClouster= = SecondClouster;

S8.goto S3;

FRI A BFRECW, — N EHFRIET L A 32B, KFH{L
¥ laH FHEM — T FHECRHR XN EEES. First-
SectorAddress R XFE DATARAE —BEE R X F#EH
XA R NGEBIESEN DATA KERREFHITH
B mENEEMERE XS TE, CEN EAERAEN R
K &,16 5 FAT32 &% B X%, 7T M\ BPB R+ 78 Z;
ClousterOffset N X # IC T £ FAT P M F T L B
FFFFFFOFH & FAT32 4 iR .

4.2 mFEIEREE

m FFR—F i VLTS BN B RE R AL
FESER B LKBARRBAUFFHEN r X, HFFEHX
GOOA[RR A :

G(z)=astarz+arr?+ - +a.z"+ = 2 a,z"

Hob o, B— A= A0, 1) HTEK 2 E N8 2 A
BR,FI{a.) 5 G&x)——X . BRI Caley-Hamiton E
B OAHEHEFESTX (ORN:

flz)= _zac,-zi
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Hi, IRRER . HBEHLE— T ZTHERE(0,1)
MR, AR, THREFIZHRESHFESTHRZ EH X
S

G(z)=z/f(z)

BRI AR B P A 5 (an ) O 7 85, B ST £ GO TR R, B
BFFETR GG AREMRIIRFF. X ZERHER
RBUFFROHLRERE —FELHARE, T8 758
H— m JFF.

BEm FHHER, LEAE L=2-1, 8 1 1MBRH
FHEEN 512, E L+ M F—AEEEXFHE UATE -«
B LHEKEFEEHAIAE ©(2°—1)/9=48 % (& 4 Euler &
¥, W\ kR B 4% & ¥ (1000010001), Bl B AR H= R .

f(x)=x"+x*+1

HPEEM m FIHER 511 £, &G I L5 HiT—4
REWHE, BB B —4 512 (LA F 3] m,.

m ARG ETE, KB, T#RE RLLA, kG
YR, E my X EEAS 1 2 B WA ITR &, B
M ZEAZLPFIN BERAEBBEI M. XATEERE
F N 0 i $EF Count0, FHFEM T HIBT. U4 14 1 8
Count0 FFEA Xt 0 1%, 4 F—1 1 AR, % Counto<<d, Ml
%1 R¥, B Count0 i1 1; ¥ F—4 1 AR, &
Count0>k, ¥ iZ 0 ¥, EE Count0. Bl A 1L, =4
T—/ 4% AE RLL BB R VR BB TS m,,
TME, ARTFRMNE, XL FHRARTTRL.

G LR, RITATURFE AR RLL 83, =4E—1M LB
AR AR FREERAR YN EEFS m,,—4
myG=1-n) AT AR — T EEFR . HEX K o THREH
PXBBRHEEMEERERRE. YR, m FIIHRTHAM 53
RRE, T EE=E RN 2 B FF, T X HE &S #

B a[m-SIZE]JHN r REFFHE A, m2_sequence[ m—
SIZE+1]AF=4H m, B3, DRRE 2 MiZH, H,m_SIZE
=510,r=9,FX &L+ m FHMNLRHERHERMT .

Count0==-1;
for (i=0;i<m-SIZE;i++)
{m2_sequence[i]==a[0];
if (m2_sequence[i]==1) Count0++;
for (j=0;j<m-SIZE;j++)
a[jl==alj+11;
a[m-SIZE]==a[9]@al4]Pal[0];
if (m2_sequence[i]==1 & Count0<d)
{m2_sequence[i]==0;Count0 ++;}
if (m2-sequence[i]==0 & Count0>k)
{m2—sequence[i]==1;Count0==-1;}
}
m2-sequence[m-SIZE+1]==1 m2_sequence[m_-SIZE];

4.3 HIEBAEE

Windows2000 B A E X+ INT13H A, ML S W4
% % 0995 18] 38 3 CreateFile () BB BU48 {3t i SC {417 A1 H11L &1 a2

. CreateFile OfT A R BN B ZH S X, T E# T Se
FilePointer O) BRE AL BRIER F RNIB IS BRI E R AF W
BBX L, ZRE A2 E hFile & CreateFile )1 [H 1%
X% B) K , Z ¥ |IDistanceToMove F1 IpDistance ToMoveHig
16 BT E W B 1t 9 R AN B9 B8 4) , dwMoveMethod 1
XHRE AL FF B 3. £ E LRI E VIR 8 B R T8 (L
JEB AT LUE T WriteFile O RN B N E = 81E. .
WA it 5 4 B2 5K 3 OverWriteSectors (BYTE bDrivi
DWORD dwStartSector, WORD wSectors, LPBYTE IpSec
Buff) , LI EE B XHEHBEA. TARX IS HEEN:
BELRAHE.

//BXNR¥

BOOL CDirectAccessHDDIg : : WriteSectors (BY TE bDrive, DWOR
dwStartSector, WORD wSectors, LPBYTE IpSectBuff)

{

HANDLE hDev = CreateFile (devName, GENERIC- WRITE
FILE-SHARE-WRITE, NULL, OPEN_-EXISTING, 0, NULL)
if (hDev == INVALID_HANDLE_VALUE) return 0;
SetFilePointer (hDev, 512 * dwStartSector, 0, FILE_BEGIN);
DWORD dwCB;

BOOL bRet = WriteFile (hDev, IpSectBuff, 512 * wSector:
&dwCB, NULL);

CloseHandle (hDev) ;

return bRet;

}

//EBXE m, FHHEE

while (search—flags) {

memset (bBuf, m2_sequence, sizeof (bBuf));
bRet = OverWriteSectors (uDiskID, i, 1, bBuf);
}

5 MEESTSXE

HTFHEERNEESHEERBRBMAICRREDAEX
REAUBFMOB A FEEREN, NBTE M SRR, 23
FREHTREE=1HER:

i —e— Gutmann

5 6001 g NsA
500 —e—GRLLs

% 400
& 300
¥ 200
100
" 64M 128M 256M 512M
URZE

B 1 =F07 REERE B H

Fig. 1 Erasing speed comparing of three schemes

(1) B—FET RLL BREABENEZ TR

@) BREERRXHETH;

Q) BRFFAFEGELER.

B, A X REA TR, FHRAMBEZKETE . F
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EHERQ@ Q) AREZLUEMEE®T NSA TR, MREX
AR RBER D Q@), KEE® T Gutmann 7RHA
HEAE.

THEHEMH VC++6. 0 LM =FfH K, & WindowsXP F
ETHHBREREG R, MERXMRH LX 64M,128M, 256M,
512M K U/ (USB2. 0 D) LWL TAE . EEKEHN
=K.

BTN ESEE. X FAT % . X 418 R E At
. X HRAN AR SEERBEM G ERNEE &
P A TETFTREST . ZZRRAXN UBHNTLERY
Bl ERR RN EmE. 5o, X F X Gutmann F &R
HATHEAN seed HEF4 1~3 KW ESHE.

6 SEXiE

AT BT SRR BRI ARERART T
HHNA, REMEA T HEBEREARNOARE LR, HEEHR
RRLLBHER, EBHT —FH m FIREU~EERAE
BEPM — R BRI, A R, BRRMEE AN

MRBARFEROERYT KX HERREANEARE RS

Z.HARXENEZLER—H BRAHEBREFHSEE,
XHFHEARLATEEAFRITEVBGE, XREH — 55
REEERIANFEAFTRHER.
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f; ik,
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HAT, 7 BN I0 AR T B b 2% & B 4 R Z R 89 XS HLAKT FH R TE R T B HUBGIEAE -1 ]
L FR R Z IR LS MEREXOEN. 5 EET, — 837 A9 & B HUEGIE ( Anti-Computer
) Forensic, AR & FR BBUIE ) B R L IEAH SR 248 . BN S X FRXFE RN RERMIEE AL R, 85T

SIAT B R BUIEH AR A BRIV B SUBCIE OBV R Bt R AR BB A SOR R 1 R IGIE B AR 8958 X
i 57k 0T B R BUER A EEAAR JHR M T m 590 REBUER %
1 REGEEX

_ BAETAR R T ER A GRS () T A0 R 8 R A9 R LS A R MBI
STERGDE T RBMR FUESE . FEEBUEHOR K0 K R B0 603 T BHLIL TR 5 F 76 1 SR AT 7F 0 8 0l fg
ROSRBRME A MF RGO IR HAROLAO (5 B I 58 A O 0T AL X R RBUIER AR SGR B R B 5 4
RBESAR 8K RERIE TR AR RHIFE  BDRAP A5 R A IE M3 AR R 210
00 ROBGIEH AR A 52 S BRSO T3 (S BUE A 3 O W+ S BLIBGIE RO AR fl R 34
HAR B E# | REUIE K R % 1 BB 78 9 4 B Bt I Y BRAE 4R 6% ( Chain of Custody) B9 5 {4 , M
| TR SR S AT FIRREE VRIS 0B AR BT FR A | PR B AR BRI T B, TR R P
| AEX T RS E B C RGBT R L LM
2 REVGEEARTTESH
e BB J7 WA AU SCAF Y R 4 (P Swap 2511 %, BT BEHUBGE LA C £ RERIF ML T 1]

B FHEHURGE R & X AR MIEBCRE R0, RIBGE R A 7 % B A R IE L A% EREAR L%

2N .
THEYLBUET B2 A R BEYESE , & WK ™= 4 Bk 3 58 4 (Legal Doubt) , Ll (EE 5 HRIMIE &5 H
AR P IS, NTTTAIEE RN . H T Internet BY4FS B4 V50 B L KS B RZEEIU LT Root

i“ - Kit S8JF R4t H &5, #R EBGIE R 20 A 53 08 2 TR ACTE 19 8 T B 0L L i s ™= A6 I, SRACRE B B8 44 1Y
B, HEPRRESRE, EERILERE"HCATTE L, LU R0 189 71591 4 54t 58 20 7 Aok 10
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Abstract

The network forensic computing is faced with the
question of the massive information stream analyses.
Two solutions including feature extracting and
classification mining were proposed. The main work
includes  features  extracting with  ANN-PCA,
classification mining after features extracting in FAAR
algorithm which we proposed to mine association rules
based on PCA and Fuzzy classification technology.
The experiment indicates that the classification
accuracy raise distinctly after feature extracting, and
the feature quantity decrease especially U2R attack.
Further more, the number of genmerating rules also
reduces clearly.

1. Introduction

1.1. Analysis of research methods

The electric evidence of network crime has the
volatility character, and it has hided in massive
information. So the problem how to automatic and
effective find the electric evidence in massive data is
urgently in network forensic computing domain. It is
the same as abnormal detection of network intrusion
area, the network forensic need proactive defense also.
It is required to be able to detect the known network
attack and forensic in real time, and also to identify the
unknown attack or the abnormal behavior for forensic
indention.

Generally, in order to analysis the electric evidence,
the system needs to store all network information [1],
but not all information is useful to the forensic
analysis. If we were able to find the key feature, it will
help to reduce the storage, increase the detection

Jiangdong Wang', Liming Fang'
'College of Information Science and
Technology
Nanjing University of Aeronautics and
Astronautics
Jiangsu Nan Jing 210016, China

accurateness and speed. In statistic view, this is not to
influence the veracity of result. There are two solutions
may be considered:

One method is sample analysis. In the study of
intrusion detection domain, researcher has proposed
the sample analysis algorithm with statistic methods [2,
3], and referenced the data flow model in database
domain to solve the network traffic monitor or
abnormal detection for continuous, high speed and
high dimension network traffic [4]. Although there are
no report to design forensic system in this method, but
it is a probably solution.

Another method is feature extraction, it is to say to
extract classical character scheme from vast network
information. There are two ideas in this method. Firstly,
we consider the importance or correlation of the
feature. Normally, intrusion data has high dimension,
but the information about intrusion behavior is usually
concentrated into partial attribution, for example, to
DoS and Probe intrusion, they correlate with traffic
attribution, and that U2R and R2L correlate with
content attribution. If we used all attribute to detect
intrusion, the classification accurateness will be
affected by redundancy attribution, and the detection
time will increase largely. Considering these factors,
Sung proposal a ranking importance method for
network forensic [5], he takes all the features of KDD
CUP 99 dataset to import the SVM classifier, and
ranks the significance of inputs with important,
secondary or unimportant label, then carries forensics
computing. On the other hand, Lee assigns some key
features as constraint to mine the audit data [6].
Although there are no report to forensic computing in
this method, but it may be a possible method.

Secondly, we can reduce the dimension of the
features. Through transforming to the high dimension

* This paper is supported by the 863 important project, China (Grant Number 2006AA12A106), and the Academic Natural
Science Research Project of Education Department of Jiangsu Province, China (Grant Number 06KJD520019)



data, we can obtain a new low dimension data. There
are already some research results in intrusion detection
domain. Our studies in this paper are enlightened by
the work of Sung and Lee.

1.2. Related Work

Network forensic computing is the act of capturing,
recording and analyzing network audits, network flow
in order to discover the source of security breaches.
Most of current techniques are passive monitors. In
most of the cases new attacks signatures are detected
manually or in some cases go undetected until the
incident is being reported. The main focus in the area
of network forensic computing is to automate the
process of detecting all the attacks and to prevent the
damages caused by further security breaches.

We propose a new network computing method
based on ANN-PCA in this paper. The main idea of
our work is to identify all possible security violations
with ANN-PCA method, and build these signatures
into the detection with association rule mining.

This paper is organized as follows: The following
section analyses the PCA methods and propose a PCA
computing algorithm based on ANN-PCA. In section 3
we analysis the experimental results, and we draw our
conclusions in section 4.

2. Forensic feature selection based on
ANN-PCA

2.1. Primary component analysis

Let raw data set D has » samples, X={X,X, Xs}
is an n-dimension attribute variable set. According to
the primary component analysis methods, we have:

Yi=wyx +wyx, -+ wyx,
Y, =w, X + Wy X, o+ Wy,

......

that is to say -

Y=w'x (D

Here,

Var (Y)) =M\, =1,2, S22

Cov(Y;, Y)=0, i), ij<s.

Where A and W are eigenvalues of PC’s covariance
matrix ) and its orthogonal eigenvectors respectively.
Then, Vi, Boyseuns Y; are called the first PC, the second
PC, and the s PC of X respectively. In PCA, the

2 A 20,

s

, / 2

contribution rate ‘/Z-- denotes the i PC’s
proportion of extracting information from D, and the
accumulative contribution rate i A, Z i denotes

the ability for the first m PCs to extract information
from the original data set. Commonly, the first m PCs
accumulative contribution rate may have a high
proportion (great than 85%), so we can use these m
independent PCs rather than the original attributes for
data analysis.

According prior definition, to solve the PCs has to
compute the covariance matrix ) and its orthogonal
eigenvectors. For the high dimension of intrusion data,
the statistic method will spend huge CPU’s time. That
is not satisfied the real time forensic computing. So we
propose a method to solve PCs with ANN-PCA
technique effectively.

2.2. Learning the PCs based on ANN-PCA

Oja introduced the algorithm of extracting PCA
with neural network in the first. But Oja’s algorithm is
only able to learn one PC. Cichocki proposed CRLS
algorithm with neural network technique to extract
several PCs for image identify application [7]. The
neural network structure shows in Figure 1. It’s an m
level cascade neural network depending on the number
of required PCs m. An appropriate number of m
cascades can be stacked one after other. The learning
principal component is performed in the same way as
for the first component.

Figure 1. The architecture of a cascade network for PCA

In this structure, we assign the weight with
orthogonal eigenvectors of formula (1) @ e =( e,
e, e )isaloss function. It carry out the extraction

process not directly from the input data x(t) but from
the loss function computing. Then, we have iteratively
to supply the input of this network with the training
data until all weight vectors w;, (=1, , m) are



stabilized. Through improving the epoch process of
CRLS, the algorithm called ANN-PCA of learning m
PCs is given in figure 2.

for k=1tos
eo(k)=x(k) //initialization

for j=1tom //for every neuron
{w(0)=1
nf0)=oleals /olel= + e
for k&=1tos

{k)=wk-1)e.,(k)
1 (kY= y(k)*+ 7 (k-1)
wik)y= wlk-1)+[ y k) 1 (R)][ €j-1(k)- wk-1) y[k)]
if |wik-1)-w(k) < &
{ w=wik) exit}
}

}
for k=1tos
(k)= w; ej.1(k)
e; (k) =e.1(K)- y(k) w;

Figure 2. ANN-PCA algorithm

In the algorithm, 7 (0) is initial learning rate and
n (k) is adaptively, o [e] is a individual loss function,
and o[e]= | e

3. Empirical results and comparisons

3.1 The data

The experiment use the famous KDD Cup 99
dataset [8], it is used to as the test data of the intrusion
feature selection or classification study. The dataset has
41 features, including 34 quantitative and 7 qualitative
features. Each sample is a TCP/IP connection record.
Except normal pattern, the attack types fall into four
main categories: Probe, DoS, R2L and U2R. According
the general view, from this dataset a subset of 494021
data is used in our experiment, of which 20% represent
normal pattern.

Some of data in connection record have large value
range. For PCA, feature measure diverse makes the
total variance be controlled by the features that have
large value. It will lead to the irrationality results. So
we normalize each feature value with the formula:

X=X, —.ui)/\lo'ii
3.2 Empirical results
The experiment has two steps. Firstly, all features

are used to classification mining with FAAR algorithm
directly; the results are shown in table 1. FAAR is an

algorithm to mine association rules we propose in
reference [9]. It can mine all kinds of rules including
positive association rules, negative association rules
and extra association rules we define based on PCA
and fuzzy classification approach, and its PCAs are
calculated with statistical methods.

Table 1. Result of full features testing

Class Initial Features Accuracy % Rules
Probe 41 93.30 12
DoS 41 93.21 30
R2L 41 93.79 18
U2R 41 98.15 24

Secondly, we use ANN-PCA algorithm to extract
features, and the extracting features are used to import
to the FAAR algorithm for classification and mining.
In FAAR algoritm, the threshold of accumulative

contribution rate is 90%, the n cut set X of X is 0.5,
=y b

the n cut set ¥ of Y is 0.5 also. The results under
S

these conditions are shown in table 2.

Table 2. Result of feature extracting and
classification mining

Class E];( tracting Accuracy % Rules
eatures

Probe 28 98.26 7

DoS 28 98.13 18

R2L 33 98.96 10

U2R 20 98.78 14

Comparing table 2 with table 1, the classification
accuracy raise distinctly after feature extracting, and
the information quantity decrease especially for U2R
attack. Further more, the number of generating rules
reduces clearly. Though network forensic more focuses
on evidence but the analysis efficiency and false
positive rate [5, 10], the experiment indicates that false
positive rate also decrease after feature extracting.

Currently, many researches of network forensic
concentrate in forensic analysis to audit data, and
almost belong to static analysis. Reference [10] designs
a prefix system framework for online network forensic
computing to audit logs based on Neyman-Pearson
Lemma theory, but it hasn’t experiment results. So we
can’t compare with it.

The work same as this paper is only references [5],
[11] and [12]. Reference [12] proposes a network
forensic model FENSF based on fuzzy expert system
technology. It is only able to forensic computes to five
kinds attack, TCP port SCAN, TCP SYN Flooding,
ICMP smurf, Ping of Death and Land, and that all
belong to DoS attack. Reference [11] designs a system



ADenoldS to remote buffer overflow attack forensic, it
belongs to R2L attack. Reference [5] is the most same
as this paper; it ranks the features in SVM classifier
with one of important, secondary or unimportant label.
The number of features we find is more than its
important, less then its important plus secondary, but
mining rules use the important plus secondary features
that the reference [5] suggested to apply in forensic
computing, the generating rules is more than our
work’s obviously.

4. Conclusion

Network forensic computing is a crosses science
research direction. It is faced with many questions such
as massive information forensic, remote access to
crime scenario, anti computer forensic and so on. We
propose a feature extracting and classification mining
method based on ANN-PCA to network forensic
computing in this paper. The method improves the
classification accuracy distinctly and decreases the
information quantity especially for U2R attack. It will
apply in the safety subsystem of network forensic in
863 important project which studies the scheduled
flight delay alerting and affecting analysis. The next
research includes increasing forensic computing and
cooperation forensic computing.
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