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Cloud Computing Services: Operations Management and Technical Architecture
PREFACE

The emergence of the cloud service has dramatically changed the IT industry. Looking back

we see the hardware phase (mainframe, PC), the software phase (enterprise and personal
software), and, now cloud computing has truly brought us up to the service phase.

The real value of cloud computing resides in the services. It is the business value of the
services that has powered the development of cloud computing. Without the value of
these services, cloud computing would stay in the lab as technologies, or products of some
companies, but would never become a revolution of the IT industry. In fact, this is also the
reason we use “cloud computing service” , rather than “cloud computing” in our book title.

The concept of cloud computing has been extensively discussed its strategy, concepts,
model and technology. However, seldom do the publications have a deep discussion of how
to realize cloud computing as a production service by often omitting some key pieces of
the cloud puzzle such as the technical operations, or the whole picture from the operations
viewpoint. One of the reasons may be that most of the authors are from academic or
engineering backgrounds, and not from the cloud industry operations.

Our Objectives

This book is a result of four years of analysis and research from a group of 15 authors from
the cloud computing industry. The purpose of this book is to present a comprehensive
picture and detailed study of how the commercial and production cloud services are
implemented and operated.

Broad topics are covered in detail. They are grouped in five major fields: business operations,
technical operations, technical architecture, security, and organization capability.

Our audiences are:

— Management team: present them with the principles of cloud operations and
technologies systematically for their decision making process

—  Technical team: bring them the business and operations views and prospective for
consideration in their engineering activities

It can also serve as a reference for general IT professionals and colleges to study to
understand how a cloud service is designed, built and operated in a service provider
company and the business considerations behind that.




Our Values

The values of our book are following:

(1

(2)

Cloud Service Provider Viewpoint: Implementation and Operations

For most of the cloud computing publications, authors are from engineering or
academic research, and therefore, focus on the technology and research in their
writing naturally. Unlike them, we take the viewpoint of a cloud service provider
in our book. The writing from this viewpoint is very challenging since a cloud
service provider has to implement and operate the service in commercial and
production ways, which is beyond the core technology or business activities. In
addition, it requires industry experience.

For instance, none of books talk about the cloud technical operations which are
the basis of 7x24 production services. Without a reliable and consistent service,
all technologies and business models become meaningless. Efficient cost
management is another example of what is missing, but yet fundamental to run
an investment—heavy service like cloud.

In our book, our discussions span the above topics from dimensions of
management, technology and team build—up.

Industry Insight

All the studies from the book were based on industry experience. All the authors
of the books are in management or engineering roles in cloud services companies
like SaaS, PaaS and laaS. They presented their views, practices, and methods by
systematic analysis and study to our readers.

The authors discuss their analysis, solutions and detail key points and challenging
points. These points are extremely valuable in practice. For instance, when we
implement a production management process, the key points will tell us what to
do, and the challenging points will tell what obstacles are and how to overcome
them.

Comprehensive Study

We approached the cloud implementation and operations from three dimensions:
management, technology and people.

Each topic was thoroughly studied. For instance, in the technical operations part,
we discussed the service build, service operations and quality management.
In technical architecture part, we discussed the fundamental technology and
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(4)

architecture, as well as production must—haves of service monitoring and quality
engineering.

Theory Novelty

Management methodology is always guidance of practices. We studied the
related management framework such as ITIL, 6-Sigma and eTom, and built-
up our own model for cloud service operations, such as production design,
production service development method, technical operations models, etc.
These newly developed methods are much easier for cloud practitioners to adopt
and run, compared to the traditional heavy and general purpose management
frameworks.

On top of the above, we added numerous case studies for easier understanding and reading.
That will help our readers build up their own operations system faster based on their own

scenarios.

Book Structure

We constructed our book contents in the following parts.

(1

(2)

Business Operations Management

“Cash is the King" . The statement is extremely true for a CAPEX heavy industry
like cloud computing. We selected and focused on the finance operations as
the topic for the business operations. In this part, we discussed three parts:
investment, fund raising and daily finance operations. On top of that, we selected
two important topics: cost management and M&A.

Due to the limited time, we have to leave other important topics to the next
version, such as sales, marketing, product management.

Technical Operations Management

Technical operations need to ensure the cloud service is running in a highly
reliable and consistent mode. Without solid technical operations, the cloud service
could only stay in the lab and never become a true commercial business service.
This involves service build, production operations, quality management and
related management methods.

Technical operations and its theory grow quickly along with the cloud industry.
Compared to traditional software development and IT, it is a relatively young field.
The lack of systematic study and expertise is the biggest obstacle of technical
operations. In this part, we did a comprehensive study based on our 20 years of




cloud experience. The study of technical operations made this book very unique
among cloud computing books.

(3) Technical Architecture

Technology is the basis for cloud computing. This part is hard to write as many
publications already discussed the technologies such as virtualization, storage,
database, etc.

In our writing, we discussed that from another angle. In fact, the cloud service
providers are more concerned about the technologies used to build a production -
service platform, rather than highly advanced technologies themselves. Hence,
taking the dimension of production services, we focused on technologies and
architecture related to building up a reliable, scalable and manageable service
oriented architecture, including monitoring and reporting systems, quality
improvement, etc.

(4) Security Technologies and Management

Security is one of most critical topics in a cloud service. We systematically explore
this topic of security technologies, management frameworks, service continuity
and security compliance.

(5) Organization Capability

Regardless of how advanced the technologies are and how mature the
management is, it will eventually come down to people and rely on their ability to
execute.

We discussed the organization capability from the team mindset, team ability and
team governance particularly for the cloud computing industry.

The main contents of our book are below:
Part—1: Business Operations Management
Chapter 1: Overview of Finance Operations for Cloud Service Providers
Chapter 2: Investment and Fund Raising
Chapter 3: Daily Finance Operations
Chapter 4: Cost Management

Chapter 5: Merger and Acquisition
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Part—Il: Technical Operations Management
Chapter 6: Overview of Cloud Service Technical Operations
Chapter 7: Production Service Development Methodology
Chapter 8: Production Design of Cloud Services
Chapter 9: Production Service Development Management
Chapter 10: Production Operations Overview
Chapter 11: 7x24 Production Services Management
Chapter 12: Change Management
Chapter 13: Capacity Management
Chapter 14: Services Quality Management
Part-Ill: Technical Architecture
Chapter 15: Overview of Cloud Services Technology
Chapter 16: Technical Fundamentals (1): Virtualization
Chapter 17: Technical Fundamentals (2): Big Data Storage and Database
Chapter 18: Service Oriented Technical Architecture
Chapter 19: Monitoring System for Cloud Services
Chapter 20: Quality Engineering for Cloud Services
Part—IV: Security Management and Technology
Chapter 21: Overview of Cloud Services Security
Chapter 22: Cloud Services Security Framework
Chapter 23: Infrastructure Security
Chapter 24: Data Security
Chapter 25: laaS and PaaS Services Security
Chapter 26: SaaS Services Security
Chapter 27: Cloud Services Security Governance
Chapter 28: Cloud Services Business Continuity

Chapter 29: Cloud Services Security Compliance




Part—V: Organization Capability

Chapter 30: Organization Capability
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