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Introduction

Personal Data Protection and the right for Privacy are no new concepts. Yet, since the right
for privacy was defined for the first time well over 100 years ago, not much has changed on a
fundamental level: The disciplines under the headline “data protection” still have the aim to
ensure that everybody has the right to determine him-or herself which personal information can
and should be revealed to whom.

What is new in the age that we call “Information Society” is that there are apparently so
much more ways of collecting, storing and distributing personal data these days. We leave traces
of our online surfing that can be more clearly read than steps in fresh snow: to our benefit (when
the online vendors learn about our preferences and can improve the offers they make to us) or to
our harm (when malevolent software traces our usage patterns and passwords and sends the
information “home” to those who abuse them). Whoever registered with an online newsletter or
took part in a competition on a website will have made the experience that personal data takes
unexpected routes: you enter it on a tv show website, and it comes back to you through a
stunning number of unsolicited commercial mailings or pop-up commercials that curiously are
specific to the region you live in. Information Society is always called “information jungle”
sometimes, and this does not only depict that it’s hard to find a way in and out again, but it also
means that there are ferocious fights between the jungle beasts for what is the most precious
good that can be found there: Information. And the most precious information is personal
information.

The right for privacy does not need to be justified. It stems from the individual’s right for
self-determination which again is based on a perception of the individual as the last and only
source of legitimisation (a “ methodological individualism” approach, one could call it). This
means as a general principle that everybody has the right to decide himself or herself which



personal data should be collected, processed or disseminated. Only recently did the German
Federal Constitutional Court stress again the point that there is a core sector of privacy rights
into which the state under no conditions is allowed to infringe. Since the 1980s at the latest, the
right for privacy in the European Union has the status of a fundamental human right.

However, there are very pragmatic, factual and commercial reasons why the safeguarding of
privacy and the protection of personal data should be at the core of attention of anybody
concerned about the modernisation of society. Lack of such protection leads to lack of trust
between business partners in electronic commerce and between citizens and government in
electronic government. Online users who will suspect that the online vendor will sell their data to
other companies, who will then start an annoying spam mailing campaign by email or regular,
will abstain from providing the data (of they are aware of the perils and care about them).
Citizens who suspect that the housing administration will forward their data to the tax authority
might reconsider the idea of registering at their new home town in the first place.

More or less all the potentially beneficial Information Society innovations (e-government,
e-commerce, electronic social networking, online participation, etc.) rely on a mutual credible
commitment that the personal data involved will not be used for purposes that have not been
agreed upon. This is all the more important as it sometimes collides with efforts to make
processes more efficient and citizen-friendly. E-government portals that serve as one-stop shop
for citizens have to integrate the back-office procedures of many different government
departments. A logical step in these integration processes would be to create single databases
where the personal data stored within the tax department, the housing office, the public health
department etc. were pooled. This is where clear and unambiguous frameworks and regulations
are required.

To find the balance between these partly contradictory goals is what data protection laws
and regulations are about. The perfect data protection regime will create an environment in which
the use of electronic communication means can be fostered while the individuals retain primary
control over the use of their data (and they can also affect the balance themselves, for example
by consciously allowing for the sale of personal data to “affiliated partners” in e-commerce, if
the company is willing to share the benefit with the person affected).

Does the EU have the perfect data protection regime? No. There is no such thing as the
perfect solution on such complex matters. But a considerably well-established system to protect
personal data and ensure privacy exists. And there is a case for closer scrutiny in order to find
out which of the theoretical and practical considerations can find their way into the Chinese

personal data protection provisions.



Countries in the European Union are engulfed in a variety of privacy and data protection
provisions, not all of which have their origin in EU institutions (the OECD, the Council of
Europe, but also the United Nations adopted principles regarding essential data protection rules
that are highly relevant). The 1995 EU Data Protection Directive is at the core of the EU data
protection regulation. It set out a system of principles and rules that needed to be implemented
by all member states. It ensures the free flow of data within the EU and sets a common standard
for the protection of personal data. The principles established apply for all areas of private or
commercial life. The most fundamental principle may be the one faid out in Art. 7, which
declares the processing of personal data is always an exemption that requires justification (similar
in nature and related to the provisions usually to be found in Freedom of Information Laws,
which establish the principle of transparency, and require justification for withholding
information). Since 2002, there is the Directive on Privacy and Electronic Communications
(following earlier provisions on telecommunications services) as an important addition to the
General Directive, specifying privacy provisions for all means of electronic communication.
While the interdependence between these two main data protection directives is sometimes
subject to expert discussions, these two documents have proven to be of crucial importance for
establishing the framework for Information Society in Europe.

Personal data protection will always be a subject of heavy discussions. With new
technologies, new policy issues or new processes emerging (such as RFID, the fight against
terrorism or integrated e-government projects, to name just a few), the basic principles require
continuous interpretation. If they are good and solid principles, they will stand up to this
challenge and will guide not just the EU member states on their way through the dynamics of
Information Society, but can also provide good examples for other countries willing to share
these experiences.

The EU-China Information Society Project was initiated to support this kind of knowledge
sharing. It is a joint effort on part of the EU Commission and the Chinese government to
support economic and social reform in China through fostering Information Society. One part of
the project is dedicated to the support of specific e-government projects in partner cities all over
China. The other part covers the regulatory environment of Information Society, and strives to
support the establishment of a sound and comprehensive legal and policy framework that allows
all parts of society to gain the most and concrete benefits from what we call Information Society .
Supporting the development of a personal data protection policy is a part of this effort.

Of course, there are most fundamental differences between the European and the Chinese

present and future Data Protection regimes, no doubt: the most important of which may be the



fact that the European Union, after all, is not a state, and that the principle of subsidiarity that
is prevalent in all EU policies causes different approaches to the institutional setting for
safeguarding privacy. That’s why it is important not just to look at EU level provisions, but also
at how the different member states implement them, how data protection is being interpreted in
different ways even within Europe. These interpretations will show very interesting aspects for
anybody looking at the EU from the outside and searching for principles and details that can
provide useful input for their own societies.

Publications such as this one play an important part in this. They allow both sides to
discuss the same basic documents and principles without a language barrier. This will be a
valuable starting point for developing the future framework for personal data protection in China.
It is clear that drafting and passing a law can only be one element in setting up a credible and
reliable data protection regime. Industry efforts such as codes of conducts, education of users on
their privacy rights and how to make careful use of their data, development of privacy -enhancing
technologies in hard- and software will play an equally important part. The EU-China
Information Society Projects hopes to be able to help bring these aspects together and help
support the establishment of a comprehensive personal data protection regime for China.

Dr. rer. pol. Thomas Hart
Regulatory Expert
EU-China Information Society Project
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2 | EU Directives and Related Regulations | Personal Data Protection

Directive 95/46/EC of the European Parliament
and of the Council of 24 October 1995 on the protection of
individuals with regard to the processing of personal data
and on the free movement of such data

THE EUROPEAN PARLIAMENT AND THE COUNCIL OF THE EUROPEAN
UNION,

Having regard to the Trealy establishing the European Community, and in particular Aricle
100a thereof,

Having regard to the proposal from the Commission®,

Having regard to the opinion of the Economic and Social Committee®,

Acting in accordance with the procedure referred fo in Article 189b of the Treaty®,

(1} Whereas the obiectives of the Community, as laid down in the Treaty, as amended by
the Treaty on European Union, include creating an ever closer union among the peoples of
Europe, fostering closer relations between the States belonging to the Community, ensuring
economic and social progress by common action to eliminate the barriers which divide Europe,
encouraging the constant improvement of the living conditions of its peoples, preserving and
strengthening peace and liberty and promoting democracy on the basis of the fundamental
rights recognized in the constitution and laws of the Member States and in the European
Convention for the Protection of Human Rights and Fundamental Freedoms;

{2) Whereas data-processing systems are designed fo serve man; whereas they must,
whatever the nationdlity or residence of natural persons, respect their fundamental rights and
freedoms, notably the right to privacy, and contribute to economic and social progress, frade
expansion and the well-being of individuals;

(3) Whereas the establishment and functioning of an internal market in which, in
accordance with Article 7a of the Treaty, the free movement of goods, persons, services and
capital is ensured require not only that personal data should be able fo flow freely from one
Member State to another, but also that the fundamental rights of individuals should be

@ OJNoC277,5.11. 1990, p. 3 and OJ No C 311, 27. 11. 1992, p. 30.

@ OJNoC 159, 17.6. 1991, p.38.

®  Opinion ofthe European Parliament of 11 March 1992 (OJNo C 94, 13.4.1992, p. 198), confirmed on 2 December
1993 (OJ No C 342, 20. 12. 1993, p. 30); Council common position of 20 February 1995 (OJ No C 93, 13. 4. 1995, p. 1)
and Decision of the European Parliament of 15 June 1995 (OJ No C 166, 3. 7. 1995).
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