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ABSTRACT

I . Introduction

With the rapid growth of e-government, e-commerce as well
as other e-businesses,electronic records are emerging and growing
rapidly. In fact, paper records are progressively giving way to elec-
tronic records which now function as the basic record form, essen-
tial information resource and necessary legal evidence. In 2006,
electronic records produced by the central government agencies in
China increased by 18.9% over 2005, and electronic records ac-
counted for 72. 7% of the total. However, due to the poor under-
standing of and practice in electronic records management, mil-
lions and millions of electronic records are being threatened by the
lack of control.,improper preservation, loss of credibility and con-
fidentiality in different degrees, therefore, to establish a scientific
and effective electronic records management system is the best an-
swer to the urgent need.

Researchers have come to know the general state and the ma-
jor problems of electronic records management in China, exten-
sively traced the tendency of electronic records management over-
seas and proposed some theoretical ideas and suggestions on elec-
tronic records management system based on intensive study,after
carrying out practical investigations in 115 government offices, en-
terprises and archives at different levels, and undertaking litera-

ture research on organizations in 16 foreign countries (or dis-
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tricts) and on UNESCO, International Council on Archives, Inter-
national Organization for Standardization and other international

organizations.

I . Problems

Investigation shows that many problems exist in the field of
electronic records management in China as follows:

1. Lack of management threatens the country’s control over
information resources.

From a micro perspective, most organizations haven’t estab-
lished their electronic records management systems,in which no
personnel are specially appointed for electronic records manage-
ment; and from a macro perspective, most archives haven’t enlis-
ted the receiving of electronic records in their agenda. Up to now,
the state hasn’t put electronic records under centralized manage-
ment and preservation,or made effective monitoring and standard
control over electronic records management.

2. Loss of electronic records endangers the continuity of the
country’s history and the nation’s memory.

According to the investigation,42. 2 percent of electronic doc-
uments haven’t been kept in any form; 74. 4 percent of organiza-
tions haven’t taken any measures to preserve such electronic re-
cords as database, e-mails, multimedia records and web pages; and
what’s even worse,some preserved electronic records are unreada-
ble due to improper management.

3. Lack of efficacy of evidence threatens the legitimacy of all
activities.

About 73. 6 percent of the organizations under investigation
admitted that the electronic records they have produced cannot in-
dependently bring into play the efficacy of the evidences.

4. The issue of insecurity challenges the safety and interests
of the Party and the country.

Many examples show that due to the lack of mature electron-

ic records management measures, there is a severe leakage of se-



cret of electronic records in China.

5. The low-level development and application weakens the
service function of governments. Because the electronic records
under effective control and management are of small quantity and
poor quality,and no reasonable policies on development are there
to be depended on,there is still a long way to go for China in the
development and application of electronic records to catch up with
the countries advanced in information, either in depth or magni-

tude.

Il . Causes

1. Cognitive factor: obsolete concepts and ideas

China’s backward electronic records management is mainly
caused by the poor understanding on electronic records manage-
ment, which can be specifically described as the following:

(1)Lack of the sense of evidence

Many departments and staff are not aware that records,as the
original documentation of activities,are important legal evidence;
and they don’t regard electronic records as formal records,nor do
they recognize the evidence efficacy of electronic records.

(2)Lack of the sense of property

A large majority of organizations and individuals haven’t real-
ized that electronic records are information resource that cannot
be regenerated and valuable information property and knowledge
property of an institution,or even a country.

(3)Lack of the sense of risk

Electronic records are faced with multiple risks due to the
complexity and fragility in technology. However,a great number
of organizations and staff are basically not risk -conscious.

(4)Lack of the sense of profit

According to the investigation, 77. 6 percent of institutions
completely or partly adopt a “dual-track system”,and 89.9 per-
cent adopt a “dual-set system”. The excessive dependency on

“dual-track system” or “dual-set system” shows that many de-
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partments and staff haven’t realized that the ultimate aim of infor-
matization construction is to improve efficiency and reduce costs.

2. System factor: segmental management and decentralized
management

(1)Segmental management

At present,in China, the whole process of electronic records
management is divided into file processing in the early stage and
records management in the latter stage. The two stages are not in-
tegrated into a whole,and are not well-coordinated. The segmental
management vertically breaks up the whole process of records
management.

(2)Decentralized management

At an institution, administrative records and business re-
cords, paper records and electronic records are scattered in ar-
chives department,information department or business segments,
making the management disordered. The fact is that a great ma-
jority of achieves departments have not systematically accepted
electronic record archival management and electronic records are
scattered and preserved in their producing organizations or indi-
viduals. The decentralized management horizontally breaks up the
integral subject of records management.

3. Management factor: lack of coordination and communica-
tion

(1) Lack of coordination between different departments

In China, comprehensive offices of the Communist Party
Committee, comprehensive offices of government,archives depart-
ments and information departments are co-existing in charge of
records management, making it difficult to establish and imple-
ment a unified strategy and management system for electronic re-
cords management.

(2) Lack of consistence between different laws and regula-
tions

The basic terms in the regulations and standards are not uni-

fied. The standards of records management between Party com-



mittees and governments are not coordinated. There are also con-
flicts between local standards and national standards. All the
differences and conflicts greatly impact the integrity, sharing and
integration of electronic records resources,which acts as the main
cause of the confusion and out of control of electronic records
management.

(3)Lack of compatibility between programs and systems

From the perspective of the country, we have no top-level
overall design or planning from top to bottom. Horizontally, the
local agencies launch their own electronic records programs re-
gardless of the locations, modes, functions, standards, techniques
and approaches of the others. Thus the “isolated information is-
land” emerges one by one. Vertically, every industry establishes
its own management system from top to bottom which is isolated
and independent from the others,and produces many isolated “in-
formation chimneys”.

4. The Legal factor; undeveloped laws and lack of regulations

(1) Undeveloped Laws

In China, no specific laws or regulations applicable to elec-
tronic records management haven been established yet. Signature
laws in People’s Republic of China is mainly targeted at e-busi-
ness s without covering e-government. The Regulation of the
People’s Republic of China on the Disclosure of Government In-
formation does not deal with the issue of information disclosure of
public departments like the Party Affairs Committee, (China) Na-
tional People’s Congress, Chinese People’s Political Consultative
Committee,and only belongs to the State Council department reg-
ulations.

(2)Undeveloped standard establishment

Only 5 national standards or industry standards have been
launched in China. Many metadata standards established or being
in progress are neither scientific nor specialized,and cannot ensure
the authenticity, reliability, integrity and practicality of electronic

records.
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(3)Lack of supervision system

In China, electronic records management system hasn’t been
tested,and neither the electronic records management responsibil-
ity system nor the property auditing system for electronic records
hasn’t been established.

5. The Supporting factor: weak in research and short age
of professionals

(1)The backward theoretical research and technical develop-
ment. The research in electronic records management in China,
with quite a few strong research teams, started late from a rather
low level, to which experts in Science of Law,information technol-
ogy.administrative management, business administration have not
attached enough attention. The technical storage for electronic re-
cords management is also undeveloped.

(2)Shortage of professionals

As the main force of electronic records management,there are
few top full-time archivists. Most of the full-time archivists are of
low-level expertise and few have acquired the management tech-

niques through systematic learning.

IV . Countermeasures

In order to improve the level and quality of electronic records
management,the electronic records management system should be
established centered by system construction,based on our specific
situations, in light of the features, movement rules and special
risks of electronic records, by introducing the advanced experience
of other countries. The electronic records management system
with Chinese characteristics is composed of value layer, operation
layer and guarantee layer. Specifically, the value layer mainly re-
fers to correct consciousness of electronic records; operation layer
includes “bring-in” system, centralized management principle, co-
operative system, cooperation and sharing mechanism, and so
forth; and guarantee layer consists of supervision and audit,regu-

lations and standards, theoretical research and technical develop-



ment,and professional training.

The electronic records management system in China is an or-
ganic whole. It is focused on the authenticity, reliability, integrity
and usability of electronic records,and is aimed at realizing the ef-
ficacy of electronic records, with updating ideas as the premise,”
bring-in” mechanism as the core, centralized management as the
cornerstone,cooperation and coordination between departments as
the condition, program establishment and sharing as the break-
through, supervision and audit as the guarantee, rules and stand-
ards as the basis, theoretical research, technical development and
professional training as the support to pursue a scientific, special-
ized and standardized way of managing electronic records.

1. To update thoughts and ideas

Increasing awareness, updating thoughts, and establishing
correct understanding of electronic records are important premises
to the development of electronic records management in China. We
should have a correct understanding that the rise of electronic re-
cords is a historical choice. And we should build up the confidence
on electronic records and the management,overcome the excessive
dependence on “dual-track system” and “dual-set system”. Moreo-
ver,leaders should take the lead in the above efforts.

2. To build a “bring-in” system

We should bring electronic records management into the stra-
tegic framework of informization construction so as to facilitate
the interaction and coordination between electronic records man-
agement and informization progress, uplift the level of electronic
records management and achieve the great-leap-forward develop-
ment.

We should bring electronic records management into the ac-
tivity system,which includes but not limited to e-government and
e-business, through legislation and post duty system,to ensure the
evidence efficacy of electronic records.

We should bring electronic records into the development sys-

tem of information resource and bring the risks of electronic re-
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cords into the framework of risk management.

3. Strengthen the principle of centralized management

(1) The electronic records management should be monitored
by archival departments for the whole process.

We suggest that archives bureaus should be renamed Records
and Archives Bureaus, while the Archives Law of the People’s
Republic of China and other relevant regulations should be re-
vised, clearly defining the document management and front-end
control authority of archive departments.

(2) A national electronic records resource system should be
built in China.

A National Electronic Records Center shall be established as
soon as possible to receive and preserve the electronic records of
central and national agencies. A nationwide resource system and
service network should be built to connect electronic records cen-
ters of all kinds at all levels, with National Electronic Records
Center as its model, center and hinge.

4. To enhance the cooperation and coordination mechanism

(1) The relationships between responsibility distribution and
coordination among departments should be straightened out.

The responsibility on document management of archives de-
parlmenls,information departments or performance management
departments at all levels should be clearly defined,and their coop-
eration shall also be well specified.

(2) An interdepartmental coordination department should be
established like “National Electronic Records Management Coor-
dination Committee” as the top coordination organization.

(3)The system of joint conference shall be established to co-
ordinate the unconventional and significant electronic records
management programs which may involve several departments.

5. To improve the system of “co-establishment and sharing”

In order to avoid the phenomenon of “Isolated Information
Island” or “Isolated Information Chimney”, we should set up a

system of “co-establishment and sharing” . National Archives



should establish management strategies and macro plans to ar-
range the electronic records programs; introduce RMP of USA
and cooperate among departments; adopt the way of “public spon-
soring”; and facilitate the sharing of research results and practical
experience.

6. To set up a supervision and audit mechanism

We should certify the management function of electronic re-
cords in information system,establish and improve the supervision
and audit mechanism, apply the performance examination to elec-
tronic records management and implement the property audit of
electronic records.

7. To speed up the formulation of regulations and standards

(1)We shall push forward the legislation. A better Documents
Act of People’s Republic of China shall be launched.

(2)We shall promote the progress of standardization. A sci-
entific standardization system for electronic records management
shall be set up as soon as possible to address the standard issue in
the field of document management in China. Currently a Guide to
Electronic Records shall be edited to provide guidance and stand-
ard for the policies of electronic records management. Interna-
tional standards shall be introduced in an active manner and the
publication and implementation of standards shall also be
strengthened.

8. To improve technical research and professional training

(1)We shall put emphasis on theoretical research and techni-
cal development.

Relevant authorities should make plans for long-term re-
search subjects of electronic records management on the basis of
practical needs; jointly establish and sponsor the research partici-
pated by many institutions and experts to solve the key theoretical
and technical problems; and should study and develop the China-
made, high-quality software applicable to electronic records man-
agement.

(2) We shall attach importance to building a contingent of
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professionals.

The electronic records management training for all staff shall
be initiated, meanwhile the professional certification for electronic
records management shall be set up,and the training contents and

teaching approaches shall also be updated in time.
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