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(idt ISO/IEC 8822:1988)
GB/T 156961995
(idt ISO/IEC 8823:1988)
GB/T 16264.3—1996 3
(idt ISO/IEC 9594-3:1990)
GB/T 16264. 81996 8
(idt ISO/IEC 9594-8:1990)
GB/T 166881996
(idt ISO/TEC 8649:1988)

GB/T 17176—1997 (idt ISO/IEC 9545:1994)
GB/T 17965—2000 (idt ISO/IEC 10745:1995)
GB/T 17969. 1—2000 OSI 1
(idt ISO/IEC 9834-1:1993)
ISO/IEC 8824-1:1995 1(ASN. 1)
ISO/IEC 8824-2:1995 1(ASN. 1)
ISO/IEC 8824-3:1995 1(ASN. 1)
ISO/IEC 8824-4:1995 1(ASN.1):ASN. 1
ISO/IEC 8825-1:1995 ASN. 1 : (BER), (CER)
(DER)

ISO/IEC 10181-2:1996
ISO/IEC 10181-3:1996

GB/T 9387.1

— transfer syntax,
GB/T 9387. 2

_— access control;

— confidentiality ;

— data origin authentication;

— decipherment;

— digital signature;

— encipherment;

— integrity ;

— key;

_— key management ;

—_— selective field protection.,
GB/T 15695

— abstract syntax;

— presentation context ;

— presentation data value,
GB/T 17176

— application-association ;

— application-context ;
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3.5

3.6

37

3-8

3. 8.

3. 8.

3. 8.

3. 8.

3. 8.

3. 8.

3. 8.

ASN. 1

ACSE
ASE
ASO
GULS

(ASE) application-service-element (ASE) ,
(ASO ) application-service-association (ASO-association) ;
ISO/TEC 10181-2
authentication exchange;
claimant;
entity authentication;
verifier,
ISO/IEC 10181-3
access control certificate,
GB/T 17965
security association
(SCF) security communication function(SCF)
security exchange
security exchange item
security exchange function
security transformation

(SSO) system security object (SSO)

presentation context-bound security association

s ’

single-item-bound security association

externally-established security association

b b

initial encoding rules

s ASN. 1
protecting presentation context

protecting transfer syntax

protection mapping

ASN. 1
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PICS
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SESE
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(GULS)
. OSI ( s
OSI
ACSE ( GB/T 12453
GULS
(  SESE )
) 7
) PROTECTED-Q
) R N
(GB/T 17965) GULS
o (SESE)
(ASE), SESE
ASE o ,
GB/T 18237.4
6
6.1
GB/T 17965
A B o
SEI o
ASN. 1
1 n

SESE o

SEI

b

GB/T 18237.2

b

(PROTECTED
; 8

/ PROTECTED
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, A B
o SEI
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A 1 B
SE—TRANSFERreq @ -———————— —— — — —=— SE—TRANSFERreq
SE—TRANSFERreq /ind =— — — — E ——————— SE—TRANSFERreq /ind
SE—TRANSFERreq /ind —=— — — — " (— — )— ————— SE—TRANSFERreq /ind
A B
1
o s o SEI
6.2
SEI . SEI
SEI s ( ) o
a) ’
b) SEI o
SESE , ASN. 1
(¢ ISO/IEC 8824.2),
—SECURITY-EXCHANGE ;
SEC-EXCHG-ITEM ;
—SEC-EXCHG-ITEM SEI;
ROR ;
—SEC-ERROR SEI o

: G
SECURITY-EXCHANGE::=CLASS
{
&SE-Items SEC-EXCHG-ITEM,
— ASN. 1 , o
&sE-Identifier Identifier UNIQUE
}
WITH SYNTAX
{
SE-ITEMS &SE-Items
IDENTIFIER &.sE-Identifier
}
Identifier : : =CHOICE

ol
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7-1

)

local INTEGER,
global OBJECT IDENTIFIER

SEC-EXCHG-ITEM::=CLASS

{

}
W

{

)

&.Item Type,

- ASN. 1 .

&itemld INTEGER,

, 102,300 00 .
&Errors SE-ERROR OPTIONAL

o

ITH SYNTAX

ITEM-TYPE &ItemType
ITEM-1D &itemld
[ERRORS &Errors |

SE-ERROR::=CLASS

{

)
W

)

a)
b)
c)

& ParameterType OPTIONAL,
- SEI

&errorCode Identifier UNIQUE
- SEI

ITH SYNTAX

[PARAMETER &.Parameter-Type |
ERROR-CODE R&eerrorCode

C o

a) b) o
7.2 OSI
, OSI

(

ASN. 1 o

GB/T 18237.4
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: 7.1.5 OSI ., 7-1.6 OSI
( . ) )
( . N Do
2 o
, ( ) :
a) ASN. 1 ,
b) ) )
R ASN. 1 XformedDataType ( ) ;
c) b) ASN. 1 ( ASN. 1 s GB/T
18237. 4 Do
, / :
d) , XformedDataType  ASN.1 (
ASN. 1 , GB/T 18237. 4 )
e) s s
( ) . /
s/ )
iy e) ,
ASN. 1 , a) o
a) D 7.1. 4 o )
ASN. 1 ( ) .
c) A ,
ASN. 1 ASN. 1 :
a) 9]
___, \__ ASN. 1 XformedDataType
ASN. 1 by o .
XformedDataType
(  XformedDataType (  XformedDataType
ASN. 1 ) ASN. 1 )
ASN. 1 ( ASN. 1 (
ASN. 1 ASN. 1
GB/T 18237.14 © & . GB/T 18237.4
) )
/ s ( PD)U
2
7-1.1 0OSI
(SS0), SSO / ( N / ),
( N N . ) SSO
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SSO
(SCF),
2, a).c).d)y D SCF . SCF
GB/T 18237. 4
7-1.2

ASO

a) - ’

b) —

C) - ’

OSI
GB/T 15696 ) ,

« 7.1.3)

7-1.3

a) I ’

b) - s

2,

SCF

b)

SSO

OSI

(

e)
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7.1.

7.1.

GB/T 15696

7-1.6

4

a)
b)

5 0OSI
OSI

o

ASN. 1 o
. D4 GULS SIGNED
( )
( SESE
( Do
a) D ( )
(
. ( )

ISO/IEC 8824,

a)
b) (

a)

a)
b)

a)
b)
OSI

OSI

H

ASN. 1 EXTERNAL EMBEDDED PDV

b

),

( OSI ,

OSI ,

7.

1.

2

7.

. GB/T 18237.4

(

1.

5

GB/T 15695
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[.2

(  ISO/IEC 8824-2):
SECURITY-TRANSFORMATION::=CLASS
{
&.sT-Identifier OBJECT IDENTIFIER UNIQUE,

o

&initialEncodingRules OBJECT IDENTIFIER,
DEFAULT {joint-iso-ccitt asnl (1) ber-derived (2)

canonical-encoding (0)) },

o

&.StaticUnprotectedParm OPTIONAL,

- ASN. 1 o
&DynamicUnprotectedParm OPTIONAL,

- ASN. 1 o

& XformedDataType,

--ASN. 1 ASN. 1 .

&QualifierType OPTIONAL

—&QualifierType PROTECTED-Q

- ASN. 1 o

WITH SYNTAX

{

IDENTIFIER &sT-Identifier
[INITIAL-ENCODING-RULES &initialEncodingRules ]
[STATIC-UNPROT-PARM & StaticUnprotectedParm ]
[DYNAMIC-UNPROT-PARM  &DynamicUnprotectedParm ]
XFORMED-DATA-TYPE &XformedDataType
[QUALIFIER-TYPE &Qualifier Type]

}

b b

( &XformedDataType ASN.1 ),

& XformedDataType), ( )

10

— : ( ,

ASN. 1
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8
ASN. 1

( ) o

a) ’ H

b) ,

C) ’ °
8.1

, ASN. 1 (  ISO/IEC

8824-4) .

PROTECTED{BaseType ,PROTECTION-MAPPING :protectionReqd } : : =
CHOICE
{
dirEncrypt BIT STRING (CONSTRAINED BY {BaseType
--dirEncrypt dirEncrypted Transformation ,
- GB/T 16264. 8 ENCRYPTED -1,
dirSign SEQUENCE
{
baseType BaseType OPTIONAL,
-- dirSigned Transformation )
- dirSignatureTransformation
algorithmld Algorithmldentifier,
encipheredHash BIT STRING (CONSTRAINED BY

{BaseType-- BaseType -1
}
--dirSign dirSigned Transformation
--dirSignatureTransformation ,
- GB/T 16264. 8 SIGNED  SIGNATURE ,
noTransform[ 0 |Base Type,
--noTransform o
- s noTransform,

- protectionReqd. &bypassPermitted = TRUE

b

direct [ 1 ]SyntaxStructure
11
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{{protectionReqd. &Security Transformation} } ,
—-direct s
- ASN. 1
-—( SyntaxStructure GB/T 18237.4),
embedded [2]JEMBEDDED PDV (WITH COMPONENTS{
identification (WITH COMPONENTS{
presentation-context-id ,
context-negotiation (WITH COMPONENTS{
transfer-syntax (CONSTRAINED BY
{OBJECT IDENTIFIER:
protectionReqd. &protTransferSyntax})}),
transfer-syntax (CONSTRAINED BY
{OBJECT IDENTIFIER;
protectionReqd. &protTransferSyntax})}),
data-value (WITH COMPONENTS{notation(BaseType) })
-- BaseType
D)
}
--BaseType , protectionReqd
--PROTECTION-MAPPING ASN. 1 o
- PROTECTED PROTECTED
- PROTECTION-MAPPING o

PROTECTION-MAPPING 8.3 o “protectionReqd”
) o PROTECTION-
MAPPING PROTECTION-MAPPING o
( ) ( ) ASN. 1 o
CHOICE
dirEncrypt  dirSign: &XformedDataType,
,PROTECTED GB/T 16264. 8 ENCRYPT-
ED.SIGNED SIGNATURE o
—— noTransform: . ¢ 8.3 8.4)

&bypassPermitted=TRUE, . o )

’ ’ no-

Transform,
direct GB/T 18237. 4 ;
ASN. 1 o o
. [ 7.1 2 DI i
PROTECTED ASN. 1 °
embedded ; s
ISO/TEC 11586-4 o

a) b).c) d), ;
12



