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Preface

Electronic Commeree: Principles and Applications

What is mainly covered in this book

Electronic commerce (or e-commerce) —the purchase of goods and services over the
Internet’s World Wide Web—is a broad term. It encompasses all electronically conducted
business activities, operations, and transaction processing. It also influences government's
activities.

E-commerce can take place between companies and customers (business-to-customer) .
between companies ( business-to-business), or between customers/companies and public
administration (e-government), all relying on each other for supplies, distribution, services,
and technology. E-commerce can’t develop without the support of technology, security,
payment, marketing, logistics and government.

We have sought, in writing this book, to synthesize current thought and practice into a
comprehensive review of electronic commerce:. Our choice of topics, in general, reflects the
fundamental structure and essential of e-commerce.

This book—designed as a practical “how to” guide—covers all important aspects of e
commerce to help you implement. The techniques it covers can be adopted outright or
modified to suit your own needs. Numerous examples illustrate practical applications.
Checklists, exhibits, illustrations, and step-by-step instructions enhance the book's
practicality. Common questions are answered. QOur goal is to give you an up-to-date
compendium of current technologies and applications, taking into account new and emerging
trends. Because e-commerce requires you to be knowledgeable about both technology and
economic management, we have given special consideration to balancing these two needs.

We have tried to make this book easy to understand, comprehensive, and informative.
We hope it will be a valuable reference that you can refer to every day.

LI Xiao li contributes Chapter 4, 6, 7. ZHANG Hua ping contributes chapter 1, 2,
5, XIE Jing pei contributes chapter 3, 8.

Why we write this book

The main motivation for writing this book is to support our search on electronic
commerce and to supply a textbook for teachers and students in colleges and universities. We
are glad to join in the teaching reform activities and try to promote the development of
bilingual teaching with others who dedicate to the development of bilingual teaching.
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There are many useful works on individual aspects of e-commerce such as security,
technology, electronic payment systems or m-commerce. Nevertheless, we want a book we
can recommend to readers that would cover (and update) all topics that we consider relevant.
It can be said that this book is the result of many years of experiencing teaching (especially
bilingual teaching) and studying electronic commerce at the undergraduate and postgraduate
level. The book is also intended for all IT professionals and others with some technical
background who are interested in e-commerce.

Some disclaimers

This book does not cover all aspects of e-commerce, nor does it discuss specific e-
commerce models and their particular application requirements. As its name says, the book
deals with the fundamental e-commerce issues that one must consider when learning an e
commerce application. It does not always provide a detailed discussion of the e-commerce
topics, but gives references instead. Whenever possible, we also provide URLs and
supplements, but unfortunately we cannot guarantee that they will still be valid at the time
of reading. In addition, draft documents representing work in progress (e.g. , by IETF,
W3C, and other standardization bodies) may also be expired or no longer available.
Throughout the book we have mentioned certain company or product names: their sole
purpose is to provide examples, not to give preference over other companies or products.

How to read this book

The book has eight chapters. Each chapter can be read individually. It is necessary to
study all of the content in chapter 1 in order to understand other parts of the book well.
Chapter 1 gives an overview of e-commerce.

From chapter 2 to chapter 8, you will learn important knowledge of electronic commerce
below:

1. E-commerce technology including fundamental technologies and advanced
technologies (chapter 2); 2. E-commerce security (chapter 3); 3. E-commerce payment
(chapter 4); 4. M-commerce (chapter 5); 5. E-marketing (chapter 6); 6. E-commerce
logistics (chapter 7); 7. Electronic government (chapter 8) .

We have also been neutral regarding gender, using she and he more or less alternately
throughout the text.

Acknowledgements
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people and institutions. We are deeply grateful to all those who support us, directly and
indirectly, in writing this book.

This book is funded by Natural Science Research Plan of Henan Provincial Education
Department (No. 2007630024) and Publication Fund of Henan University of Science and
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Technology.

We wish to thank our editor, Huang Yu, for her outstanding editing work on this book.
We very much appreciate her exceptional efforts,

We hope that you will enjoy reading the book,
it. We are grateful for any feedback. You can reach
Any mistakes in the book are ours.

and that you will learn something from
us at zhanghuaping@ncwu. edu. en.

Editors
February 2009, in ZhengZhou
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Chapter 1

Electronic Commerce: Principlesfint

1.1 Introduction

Commerce is a basic economic activity involving trading or the buying and selling of
goods (according to standard dictionaries). For example, ‘a customer enters a bookshop,
examines the books, selects a book, and pays for it. To fulfill the customer requirement,
the bookshop needs to carry out other commercial transactions and business functions such as
managing the supply chain, providing logistic support, handling payments, etc. As we enter
the electronic age, an obvious question is whether these commercial transactions and
business functions can be carried out electronically, In general, this means that no
paperwork is involved, nor is any physical contact necessary, This is often referred to as
electronic commerce (e-commerce), The earliest example of e-commerce is EFT (electronic
funds transfer). This allows financial institutions to transfer funds between one another in a
secure and efficient manner. Later, electronic data interchange (EDI) was introduced to
facilitate interbusiness transactions, However, early EDI systems were typically operated
over special networks that are complex to set up and costly to administer. For these reasons.,
EDI has not been as widely deployed as expected. With the advent of internet technologies
and advanced cryptographic techniques, it is now feasible to implement e-commerce over a
public network—the Internet. The development of the World Wide web (WWW) greatly
accelerates the development of e-commerce and expands its scope to cover different types of
applications. In this chapter, we will give an introduction to e-commerce by discussing some
primary concepts, advantages, and frameworks.

1.2 Definition of electronic commerce

There does not exist a simple definition of e-commerce that adequately describes the
coverage of its operations, functions and underlying technologies. One common view is: e
commerce is the process of buying and selling or exchanging of products, services; and
information via computer networks including the Internet,

* From a communications perspective, EC is the delivery of information, products/
services, or payments over telephone lines, computer networks. or any other electronic
means.,

* From a business process perspective, EC is the application of technology toward the
automation of business transactions and work flow.

* From a service perspective, EC is a tool that addresses the desire of firms, consumers,
and management to cut service costs while improving the quality of goods and increasing the

1.
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speed of service delivery.

« From an online perspective, EC provides the capability of buying and selling products,
services and information on the Internet and other online services.

Although this is correct, buying and selling of products, services and information is
only one of many types of e-commerce activities. In broader terms:

E-commerce is any commercial activity conducted electronically, particularly via private
or open networks, such as the Internet.

The key point of this definition is that e-commerce is a confluence of business operations
with electronic and network technologies. Telephony and non-networked technologies such
as CD-ROM media may integrate into operations, but the core of e-commerce is network
technologies and especially open networks such as the Internet. The Internet made possible
the rapid global adoption of e-commerce because of the lower costs involved and its being
based on open standards. Experts share an optimistic prediction on the increased use of the
Internet for electronic commerce,

E-commerce is not an entirely new type of commerce. It first emerged in the 1960’s on
private networks, as typically large organizations developed electronic data interchange
(EDI) installations and banks implemented electronic funds transfer (EFT). Today,
however, e-commerce is no longer the exclusive domain of large organizations or private
networks. The open network Internet and particularly the World Wide Web not only present
new commercial potential for large organizations, but also provide a viable entry point for
small and medium-sized enterprises (SMEs) into e-commerce opportunities,

Is e-commerce the same as e-business?

In recent years, another term called e-business has emerged. Some use e-commerce and
e-business interchangeably, In general, e-business has a wider perspective than e-commerce.
It involves using information technologies in all aspects of the business, Hence, e-commerce
can be viewed as a subset of e-business. However, like many other e-commerce books, we
will use the following terms e-commerce, Internet commerce, web-based electronic business
and e-business in an interchangeable manner.

Through e-business, the following business areas/applications are enhanced and
improved :

Workgroup communications E-business applications in this area provide the means of
communication between managers and employees, through electronic mail, videoconferencing, and
bulletin boards for the purpose of increasing information dissemination, to the end of having
better informed employees,

Electronic publishing Such applications allow companies to organize, publish, and
disseminate critical work information, such as human resources manuals, product
specifications, and minutes of meetings through tools such as the World Wide Web. The
benefits of online publishing include: reduction of costs for the printing and distribution of
documentation, speedier information delivery, and minimization of outdated information.

Sales force productivity Electronic applications enhance information flow between the
production and sales forces, and between the firm and its customers. Through the
integration of sales forces with other parts of the organization, firms will have increased and

m2



Chapter 1 Overview of Electronic Commerce

quicker access to market intelligence and competitor information to aid in better strategy
formulation.

1.3 Electronic commerce and traditional commerce

Generally speaking, e-commerce is about the sale and purchase of goods or services by
electronic means, particularly over the Internet. E-commerce is not going to the web and
doing the same traditional commerce thing in just a slightly different setting. Successful e
commerce firms do new things and add unique, new improvements to old things in
cyberspace. Dell Computer's emergence as the US’s largest computer company is not due
simply to the fact that it sells plain vanilla computers over the Internet. Dell's success is due
primarily to its ability to use the Internet to produce and sell customized computers, The key
point here is that the Internet and information technology (IT) are simply an enabler.
Business is created when technology is used to enhance value or create new products.

Figure 1.1 shows that in CT'"IW
broad terms one can distinguish [ ]
two types of commerce: traditional Elec”“"iﬂ Physical or Traditional
«(Hm
commerce and e-commerce. In a P~ Grnmictos
traditional or physical commerce /\
system, transactions take place Internet LL L
; Commerce

via contact between humans
usually in a physical outlet such /\

¥ phy . Business Consumer EEm
as a store. For example, if you poeed fodiscd
want to buy a book, you will go  e-commerce €-commerce
to a physical bookstore and buy Figure 1. 1 Types of commerce

the physical book from a salesman,

In a pure e-commerce system, transactions take place via electronic means. In this case, vou
will access a cyber bookstore such as www. netlibrary. com and download a digital book from
a server computer, These two cases represent the extremes: the traditional commerce system
on one side and the pure e-commerce system on the other. There are many variants and in
many cases, e-commerce and traditional commerce can complement each other, For example,
a physical book is ordered by electronic means and it is sent to you via physical means. E-
commerce is more suitable for standard goods, low-value goods, digital goods, and simple
services (i e.intangible goods), whereas traditional commerce is more suitable for
nonstandard goods, perishable goods, expensive goods, and extremely low-value goods.
Complex products such as cars and nonstandard services are better served by integrating e-
commerce and physical commerce,

Most people have an understanding of commerce based on their experience as shoppers
and buyers, and they bring this experience with them when they start shopping online. So,
it's necessary to understand the characteristics of traditional commerce,

Identity. Customers can easily authenticate the identity of a merchant simply by walking
into a bricks-and-mortar store. There is a concreteness about a physical store that no amount
of HTML will ever match,
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Immediacy. Customers can touch and feel and hold the merchandise. Tactile cues can
drive the decision to buy. A transaction that is face-to-face is usually unmediated: your
communication with the merchant is not in the hands of a third party or technology (as with
ordering by phone).

Value. The item at the center of the commerce transaction—the product or service that
is 10 be sold/bought—has some kind of value. Its price is determined and validated through
the performance of the transaction. The seller agrees to a selling price, and the buyer agrees
to a buying price. The value of an item, especially the relative value an item has for the
buyer, is much easier to appraise if that item is close at hand.

Discourse. Customers can converse with the merchant face-to-face; unmediated
conversation is basic to human communication. People want the feedback available from non-
verbal behaviors which forms a large part of our judgment process,

Community. Customers can interact with other customers and gain feedback about the
merchant from other customers, as well as by observing the merchant interacting with other
customers,

Privacy. Customers can make purchases anonymously with cash; they usually don't
have to give their name or address. They don't usually have to worry about what a store will
do with their personal information, although this is becoming more of an issue with various
recent attempts by lawyers to access private sales and rental records. Privacy is often a
measure of how much of his or her identity a buyer wants to invest in a transaction;
sometimes, we just want to quietly make our purchase and leave with it.

An online commerce customer faces mediation in every element and at every stage of the
commerce transaction. Customers can’t see the merchant, only the merchant’s website; they
can’t touch the merchandise, they can only see a representation; they can't wander a store
and speak with employees, they can only browse HTML pages. read FAQs, and fire off
email to nameless customer service mailboxes; they can't explore the store’s shelves and
product space, they can only search a digital catalog. A customer at an online commerce site
lacks the concrete cues to comfortably assess the trustworthiness of the site, and so must
rely on new kinds of cues. The problem for the online customer is that the web is new and
online commerce seems like a step into an unknown experience.

So, it's not difficult to find out that e-commerce differs from traditional commerce primarily in
the way that information is exchanged and processed. Traditionally, information has been
exchanged through direct personal contact or through the use of phone or postal systems. In EC,
information is conveyed primarily via digital communications networks and computer systems, Often
these networks are accessible to everybody and have an open nature,

1.4 Drivers of e-commerce

Various statistics and forecasts have all indicated that e-commerce has an extremely
promising future, A few years ago, Forrester Research forecasted that e-commerce sales
would account for 1% of the global economy by 2002. However, recent forecasts have all
suggested that this may be too conservative. It is predicted that the number of e-commerce
customers worldwide will reach 900 million by 2005, and the associated revenue will increase
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Chapter 1  Overview of Electronic Commerce

to $550 billion as compared with $ 120 billion in 1999. According to the Gartner Group,
business-to-consumer e-commerce will account for 5% ~7% of the retail sales in the United
States by 2004. This represents at least a 500% growth from the year 2000. Based on

research by Jupiter

Communications, the revenue for business-to-business e-commerce in the

United States will reach $ 6. 3 trillion by 2005, representing a 2000% increase as compared
with the same Figure in 2000.

These figures indicate that Data networks
“ g " Intense competition
there must be some “drivers Clobalisati
behind ecommerce. As e Information age DIGITAL
i . : Technologies
commerce 1is about going e

“DIGITAL,"” we call this the Low eost high quality produets/services

DIGITAL phenomenon. Here

Figure 1.2 The “DIGITAL" phenomenon

we attempt to examine the

possible drivers behind e-commerce (or the DIGITAL phenomenon) by the following
“DIGITAL” acronym (see Figure 1.2). Hopefully, this can provide the basis for further

discussion.
Let us explain
(Table 1. 1).

the key words given in the figure in more detail in the following table

Table 1.1 Summary of key drivers of e-commerce

Key drivers

Explanations

Data networks

With the advent of data networks such as the local area networks and the Internet. dispersed
computing systems can now be connected together. This not only allows seamless flow of
information bit also opens many new opportunities including e-commerce,

Inténse competition

In nearly all businesses, competition is becoming increasingly intense. In order to survive,
companies are constantly looking for more effective ways to provide better customer services, F-
commerce s one of the effective ways.

Globalization

To maintain growth of profit, many companies are moving to the international market.
However, one of the major obstacles is the geographical barrier. E-commerce provides an
effective (vehicle) for companies to move to the international market because there is almost no
geographical barrier in eyberspace. In other words, it is easier for a foreign company 10 compete
with a local company under the cyber environment. Globalization 15 a complex issue and the
reader is referred to the references for a more detailed discussion.

Information age

As we enter the information age, informiation becomes a valunble asset. Therefors, cormpanies
are looking for more effective ways to collect, update, and manipulate various types ol
information particularly for marketing purposes, E-commerce facilitates this,

"echnologies

With the advent of technologies, many business ideas can now be realized. Technologies are
the enabler for e-commerce.

Automation

As the cost of labor increases, there is a strong need for comparies 1o look for alternative ways
to do routine work. This is particularly true in handling the myriad paper transactions once &n
order is taken. With electronic messages one can reduce this considerably. E-commerce thus
provides an attractive solution.

Low cost high quality
products/ services

“Low cost high quality products/services™ has become one of the major business philosophies in
the 21st century because of competitions and high customer expectations, Companies are looking
for ways to satisfy these requirements,
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While each of the topics in this table can be explored in greater depth, they are
introduced here to give one a feeling for the drivers behind e-commerce. For those who wish
to follow up any of these in greater detail we include many references at the end of this book.

1.5 Looking at e-commerce from different perspectives

E-commerce is changing our economy and affecting all aspects of business. Today, no
company can afford to ignore e-commerce. It is even predicted that e-commerce will become
part of core business functions just like management, accounting, marketing, finance,
information systems, etc. In recent years, many models, [rameworks, and thoughts towards
building a comprehensive picture of e-commerce are evolving. In this section, we go through
some of them in order to look at e-commerce {rom different perspectives.

A three-layer model is commonly used to describe e-commerce. This model consists of
an infrastructure layer, a services layer. and a products/structures layer. The three layers
can be further divided into seven functional layers for carrying out different functions. The
major functions are to provide the;

+ technical infrastructure (e. g. the Internet and WWW)

* secure messaging services (e. g. EDI)

* supporting services (e. g. electronic payment)

= commercial products, services, and systems (e. g. e-retailing)

* electronic marketplace (e. g. on-line auctions)

E-commerce experts, Greenstein and Feinman, discuss another three-layer model
consisting of the existing market space, the three pillars of e-commerce (electronic
information, electronic relationships, and electronic transactions), and the open market
processes, Schneider and Perry view e-commerce as an effective means to improve a value
chain, which is used to link various functional activities (1. e. production, marketing,
finance, etc. ) of a company. This value chain concept can also be extended to link different
companies to form an industry value chain. In general, e-commerce helps to facilitate
information flow across the value chains and to reduce the associated transaction costs, It is
also of interest to look at e-commerce from the point of view of relationship. At its root,
every business needs to maintain three types of relationship: the relationship with its
customer, the relationship with its business partners (e. g. suppliers), and the relationship
with its employees. E-commerce provides an effective tool for building, managing, and
enhancing these relationships. In the context of e-commerce, the first type of relationship is
not just selling through the web but managing customer relationships in general. Special
electronic customer relationship management software is available for this purpose. The
second type of relationship is about procurement and supply chain management by electronic
means, Virtual Private Networks and XML are the main facilitators in these areas. They will
be described later in this book. While the first two types of relationship are external, the last
one is internal. It involves building an effective Intranet for integrating different information
systems and sharing information through which communication and productivity can be
enhanced.

Furthermore, in both the popular press and in the general community, a number of
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ideas and commentaries are also gaining credence. It is worth looking at some of the more
interesting of these in order to gain an appreciation of some aspects of e-commerce (see Table
12

Table 1.2 Some interesting comments on e-commerce; what do you think?

E-eommerce is the smartest way of doing business. You ask your customers to do the work for you such as filling in
the order forms, checking the order status and downloading the product themselves so that you can save huge costs and
manpower. Furthermore, they do not make any complaints and even think that you have done excellent work for them.
Can you think of anything smarter than this?

E-commerve is changing the traditional way of measuring business performance. People no longer look at the profit
and loss account any more, Instead, the future value of 3 company becomes the major concern. As long as an e-commerce
business “makes sense” (it does not need to “make cents™), it may still be backed by numerous investors,

Many e-commerce companies are “burning money”. There has even been the invention of & new term called “burn
rate” 1o measure how “well” a company manages its e-commeree busiriess. In order 1o survive. the business focus is not
“how to make money quickly” but “how to burn money slowly”,

In both traditional commerce and e-commerce, companies and investors care about earning per share (EPS), but in a
totally different way. In traditional commeree, investors care whether the EPS of a company is positive. In e-commerce,
they care whether the EPS is negative. If the EPS is tdo positive, it may indicate that the company is too conservative
(i, e. not aggressive enough).

E-commerce is about focus. Many dotcoms (e-commerce companies are usually called dotcoms) sell only one product
and in fact the company name may also be the product name,

E-commerce relies heavily on IP: Innovation and People or Tnvestment and Partnership,

1.6 Different types of e-commerce ‘

The matrix in Table 1. 3 shows the different types of e-commerce from the perspective of
the buyer and seller relationship. This is often used to categorize e-commerce applications.
According to this relationship, e-commerce applications can be divided into the following four

categories:
Table 1.3  Different types of e-commerce
Business (organization) Consumer (individual)
Business (organization) B2B (e g. TPN) B2C (e g. Amazon)
Consumer C(individual) C2B (e. g Priceline) C2C (e. g. eBay)

a, Business-to-consumer (B2C) In this case, the seller is a business organization
whereas the buyer is a consumer. This emulates the situation of physical retailing and so it is
commonly called electronic retailing. Typically, electronic stores are set up on the Internet
to sell goods to the consumers, For example, virtual bookstores (VBS) sells books to the
consumers through the Internet. Note here that the business drives the specification of the
product and the customer chooses whether or not to buy a prefabricated product. A good
example of a B2C website is www. amazon. com. Amazon sells books and various other
items. Many students turn to Amazon when they cannot find a textbook for a class at the
local bookstores. Amazon provides a convenience for these students; e-commerce succeeds
when it makes things convenient for the consumer. B2C transactions can occur
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