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A Remote Anonymous Attestation Scheme from ECC

Zhang Rui'" | Liu Ji-Qiang' , Han Zhen', Zheng Li-Juan'”
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Abstract : Remote anonymous attestation is concernful to attest the remote platform is trusted
but not revealing any private information of the platform. In this paper, we design a remote
anonymous altestation scheme based on TPM which with ECC engine. Our scheme does not
need any zero knowledge proof and the involvement of the third trusted party. So this scheme
has better security properties and higher execution efficiency.

Key words: remote anonymous attestation; ring signature; hidden property certificate;

ECC; TPM

1. Introduction

Nowadays, private protection is increasingly important in distributed environment. Terminals
security is one of the biggest problems in distributed network. It is very likely to reveal platform
private information in remote attestation process.

In 2004, E. Brickell at el. introduced a new remote attestation scheme named Direct
Anonymous Attestation (DAA) based on Trusted Platform Module (TPM)'"'. DAA employs Zero
Knowledge Proof*’ and Group Signature"*’ to realize the anonymousness and omit the trusted third
party ( Private CA). DAA had become a part of TCG specifications (version 1.2) in 2006,
After that, several different DAA schemes are posed. In 2007, He Ge and Stephen R. Tate
proposed a DAA scheme for devices with low computing capabilities”’. A. Leung and E.

6.7]
7 However, all these schemes are not

Brickell take account of privacy preserving in their works
efficient enough because of the several times of Zero knowledge Proof.

A. R. Sadeghi proposed an efficient protocol called Property-Based Attestation ( PBA) in
2004'®'. A property indicates various platform configurations to protect the platform from revealing
configuration information. Therefore, verifier knows nothing about specific platform configuration
but the knowledge that the platform has a certain property. Based on this protocol, L. Chen and
R. Landfermann introduced a new property-based attestation'’. A property and its corresponding
configuration information are contained in a Property-Configuration Certificate issued and managed
by a trusted third party. While, this method also uses Zero Knowledge Proof to conceal the real

configuration information, so it is also hard to realize. Moreover, the trusted third party must store

the information of all platform configurations and sign them. Actually, it increases the burden on
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trusted third party.

According to above reasons, J. Q. Liu proposed a Remote Anonymous Attestation (RAA)
scheme based on TPM''"'"). This scheme protects private information without additional Zero
Knowledge Proof so that it can be realized effectively.

All above schemes are suitable for RSA-based TPM. However, elliptic curve cryptography is
more efficient than integer factorization systems and the length of private key is shorter than RSA
algorithm. Therefore, ECC-based TPM is more efficient for DAA scheme. Recently, some DAA
schemes are proposed with ECC-based TPM. E. Breickell, L. Chen and J. Li put forward a DAA
scheme from pairings in 2008'">'. X. Chen and D. Feng also proposed a new DAA scheme from

bilinear maps 3

. However, these two schemes also use CL signature and Zero Knowledge Proof.
From above analysis, the efficiency of implement is not good enough.

Based on J. Q. Lius work """ | we propose a remote anonymous attestation scheme which
we call it RAA-ECC scheme in the following parts. This scheme not only satisfies the requirement
of ECC algorithms, but also protects private information without Zero Knowledge Proof, so it is
more efficient than other DAA schemes. Moreover, we use a modified Provably Secure Elliptic
Curve Encryption Scheme-V3 ( PSEC-3) as the elliptic curve encryption algorithm and add a
flexible algorithm-link so that a verifier can link two signatures in some specific applications.
Consequently, this scheme has better security characteristics, such as conditional anonymity,
conditional linkability and other security attributes.

The rest of this paper is organized as follows. In section 2, we describe the related

fundamentals that are needed in RAA-ECC scheme. The RAA-ECC scheme is introduced in

section 3. The security analysis is discussed in section 4. Finally, the conclusion is in section 5.

2. Background Knowledge

In this section we introduce some preliminaries in RAA-ECC scheme. In this scheme we use
the special TPM with ECC engine instead of RSA engine, so the algorithms are based on elliptic
curve algorithms. We first describe the modified Provably Secure Elliptic Curve Encryption
Scheme-V3 (PSEC-3), and then we introduce ring signature and hidden property certificate used

in our scheme.

2.1 Modified PSEC-3

PSEC-3 is a public-key encryption system that uses the elliptic curve El Gamal trapdoor
function and two random functions'"*’. But we need to modify the PSEC-3 for our RAA-ECC
scheme. With any symmetric encryption, the modified PSEC-3 is semantically secure against
chosen-ciphertext attacks (IND-CCA2) , in the random oracle model™’ | under the Elliptic Curve
Gap Diffie-Hellman ( EC-Gap-DH) assumption.

The parameters of modified PSEC-3 is (p,a,b,G ,H, ,H, ,H' ,G',SymE) , where H, ,H, ,H’
and G’ are four hash functions, a and b are two elliptic curve coefficients of F,, that define an

elliptic curve E. G is a curve point of order p. SymE = (E;,D;) is a symmetric encryption



A Remote Anonymous Attestation Scheme from ECC 3

scheme which uses secret key K. We use two hash functions H, and H, to instead of the random
choice values R and r € Z, which in PSEC-3 in following algorithms, since the verifier cannot
know the random values when he verifies the signature in RAA-ECC scheme. While the modified
PSEC-3 algorithm is also secure and the values R and r are also fresh, because of the randomness
of m in our RAA-ECC scheme.

Encryption Algorithm of Modified PSEC-3

With the plaintext m and the public key @, the encryption algorithm outputs ciphertext ¢ =
(C,,ci,c,,c5) as follows;

1) Compute R«—H,(m) and r<—H,(m) e Z,.

2) Compute the points on E, C,«<—r + G and T« - Q.

3) Compute ¢;+=x,@R, K—G'(R) and c;«—H'(C, ,c; ,R,m) , where x, is the x-coordinate
of T.

4) Compute c,«—FE;(m).

Decryption Algorithm of Modified PSEC-3

With the input ciphertext ¢ = (C, ,¢;,c,,c; ), the decryption algorithm outputs the plaintext
or | as follows:

1) Compute the point on E, T'«—d + C, and R'«—c|@x;.

2) Compute K'«—G'(R') and m'«—D,.(c,).

3) Check whether the equation holds or not; ¢; =H'(C,,c,,R",m"). If it holds, output m'
as the decrypted plaintext. Otherwise, output L .

2.2 Ring Signature

The ring signature is proposed by R. L. Rivest, A. Shamir and Y. Tauman in 20017, A
set of possible signers compose a ring. But there is only one real signer who produces the
signature. A ring signature scheme is set-up free. The signer does not need the consent or
assistance of the other ring members. Different members can use different public key signature
schemes with different key and signature sizes. In our scheme, we use modified PSEC-3 as the
signature scheme.

A ring signature scheme is defined by two steps:

1) Ring-sign (m,P,,P,,---,P,,s",S,) Given public keys P,,P,, -, P, of the r ring
members, the secret key S, of the real signer who is the s'-th member and message m, the real
signer produces a ring signature ¢.

2) Ring-verjy (m,o) When verifier receives a message m and a signature o, he outputs 7T or

F with the public keys of all the possible signers.

2.3 Hidden Property Certificate
We follow the notion of property-based certificate proposed by A. R. Sadeghi'® in our
scheme. The property P’ corresponds to various platform configurations C,,C,,+--,C,, such as a

platform has a property that it installs an anti-virus software, and this kind of software have several

different vendors and versions.
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The hidden property certificate is issued by TPM and the host of TPM. It indicates the
properties of current platform. The signature signed by TPM can assure the authenticity of platform
configurations. Platform configuration C,(1<r<t) is concealed in the hidden property certificate
by computing the hidden property value y,. Then TPM and its host produce a signature o for
property hidden value y,, property P’, platform configurations C,, C,, ---, C, and public
parameters. So the hidden property certificate of property P’ must contain the property hidden

value y,, property P’, signature o and public parameters.
3. Our RAA-ECC Scheme

In a RAA-ECC scheme, there are two types of entities: a real signer S and a verifier V.
Each signer and verifier is a trusted platform. 7T is the TPM of S and Hg is the host of S.
Correspondingly, T is the TPM of V and H, is the host of V.

3.1 The Process of RAA-ECC Scheme

A RAA-ECC scheme consists of four polynomial-time algorithms: RAA-ECC = ( Initialize,
Sign ,Vergy, Link). We assume the signer S is the resource requestor and the verifier V is the
resource provider. Due to the limitation of TPM, only some essential computations are performed
inside the TPM and the others are done on host.

Initialize H firstly defines the global public parameters params = (p,a,b,G,n,h) of elliptic

"1 and sends them to T,. Here,

curve on finite field F, which must satisfy some restrictions
Elliptic curve is E(F,) : y'=x" +ax +b(mod p), where a,be F,. G=(x;,y;) is the base
point on E(F,). The prime number n is the order of base point G and integer h =#E(F,)/n.
Then Hj selects other ¢ — 1 platforms with ECC-based TPM to compose a ring. The public keys of
these platforms can be obtained from their public key certificates. To facilitate, we let Q,,0Q,,-,
Q, be the ¢ public keys. For each private key d; in rogue set R, Hg computes Q; =d; - G. If Q,(1
<j<1t) matches with any d, in a set of rogue signers’ secret keys R, Hj rejects the invalid
platform and re-chooses another platform with valid TPM to re-compose the ring. Finally, T
chooses its private key dge [1,n —1] and computes point Qg = (xQS ,st) on the elliptic curve
which Qg =ds * G as its public key. T sends Qg to H and keeps d secret.

Sign From the above description, the ring is composed of ¢ platforms with TPM, and their
public keys are Q,,0Q,, -, (Q, respectively. Suppose the sequence number of the real signer S is s’
and its corresponding key pair is (d,,Q, ). Note that (d,,Q,) # (ds,Qs), where (d,,Q,.) is
the Endorsement Key (EK) of TPM, and (dg,Q,) is a temporary key pair generated by T,. Let
bsny be a basename associated with the verifier V. The process of sign takes the following steps:

1) If bsn,# L, Hg computes U =H,(bsn,), where H,: {0,1{"—E(F,); Otherwise, Hj
chooses U e E(F,) uniformly at random. Then Hg sends U to T.

2) Hgrandomly selects a private information x4(1 <x3<n —1) and calculates x4 - G = (x',
y') and r =x" mod n(r#0). H; sends x5, r to T.

3) T verifies that Ue E(F,) and calculates W=d,, « U. Note that d,#d;. Then T takes
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out the configuration digest values from the Platform Configuration Registers (PCRs) in TPM and
computes the hidden property value y, =x;' (H,(P',C],C},-++,C!) +dgr)mod n, where y;#0 and
H, is a one way hash function. Note that a kind of property P’ may have several different platform
configurations C|,C,,---,C/. So the information needs to be signed by S is M = (params,Qq,ys,7,
P',U,W). T sends M to H,.

4) H, computes value k=H,(M,Q,,Q,,--,Q,), where Hy; {0,1}"—1{0,1}" and [, is
the length of £, and picks a random integer as initial value v and a random sequence x, -+ ,x,_,,

x ---,x,. Let f be the encryption function. Then Hj respectively computes y, =f(x;) ,1 <i<1,

s'+1

i7s’ using encryption algorithm of modified PSEC-3 defined in Section 2. 1. 1.

5) H chooses the following ring equation ;

Cm()’l Y25t Y)
=E(y, ®E(y,, @E (- DE(y, Dv)--+)))
=v (1)

where E, () denotes a symmetric encryption algorithm and & = H,(M,Q,,Q,,---,Q,) is the key,
and @ indicates bit XOR operation.

6) H, figures out y, from ring equation (1) :

yo =E(y,o @E(y,, DE (@D E(y, Dv))))
DD (Yoo @D (o @D (- @Dy, ®D(v)) )

where D, () is the decryption algorithm corresponding to E, (). After that, H, sends y, into T.

7) T works out x, = g (y,) using decryption algorithm of modified PSEC-3 defined in
Section 2. 1.2 with private key d_ and sends x back to H.

8) Hg produces a (2t + 1) -tuples signature o = (Q,,Q,,"**,0Q,;v;%,,%,, " ,%,).

Verify After receives the information M = (params,Qg,vs,r,P',U, W) and the signature o
=(0,,0,,,0,;v;%,,x,,,%,) , the verifier V does following steps:

1) If bsn,# 1, H, checks that U=H,(bsn,) ; Otherwise, H, checks whether or not U € £
(F,).

2) For each d; in R, H, checks Wsd; « U. If W matches with any d, in R, H, rejects and
aborts.

3) Ty computes b, = H,(d, + G) inside TPM and sends b, to H,, where H,: E(F,)—
{0,1} * and d, is the private key of verifier’s key pair (d,, Q,).

4) H, validates the ring signature as follows;

a. H, computes k=H,(M,Q,,Q,,---,0Q,) to obtain the symmetric key.

b. For each 1 <i<i, H, calculates y, =f(x;) as step 4) in Sign algorithm.

c. Hy, checks C, ,(y,,y,,**,y,) =v with k and y,(1<i<t), if the ring equation holds, H,
accepts the ring signature; Otherwise, H| rejects the signature.

5) Then H, picks a random private value x,(1<x,<n —1) and respectively computes u, =
H,(P',C!,C},-++,C") y ' mod n and u, =ry," mod n. Next, H, calculates k, = H; (b,x,(u, + G
+u, * Q5)) by using u, and u,, where H;: E(F,)—1{0,1}".

6) H, sends x, + G and the resource encrypted with secret key k, to H.
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7) After receives the resource and x, + G, H calculates b, =H,(Q,) and k, = H; (b,x¢(x,
+G)), Itk =k,, S can get the resource by decrypting the message with key k, , namely, S has
property P'; Otherwise, S can’t obtain the resource from V.

Link When verifier V wants to know whether or not two given signatures o, and o, are
linked, namely, signed under the same TPM private key d,.. V verifies the validation of them by
using Verify algorithm. If either of them is invalid, V outputs L ; Otherwise, V outputs 1
(linked) if oy and ¢, include the same (U, W) pair or O (unlinked) otherwise.

3.2 Rogue TPM Tracing

Once a TPM have been compromised, its private key is exposed. How to trace rogue TPMs is
a problem in our scheme. However, we use ring signature instead of group signature in this RAA-
ECC scheme. There has no group manager in ring. So the verifier must verify the ring members to
ensure the signature is not from a corrupted TPM when he receives a signature. We follow the
method in paper [ 12] to trace the rogue TPMs. Differ from the scheme using group signature,
every terminal must maintain a revocation list R which contains private keys of corrupted TPMs
and refresh it frequently. All private keys in the revocation list R are published. For each private
key d. in the revocations list, a verifier checks whether W =d, + U or not. If the equation holds,
the signature may come from a compromised TPM.

If verifier wants to make sure that the signature is from a corrupted TPM, it can use Link
algorithm to link the signature with other signatures respectively which have been compromised
after the verifier received them. The verifier checks whether or not the signature and a
compromised signature include same pair (U, W). If the verify algorithm outputs 1 (the two

signature are linked) , the verifier can ascertain that the signature is from a compromised TPM.

4. Security Analysis

Following the steps of the scheme in Section 3.1, the RAA-ECC scheme is correct. Besides,
we employ the modified PSEC-3 as the ECC encryption algorithm. This algorithm is semantically
secure with any symmetric encryption against chosen-ciphertext attacks (IND-CCA2), in the
random oracle model, under the Elliptic Curve Gap Diffie-Hellman ( EC-Gap-DH) assumption.

Now we discuss the security attributes of our scheme as follows.

4.1 Unforgeability

An adversary can generate a valid property certificate, that is the adversary can create a
hidden property value y;, but can’t obtain any private key of ring members. However, the
adversary finds it hard to forge a valid signature by adaptively querying the oracles to get the
query-answer pairs.

Moreover, the real signer S computes hidden property value yg with private value x; picked
by itself and creates the signature certificate inside TPM. So the configuration values are non-
forgeable. Private values x5 and x, make communication fresh between S and V. Adversary can’t
impersonate V to provide malicious resource, because of the involvement of d, in computation

when verification.
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4.2 Conditional Linkability

The concept of linkability is that two signatures signed by the same signer can be linked'"’.
In the RAA-ECC scheme, we use Link algorithm to allow a verifier to recognize whether two
signatures are linked or not. The Link algorithm is controlled by the real signer. If the verifier
wants to know the linkability between two signatures, he needs to negotiate with the signer. If the
signer willing to offer such a link between his two signatures, he makes use of a basename bsn #
1 which associated with the verifier in his signatures; Otherwise, he uses bsn = L, then the
verifier cannot link any two signatures. So we call this variable linkability attribute conditional

linkability in this scheme.

4.3 Conditional Anonymity

For the anonymity, we use ring signature to conceal the identity of platform. Any adversary
has probability at most 1/t to determine the identity of the actual signer in a ring of size ¢, if
ignore the Link algorithm.

Unlike the unconditionally signer-ambiguous in original ring signature scheme '’ our
scheme is conditional anonymity by appending Link algorithm. The notion of unconditional
anonymity means that even an infinitely powerful adversary with access to an unbounded number
of chosen-message signatures produced by the same ring member cannot guess his identity with
any advantage and cannot link additional signatures to the same signer. But in our scheme, we
consider that conditional anonymity, which in paper [ 12] is called user-controlled-anonymity, is
more suitable for RAA scheme. Informally, conditional anonymity means that an adversary without
the private key of the signer finds it hard to guess the identity of the signer from its signature and
cannot tell whether or not two signatures associated with two different base names are signed by a

same signer.

5. Conclusion

In this paper, we propose a RAA scheme using ECC-based TPM. And we use a provable
secure algorithm-modified PSEC-3 as ECC encryption algorithm. It makes our scheme more
secure. Compared to other schemes, our scheme has the shorter signature length because of using
ECC algorithms. Moreover, the RAA-ECC scheme does not need zero knowledge proof and the
involvement of the third trusted party. Consequently, the feasibility of this scheme is better than
other direct anonymous attestation schemes.
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