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“Hardware or firmware attacks can undermine even the most sophisticated application-
level controls or security mechanisms. Malicious firmware that has unrestricted access to
system components (e. g. ,if it is part of the OS kernel) has considerable potential to cause
harm , introduce backdoor access ( an undocumented way of gaining access to a computer,
program , or service ) , install new software, or modify existing software. If the underlying

hardware and firmware cannot be trusted ,then the OS and application security mechanisms



