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Catalyst 5000

Cisco Works for Switched

Internetworks (CWSI) CLI
CLI GUI
Ccwsl Cisco Cwsl
CLI IP
CLI 9600 8
6
7.1 Catalyst
Catalyst Cisco 10S “
" Cisco “ Catalyst 10S”
Ccos Catalyst IOS Cisco 10S
10S Cisco |0S Cisco 10S
Catalyst POST
I Catalyst 5000 POST
ATEO
ATSO =1

Catalyst 5000 Power Up Diagnostics

Init NVRAM Log
LED Test

ROM CHKSUM

DUAL PORT RAM r/w

RAM r/w

RAM address test
Byte/Word Enable test
RAM r/w 55aa

RAM r/w aa55

EARL test

BOOTROM Version 2.1, Dated Apr 6 1998 16:49:40
BOOT date: 00/00/00 BOOT time: 06:10:23

SIMM RAM address test

SIMM Ram r/w 55aa

SIMM Ram r/w aab5

Start to Uncompress Image . .

IP address for Catalyst not configured

BOOTP will commence after the ports are online
Ports are coming online .

Cisco Systems Console

Enter password:

Mon Apr 14 1999 13:22:11 Module
Mon Apr 14 1999 13:22:11 Module
Mon Apr 14 1999 13:22:11 Module
Mon Apr 14 1999 13:22:11 Module

is online
is online
is online
is online

B W N

CLI

Telnet

COS  “ Catayst

Catalyst 10S

Cisco
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Cisco Catalyst
BOOTP
RARP P Catalyst 10S

Sending RARP request with address 00:40:02:24:25:ff

Sending bootp request with address: 00:40:02:24:25:ff
Sending RARP request with address 00:40:02:24:25:ff

Sending bootp request with address: 00:40:02:24:25:ff
Sending RARP request with address 00:40:02:24:25:ff

Sending bootp request with address: 00:40:02:24:25:ffF
Sending RARP request with address 00:40:02:24:25:ff

Sending bootp request with address: 00:40:02:24:25:ffF
Sending RARP request with address 00:40:02:24:25:ff

Sending bootp request with address: 00:40:02:24:25:ff
Sending RARP request with address 00:40:02:24:25:fF

Sending bootp request with address: 00:40:02:24:25:ff
Sending RARP request with address 00:40:;02:24:25:ff

Sending bootp request with address: 00:40:02:24:25:ff
Sending RARP request with address 00:40:02:24:25:ff

Sending bootp request with address: 00:40:02:24:25:ff
Sending RARP request with address 00:40:02:24:25:ff

Sending bootp request with address: 00:40:02:24:25:ff
Sending RARP request with address 00:40:02:24:25:ff

Sending bootp request with address: 00:40:02:24:25:ff
Catalyst IOS CLI Cisco IOS CLI CLI

Catalyst 10S “r help

console> (enable) ? or help <enter>

Commands :

cd Setdefault flash device

clear Clear, use ‘clear help’ for more info

configure Configure system from network

copy Copy files between TFTP/module/flash devices

delete Delete a file on flash device

dir Show list of files on flash device

disable Disable privileged mode

disconnect Disconnect user session

download Download code to a processor

enable Enable privileged mode

format Format a flash device

help Show this message

history Show contents of history substitution buffer

ping Send echo packets to hosts

pwd Show default flash device

quit Exit from the Admin session

reconfirm Reconfirm VMPS

reload Force software relocad to linecard

reset Reset system or module

session Tunnel to ATM or Router module

set Set, use ‘set help’ for more info

—More— '
“ - More-" “ -More-" <enter>
<q>

console> (enable) he <enter>

Commands :
cd Set default flash device
clear Clear, use ‘clear help’ for more info

configure Configure system from network

——— a4 sea 1
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copy
delete

dir
disable
disconnect
download
enable
format
help
history
ping

pwd

quit
reconfirm
reload
reset
session
set
—More—

Copy files between TFTP/module/flash devices

Delete a file on flash device

Show list of files on flash device
Disable privileged mode

Disconnect user session

Download code to a processor
Enable privileged mode

Format a flash device

Show this message

Show contents of history substitution buffer

Send echo packets to hosts
Show default flash device
Exit from the Admin session
Reconfirm VMPS

Force software reload to linecard’
Reset system or module

Tunnel to ATM or Router module
Set, use ‘set help’ for more info

CLI

Cat5000> (enable) hlp
Unknown command “hlp”. Use ‘help’ for more info.
Cat5000> (enable)

Catalyst

CLI
7-1 CLI Cisco

7-1
CD

Ctrl-A

Ctrl-B

Ctrl-C

Ctrl-D

Ctrl-E

Ctrl-F

Ctrl-K

Ctrl-L; Ctrl-R
Ctrl-N

Ctrl-P
Ctrl-U; Ctrl-X
Ctrl-wW

Esc B

Esc D

Esc F

Delete Backspace

Cat5000> (enable) set length 24
Screen length for this session set to 24.
Console> (enable)

7.2 Catalyst

24
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Cisco Systems Console

Enter password:

<return> <enter>
Enter password:
Sorry. Try again.

Enter password:
Sorry. Try again.

Enter password:
Sorry. Try again.

.
console
console>
Cisco
I0S enable
<return> (enable)
Cat 5000>enabl e
Enter password:
Cat 5000> (enabl e)
set set
Cisco 10S
7.3
Telnet set banner
motd motd “ message of the day”

Cat5000> (enable) set banner motd [beginning delimiter] <enter>

A banner

[end delimiter]

Catalyst
Cat5000> (enable) set banner motdAC
CAT 5000
Unauthorized Access is Prohibited!!

Have you hugged an Engineer Today?

AC
Cat5000> (enable)
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5
set logout
Cat al yst >(enabl eyet | ogouf ]
20 5
Cat5000> (enable) set logout 20 ] )
Sessions will be automatically logged out after 20 minutes of idle
time. .
Cat5000> (enable)
7.4
9600 set system baud
Cat al yst> (enabl e$et system baud ]
600 1200 2400 4800 9600 19200 38400
38 400
Cat5000> (enable) set system baud 38400
System console port baud rate set to 38400.
Cat5000> (enable)
Catalyst CLI
set logging
Cat5000> (enable) set logging console enable
System logging messages will be sent to the console.
Cat5000> (enable)
Cisco IOS logging console set

Telnet

Cat5000> (enable) set logging console enable

System logging messages will be sent to the current login session.
Cat5000> (enable)

IP 172.16.1.10 TFTP

Cat5000> (enable) set logging server emable

System logging messages will be sent to the configured syslog
servers.

Cat5000> (enable) set logging server 172.16.1.10

172.16.1.10 added to System logging server table.

Cat5000> (enable)



CMM'Nb.CoM

Cisco Catalyst

7.5

7.6

Cat5000> (enable) show logging

Logging console: enabled
Logging server: . enabled
{172.16.1.10}

Current Logging Session: enabled

set password <return>

Cat5000> (enable) set password

Enter old password: [old user mode password]

Enter new password: [new user mode password]

Retype new password: [new user mode password]
Password changed.

Cat5000> (enable)

set enablepass <return>

cat5000> (enable) set enablepass

Enter old password: [old enable passwordl
Enter new password: [new enable password]
Retype new password: [new enable password]
Password changed.

Cat5000> (enable)

Cat5000> (enable) set password

Enter old password: <enter>
Enter new password: cisco (These characters would not be echoed to the termi-

nal screen.)

Retype new password: cisco
Password changed.

Cat5000> (enable)

60
60
15

<return>

ATEO
ATS0 =1

Catalyst 5000 Power Up Diagnostics

Init NVRAM Log
LED Test

ROM CHKSUM

DUAL PORT RAM r/w
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RAM r/w

RAM address test
Byte/Word Enable test
RAM r/w 55aa

RAM r/w aaS5

EARL test

BOOTROM Version 2.1, Dated Apr 6 1998 16:49:40
BOOT date: 00/00/00 BOOT time: 06:10:23

SIMM RAM address test

SIMM Ram r/w 55aa

SIMM Ram r/w aa55

Start to Uncompress Image . .

IP address for Catalyst not configured

BOOTP will commence after the ports are online
Ports are coming online

Cisco Systems Console

Enter password:

Mon Apr 14 1999 13:22:11 Module 1 is online
Mon Apr 14 1999 13:22:11 Module 2 is online
Mon Apr 14 1999 13:22:11 Module 3 is online
Mon Apr 14 1999 13:22:11 Module 4 is online.

Enter password:<return>
Cat5000>

enable <return>

Console> enable
Enter Password:
Cat5000> (enable)

set password <return> set pass <return>
<return>

Cat5000> (enable) set password

Enter old password: <return>

Enter new password: [new user mode password]
Retype new password: [new user mode password]
Password changed.

Cat5000> (enable)

set enable <return> set en
<return> <return>

Cat5000> (enable) set enablepass

Enter old password: <return>

Enter new password: [new enable password]
Retype new password: [new enable password]
Password changed.

Cat5000> (enable)

60
60

60
<return>

Cat5000> (enable) set password



Cisco Catalyst CMM'PUboCOM

Enter old password:<return>

Enter new password: <return>

Retype new password: [new password]
Password changed.

console> (enable) set enablepass

Enter old password: <return>

Enter new password: <return>

Retype new password: [new enable passwordl
Password changed.

Cat5000> (enable)

<return>
7.7 SNMP
SNMP Catalyst SNMP

set system name
consol e> (enabl e3et system namg ] <enter>
System name set.

> (enabl e)

Catalyst 10S4.1(2) SNMP s
set prompt
console> (enable) set prompt Cat5000>
Cat5000> (enable)
SNMP Catalyst SNMP Catalyst
readonly readwrite readwriteall Catalyst
public private secret
SNMP
SNMP Catalyst
SNMP SNMP

Read-onl y:
consol e> (enabl e3(et snmp community read-orfly ]
Read-write:
consol e> (enabl ejet snmp community read-wrifte ]
Read-write-all:
consol e> (enabl e3(et snmp community read-write-fall ]

console> (enable) set snmp community read-only Star

SNMP read-only community string set to ‘Star’.

console> (enable) set snmp community read-write Wars

SNMP read-write community string set to ‘Wars’.

console> (enable) set snmp community read-write-all Epsisodel
SNMP read-write-all community string set to ‘Episodel’.

SNMP IP IP Cisco IP
Catalyst
Catalyst sc0 IP
IP IP
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VLAN VLAN sc0
IP VLAN scO IP IP
8
7.8 sc0
set interface scO scO VLAN |IP
consol e> (enabl epet interface scO [VLAN] [IH 11 11
sc0 IP 172.16.100.5 255.255.255.0
VLAN scO VLAN
consol e> (enabl eyet interface scO 172.16.100.5 255.255.255.0
IP
consol e> (enabl e¥et interface scO 172.16.100.5
255.255.0.0 B
sc0 VLAN VLAN1 1P 0.0.0.0 sc0
IP 0.0.0.0 BOOTP RARP IP BOOTP
RARP scO IP 0.0.0.0 scO

MAC show module

| Cat5000> (enable) show module ' :
;md ﬁodule-sﬂame for -8

EARL: 14 mupswo oawaswsl \1‘.1’ S
1 .uplink WS-US5534 0009999149 1.0

1 MAC MAC scO BOOTP
RARP MAC
IP scO IP 172.16.100.5 255.255.255.0
1 172.16.100.255
UNIX UNIX 0
set ip route scO
Cat 5000> (enableyet ip route [ 11 ]

172.16.1.1 172.16.2.0 7-1
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172.16.1.1

7-1 172.16.1.1 172.16.2.0

consol e> (enabl e¥et ip route 172.16.2.0 172.16.1.1
Rout e added.

172.16.2.0 Intranet Internet

sc0 set

ip route default

Cat 5000> (enabl e$)et ip route default] 1[primry]
“ primary”
“ primary”
“  primary”
Catalyst 4000 2926G
Catalyst 172.16.1.1

172.16.1.2 7-2
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17216.1.1 172.16.1.2
7-2 172.16.1.1 172.16.1.2
Cat5000> (enable) set ip route default 172.16.1.1 primary
Route added.
Cat5000> (enable) set ip route default 172.16.1.2
Route added.
show ip route
Cat5000> {(enable) show ip route
Fragmentation Redirect Unreachable
enabled enabled enabled
The primary gateway: 172.16.1.1
Destination Gateway Flags Use Interface
default 172.16.1.1 G 0 sc0
default 172.16.1.2 G 0 sc0
172.16.1.0 172.16.1.5 U 0 sc0
default default UH 0 sl0
Cat5000> (enable)
ip route Cisco 10S
Cisco I1SO set

sc0
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7.9

Cat5000> (enable) clear ip route default 172.16.1.2
Route deleted.

Cat5000> (enable) show ip route

Fragmentation Redirect Unreachable

enabled enabled enabled
The primary gateway: 172.16.1.1
Destination Gateway Flags Use Interface
default 172.16.1.1 G [¢] sc0
172.16.1.0 i72.16.1.5 9] 0 sc0
default default UH 0 sl0
Cat5000> (enable)
Catalyst 10S
IP
sc0 Telnet SNMP sc0
IP IP set ip permit
Cat 5000> (enabl ejet ip permt [enable | disable]
P IP

Cat 5000> (enableget ip permt [ip_address subnet-mask]

show ip permit IP
Cat 5000> (enabl e3how ip permt

172.16.2.0 IP 172.16.3.10 Catalyst
scO 7-3
172.16.3.10

7-3 172.16.2.0 IP 172.16.3.10 scO
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Cat5000> (enable) set ip permit enable
IP permit list enabled.

WARNING!! IP permit list has no entries.
Cat5000> (enable)

IP
Telnet

Cat5000> (enable) set ip permit 172.16.3.10
172.16.3.10 added to IP permit list.
Cat5000> (enable)

172.16.3.10

Ccat5000> (enable) set ip permit 172.16.2.0 255.255.?55.9
172.16.2.0 with mask 255.255.255.0 added to IP permit list.
Cat5000> (enable) .

172.16.2.10
IP

Cat5000> show ip permit
IP permit list feature engbled.

Permit List ‘Mask
172.16.3.10
172.16.2.0 255.255.255.0
Denied IP Address Last Accessed Time Type
172.16.3.1 03/20/99,12:45:20 Telnet
Cat5000>
IP
Cat 5000> (enableglear ip permt [IP al 1] ]

IP ‘ )

Cat5000> (enable) clear ip permit all

IP permit list cleared.

WARNING!! IP permit list is still enabled.
Cat5000> (enable)

7.10 DNS IP

Catalyst DNS DNS set
ip dns

Cat5000> (enable) set ip dns enable
DNS is enabled.
Cat5000> (enable)

DNS DNS

Cat5000> (enable) set ip dns server 172.16.1.6
198.92.30.32 added to DNS server table as primary server.

Cat5000> (enable) set ip dns server 172.16.1.7 primary
171.69.2.132 added to DNS server table as primary server.

Cat5000> (enable) set ip dns server 172.16.1.8 primary
171.69.2.143 added to DNS server table as primary server.

DNS IP DNS “ primary”
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Cat5000> show ip dns
DNS is currently enabled.
The default DNS domain name is: ar-inc.com

DNS name server status
172.16.1.6
172.16.1.7 primary
172.16.1.8
console>
DNS

DNS setip alias

Cat 5000> (enable¥et ip alias [ ][ IP ]

Cat 5000> (enabl eyhow ip alias [ ]

IP

cat5000> (enable) set ip alias Cat-1 172.16.1.1.
IP alias added.

Cat5000> (enable) set ip alias Cat-2 172.16.1.2
IP alias added.

Cat5000> (enable) set ip alias Cat-3 172.16.1.3
IP alias added.

Cat5000> (enable) set ip alias Cat-4 172.16.1.4
IP alias added.

Cat5000> (enable)

Cat5000> (enable) sh ip alias

default 0.0.0.0
cat-1 172.16.1.1
cat-2 172.16.1.2
cat-3 172.16.1.3
cat-4 172.16.1.4
Cat5000> (enable)
IP
1P
7.11 s10
POTS Catalyst s10
Internet SLIP set interface s10 SLIP
S10
Cat 5000> (enabl eyet interface s10[SLIP ] [ ]
slip attach SLIP SLIP 172.16.1.1
172.16.1.2 SLIP

Cat5000> (enable) set interface sl10 172.16.1.1 172.16.1.2
Interface s10 slip and destination address set.

Cat5000> (enable) slip attach

Console Port now running SLIP.
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show interface scO s10

Cat5000> (enable) show interface
s10: flags = 51<UP, POINTOPOINT, RUNNING>
slip 172.16.1.1 dest 172.16.1.2
sc0: flags = 63<UP, BROADCAST, RUNNING>
vlan 1 inet 172.16.100.1 netmask 255.255.255.0 broadcast
172.16.100.255
Cat5000> (enable)

7.12 Reset

reset system

reset
Cat 5000> (enabl eyeset

3

Cat5000> (enable) reset 3

This command will reset module 3 and may disconnect your telnet

session.

Do you want to continue (y/n) [n]? ¥

Resetting module 3 . . .

Cat5000> (enable) 04/06/1999,18:53:35:5YS-5:Module 3 reset from
telnet/172.16.1.5/

Cat5000> (enable) 04/06/1999,18:53:57:SYS-5:Module 3 is online

7.13

6 CLI set

NVRAM RAM NVRAM
RAM RAM Cisco

I0S Cisco RAM
NVRAM Catalyst Catalyst
NVRAM

Cisco Cisco

show config

7.13.1 Catalyst

Cat5000> (enable) show config
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begin

set password $1$CBgb$glWzqrZFaNmPu/UcRRQLF1
set emablepass $1$FMFQ$HfZR5DUsSzVHIRhrz4h6V70

set prompt Cat5000>
set length 24 default

‘set

logout 20

set banner motd ~C
CAT 5000

AC
!

#system

set
set
set
set

set
!

system ba

system modem disable

Unauthorized Access is Prohibited!!

ud 9600

system name Cat5000

system lo

cation

system contact

#snmp

set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
!

#ip
set

set
set
set
set
set
set
set
set
set
set
set
set
set

set
!

somp community read-only
snmp community read-write

public
private

somp community read-write-all secret

snmp rmon
snmp trap
snmp trap
snmp trap
snmp trap
snmp trap
snmp trap
snmp trap
snmp trap
snmp trap
snmp trap
snmp trap

snmp extendedrmon
snmp extendedrmon
snmp extendedrmon

disable

disable module

disable chassis

disable bridge

disable repeater

disable vtp

disable auth

disable ippermit

disable vmps

disable entity

disable config

disable stpx

vlanmode disable
vlanagent disable
enable

interface sc0 1 172.16.1.1 255.255.255.0 172.16.1.255

interface
interface
interface
arp aging
ip redire
ip unreac

ip route
ip route
ip alias
ip alias
ip alias
ip alias
ip alias

sc0 up

810 0.0.0.0 0.0.0.0

s1l0 up
time 1200
ct
hable

0.0.0.0
172.16.2.0

‘default

cat-1
cat-2
cat-3
cat-4

#Command alias

#vmps

set
set
set

set

vmps serv

er retry 3

- enable
enable
ip fragmentation enable

vmps server reconfirminterval 60

vmps tftpserver 0.0.0.0 vmps-config-database.1l

vmps stat

#dns

e disable
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set ip dns disable
1

#tacacs+

set tacacs attempts 3

set tacacs directedrequest disable

set tacacs timeout 5

set authentication login tacacs disable
set authentication login local enable
set authentication enable tacacs disable
set authentication enable local enable
]

#bridge

set bridge ipx snaptoether 8023raw
set bridge ipx 8022tocether 8023

set bridge ipx 8023rawtofddi snap

1

#vtp

set vtp mode server

set vtp v2 disable

set vtp pruning disable

set vtp pruneeligible 2-1000

clear vtp pruneeligible 1001-1005

1

#spantree
#uplinkfast groups
set spantree uplinkfast disable

#backbonefast

set spantree backbonefast disable
#vlan 1

gset spantree enable 1

set spantree fwddelay 15 1

set spantree hello 2 1

set spantree maxage 20 1

set spantree priority 32768 1
#vlan 1003

set spantree enable 1003

set spantree fwddelay 15 1003
set spantree hello 2 1003
set spantree maxage - 20 1003

set spantree priority 32768 1003
set spantree portstate 1003 block 0
set spantree portcost 1003 62

set spantree portpri 1003 4

set spantree portfast 1003 disable

#vlan 1005

set spantree disable 1005

set spantree fwddelay 15 1005
set spantree hello 2 1005
set spantree maxage 20 1005
set spantree priority 32768 1005
set spantree multicast-addres 1005 ieee
1

#cgmp

set cgmp disable

set cgmp leave disable

1

#syslog

set logging console enable

set logging server disable

set logging level cdp 2 default
set logging level mcast 2 default
set logging level dtp 5 default
set logging level dvlan 2 default
set logging level earl 2 default
set logging level fddi 2 default
set logging level ip 2 default
set logging level pruning 2 default



