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CGlI

WINDOWS 95/98

1. Perl
Perl
Perl CGI Perl
Active Perl 5.22¢(
) APi5XXe.exe XX
C:\PERL
C:\USR
Perl #!/usr/bin/perl
2. WEB
Perl
Perl
WEB
WINDOWS 95/98 WEB
omniHTTPD 2.06 Apache 1.3.12 Personal Web
Server(PWS) WEB
Perl
a) omniHTTPD 2.06
RegEdit

HKEY LOCAL_MACHINE\System\Currentcontrlset\Serv
ices\W3svc\
Parameters\ScriptM ap\



.Cgi
"C:\USR\BIN\perl.exe %s %s" ".pl"
"C:\USR\BIN\perl.exe %s %s"

httpd/htdocs Perl
httpd/cgi-bin
b) Personal Web Server(PWS)
a) PWS
c:/inetpub/wwwroot/cgi-bin

Unix
Perl
ASP
c) Apache 1.3.12
\APACHE Program Files\APACHE
APACHE CONF
HTTPD.CONF
ServerName #
( localhost)
#ScriptAlias /cgi-bin/
"C:/Apache/cgi-bin/" #

AddHandler cgi-script .cgi

pl
AllowOQOverride,
All

apache/htdocs Perl



apache/cgi-bin
WEB
Perl

WINDOWS NT/2000
1. Perl
Perl

2 a)
3. IISWEB
NT/2000 1S WEB
CGI-BIN
c:\inetpub\wwwroot\cgi-bin

Internet Service Manager

WWW
Service Properties
WwWw (Publishing
Service Properties) Directories
Add (Directory
Properties)
Directory
(c:\inetpub\wwwroot\cgi
bin) Visual Directory (aias)
cgi-bin Access Execute

NT/2000 NTFS



Everyone

Perl
ASP

(

Perl lusr
#!/perl/bin/perl)
test.cgi CGI-BIN <BR
#!/usr/bin/perl
print "Content-type:text/html\n\n";
print "http://skyz.yesky.net/";
exit;

WEB

http://local host/cgi-bin/test.cgi
http://skyz.yesky.net / Perl

Unix flock()
flock()

Apache Web

Unix

/perl

I ntranet/I nternet



Web Apache
Web
Linux+Apache
1 http.conf
/usr/local/apache/htdocs

AllowOverride All
/usr/local/apache/htdocs
.htaccess

2 .htaccess

phpmyadmin
/usr/local/apache/htdocs phpmyadmin
.htaccess

AuthUserFile /usr/local/apache/pass/pwdPhp

AuthType Basic

AuthName "Database Security Zone"

ErrorDocument 401 /catchErrors/err_401.html

require valid-user

(1) /usr/local/apache/pass/pwdPhp
(2) (

).

(3) ErrorDocument html

(4) ; (valid-user)

(valid-group).
3.



-htpasswd(
/usr/local/apache/bin ),
/usr/local/apachel/pass/pwdPhp.

admin:a0Hplbj33QjV2
guest:ROBY SO383QjVT

4. apache deamon
/usr/local/apche/bin/apachect! restart
5.
IE http://ip/phpmyadmin/
( refresh )

admin / guest

*kkkkk*%x

e—commerce
Background

I nternet

CRM
ERP SCM IDC  ASP



ASP

implement
e-commerce
Internet WEB
Apache
Apache
UNIX
1S
Apache
Apache
1)

Apache Windows Linux BSD



UNIX

SSH
UNIX
2)
Apache buffer overflows
exploits 1.3.19 mod_rewrite
1.3.20
3)
Java Jserv  Perl
mod_perl  PHP mod_php Apache
Windows Apachet+PHP
UNIX Tomcat
Java Servlets JSP Jsp
Apache
IS Apache
100%
BUG
SSL
Internet

SSL Secure Socket Layer
TCP/IIP  HTTP
X.509



Web Server

SSL SET
SET SSL HTTP
SSL SET
SSL TLS
Apache+SSL
Apache SSL Server
Apache SSL
Apache/SSL 1 Apache-SSL
http://www.apache-ssl.org Apache
SSL 2 SSL Covalent Networks
Covalent SSL (http://www.covalent.com) 3 mod_ssl
mod_ssl
http://www.modssl.org SSL 4 Apache
SSL Web
Web SSL

RedHat Secure Server
http://store.redhat.com/commerce/
Apache

Apache http://www.apache.org
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OpenSSL  http://www.openss|.org
mod_ssl  http://www.modssl.org

A
apache openssl mod_ssl  /usr/local/src

B Openssl
/usr/local/src/openssl-0.9.6

1 ./Configure linux-elf threads — fPIC —

prefix=/usr/local/ssl

2 make

3 make test

4 make install

C mod_ssl
/usr/local/src/mod_ssl-2.8.0-1.3.17

Jconfigure --with-apache=../apache_1.3.17

D Apache
/usr/local/src/apache 1.3.17

1. export SSL_BASE-=../openss|-0.9.6

2. ./configure\

--prefix=/usr/local/apache \

--enable-module=ss| \

--disable-rule=SSL_COMPAT \

--enable-module=rewrite \

--enable-module=auth-digest \ # use MD5 hashes for

HTTP
# basic authentication



11

--enable-module=vhost_alias\ # enable virtual hosts

--enable-module=log_referer \ # enhance logging

--disable-module=userdir \ # not used in e-commerce
apps

--disable-module=autoindex \ # do not list directories

3. make

4. make certificate TY PE=dummy

5. make install

6. /src/httpd — |

Apache httpd — |

SSL
httpd.conf SSL

Port 80

Listen 80

Listen 443

SSL SessionCache dbm:/usr/local/apache/
logs/ssl_scache

SSL SessionCacheTimeout 1200

# For increased performance use "SSLMutex sem"
instead of the line below

SSLMutex file:/usr/local/apache/logs/ssl_mutex

SSL Log /usr/local/apache/logs/ssl_engine log

# change the log level default from "info" to "warn"

SSLLogLevel warn

SSL Options +OptRenegotiate

SSL
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# Within the ...

SSLENgine on

# Replace with certificate file name

SSL CertificateFile /usr/local/apache/conf/ssl.
cert/

# Replace with key file name

SSLKeyFile /usr/local/apache/conf/ssl .key/
SSLVerifyClient none

SSL  LOG
LogFormat clfa "%h %l %u %t \"%r\" %>s %b\
%{ SSL_PROTOCOL}x %{ SSL_CIPHER} x

\"%{SSL_CLIENT_S DN_CN}x\""
CustomL og /usr/local/apache/logs/access |og clfa

SSL CipherSuite HIGH: MEDIUM

AuthType Digest

AuthName "Beta code testing"
AuthDigestDomain /test/ http://test.my.dom/beta/
AuthDigestFile /usr/local/apache/conf/
digest_pw

Require valid-user

1. SSL DocumentRoot

2. SSL root chmod 400
*.crt

3. /htdocs  /cgi-bin

4. /htdocs nobody

Apache
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chroot
CA
CA
http://www.sinocol .com/
Har dening e-commer ce Server
Apache
wu-ftpd
LINUX WEB
SSH—
X-windows gcc
script-kiddiez
ipfw ipchains iptables
Linux ipchains
1
2 80 443 incoming
3 >1023 outgoing
4 22 80 443 incoming
5 >1023 outgoing
oracle 1524port SQL Server
1443 SSH -P 1023
6 ICMP
ethO ethl

ipchains -A in-ethO -p tcp --dport 80 -j ACCEPT
ipchains -A in-ethO -p tcp --dport 443 -} ACCEPT
ipchains -A in-ethO -p udp --dport 53 -j ACCEPT
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ipchains -A in-ethO -j DENY

ipchains -A out-ethO -p tcp --dport 1024:65535 -j
ACCEPT

ipchains -A out-ethO -p udp --dport 53 -j ACCEPT

ipchains -A out-ethO -] DENY

ipchains -A in-ethl -p tcp --dport 22 -j ACCEPT

ipchains -A in-ethl -p tcp --dport 80 -j ACCEPT

ipchains -A in-ethl -p tcp --dport 443 -j ACCEPT

ipchains -A in-ethl -p udp --dport 53 -j ACCEPT

ipchains -A in-ethl -p icmp -j ACCEPT

ipchains -A in-ethl -j DENY

ipchains -A out-ethl -p tcp --dport 22 -j ACCEPT

ipchains -A out-ethl -p tcp --dport 1024:65535 -j
ACCEPT

ipchains -A out-ethl -p udp --dport 53 -j ACCEPT

ipchains -A out-ethl -p icmp -j ACCEPT

ipchains -A out-ethl -j DENY

rootkits
WEB SERVER

Improving Apache, by GARY BAHADUR & MIKE
SHEMA

SSL: Theory and Practice, Zeus Technology

LASG, i.e. Linux Administrators Security Guide
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IP Web -
, P
web , 1S5
s Web
(D IP
(2)
(3)
s P web
( ) win2000
, 192.168.1.10.
Internet I1S5.
P
ABCD ,

“Www.a.com,www.b.com,www.c.com www.d.com.
IP

1. win2000 ,
WEB



