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Abstract

that an original signer delegates his signing capa-

Proxy signature is a signature scheme

bility to a proxy signer, and then the proxy signer
can create signatures on behalf of the original
signer, Till now, various application require-
ments have been proposed and called for new
proxy signature schemes. Among of them, the
requirement of proxy signer privacy protection is
quite important when the proxy signature scheme
is applied to some practical applications where
personal activities within organization should be
kept secret to outside. However, to our best
knowledge, most of the previously proposed
proxy signature schemes with proxy signer priva-
cy protection are insecure. Therefore, in this pa-
per, aiming at providing the privacy protection for
the proxy signer, we would like to present a new
pairing-based proxy ring signature scheme and use
techniques from provable security to analyze its
security.

Key Words

proxy ring signature, privacy protection, bilinear

Proxy signature, ring signature,
pairings, provable security

1 Introduction

A digital signature is an electronic signature
that can be used to authenticate the identity of the
sender of a message, and possibly to ensure that
the original content of the message remains to be

unchanged. Due to its merits of easy transporta-

bility and security assurance, digital signature
schemes have been widely used in the digital
world. However, sheer simple digital signature
schemes, such as RSA and ElGamal schemes, are
not enough to satisfy some practical conditions.
For instance, when an original signer is absent,
he may wish to delegate his signing capability to a
designated person. Therefore, to fulfill this re-
quirement, the proxy signature was invented!*).
The concept of proxy signature was first in-
troduced by Mambo, Usuda and Okamoto in
199641, In a proxy signature scheme, an original
signer delegates his signing capability to a proxy
signer and then the proxy signer can sign messa-
ges on behalf of the original signer. Anyone ac-
cessible to the public keys of the original signer
and proxy signer is able to verify the authenticity
of the purported signature afterwards. Based on
the delegation type in different applications,
proxy signature schemes can be classified as full
delegation, partial delegation and delegation by
warrant scheme. On the other hand, depending
on whether the original signer can generate the
same proxy signatures as the proxy signer, they
also can be classified into proxy-unprotected and
proxy-protected scheme. In a proxy-protected
scheme only the proxy signer can generate proxy
signatures, while in a proxy-unprotected scheme
either the proxy signer or the original signer can

generate the same proxy signatures. Therefore,

in many applications, proxy-protected schemes
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are required to avoid the potential disputes be-
tween the original signer and the proxy signer.
Due to its wide applicability, research in
proxy signature has become an active crypto-
graphic area and many variations have been pro-
posed in recent years. Following the first con-
structiont'!, a number of new schemes and varia-
tions have been presented, such as multi-proxy
signature!®, proxy multi-signaturet®?,

blind [l

ture®, and threshold proxy signaturef®!, and

proxy
signature proxy blind multi-signa-
SO on.

In 2002, Shum and Weil'® extended Lee,
Kim and Kim’s scheme® and proposed a strong
proxy signature scheme with proxy signer privacy
protection. In Shum-Wei scheme, a proxy signer
may sign messages on behalf of the original signer
while protecting his privacy against any third par-
ty. Because of the Proxy anonymity property,
Shum-Wei scheme is suitable for some applica-
tions, in which it is necessary to protect the pri-
vacy of the participants. Unfortunately, both Sun
and Hsieh™? and Lee and Leel showed that
Shum-Wei scheme cannot maintain the property
of strong unforgeability, since not only the proxy
signer but also the original signer can generate
valid proxy signatures.

The concept of ring signature was first for-
malized by Rivest, Shamir and Tauman''® in
2001. A ring signature is considered to be a sim-
plified group signature which consists of only us-
ers without managers. It protects the anonymity
of signers since the verifier only knows that the
signature comes from a member of a ring, but not
whom the actually signer is. What’s more, there
is no way to revoke the anonymity of the signer.
Therefore, ring signature is a useful tool to pro-
vide anonymity in many scenarios. For instance,
if a member of a group wants to leak to the public
media a secret information about the group, he
can use ring signature scheme to sign this infor-

mation and convince everyone outside that the in-

formation indeed comes from the group itself,
without being accused of leaking the secret. In re-
cent years, several ring signature schemes have
been proposed (e.g. , [4, 22, 7, and 24]).

In 2003, Zhang et al. ™ first proposed the
concept of proxy ring signature. A proxy ring sig-
nature can be regarded as the combination (but
not straightforward) of a general proxy signature
scheme and a ring signature scheme, which allows
an original signer to delegate his signing capabili-
ty to a group of proxy signers and then any proxy
signer can perform the signing operation for the
original signer while preserve his anonymity.
More precisely, a proxy ring signature scheme
should satisfy the following properties®,

* Distinguishability: Proxy ring signatures
are distinguishable from normal signatures by
everyone.

*  Verifiability: Any verifier can be con-
vinced of the original signer’s agreement on the
signed message from a proxy signature.

. Unforgeability: Only those who belong
to the proxy signers group delegated by the origi-
nal signer can create a valid proxy ring signature
for the original signer. Anyone else, including
the original signer, cannot create a valid proxy
signature.

* Anonymity: Any verifier cannot deter-
mine the identity of the real proxy signer who has
computed a proxy ring signature on behalf of the
original signer.

*  Prevention of misuse: Any proxy signer
cannot use the proxy key for other purposes other
than generate a valid proxy signature, That is, she/
he cannot sign messages that have not been au-
thorized by the original signer.

Obviously, the proxy ring signature scheme

provides the privacy protection on the proxy sign-

@ To provide the anonymity of proxy signer, the proper-
ties of identifiability and undeniability are not consid-

ered in a proxy ring signature scheme.
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er. Therefore, some specific personal activities
within organization can be protected from out-
side. In these applications, when the proxy signer
signs for the original signer, any verifier cannot
tell the identity of the real proxy signer. In the
literature[ 23], Zhang et al. proposed a proxy

ring scheme from bilinear pairings’.

However,
due to the sequential operation in ring signature
generation and verification phases, their scheme
is not very efficient.

Motivated by previous work, in this paper,
using the bilinear pairing, we would like to pres-
ent a new proxy ring signature scheme with proxy
signer privacy protection. Since our proposed
scheme utilizes Zhang et al. s new parallel ring

[24]

signature'®’, it is more efficient than the previous

t22]. Moreover, our proposed scheme is also

one
provably secure in the random oracle model*,
The rest of this paper is organized as fol-
lows. Section 2 introduces some notations used in
the following scheme. Then, we give formal defi-
nitions for proxy ring signature scheme in Section
3 and review some basic concepts of bilinear pair-
ings in Section 4. And in the next two sections, 5
and 6, we present our pairing-based proxy ring
signature scheme with proxy signer privacy pro-
tection and use the techniques from provable secu-
rity to analyze its security, Finally, we draw our

conclusions in Section 7.

2 Notations

We let N={1,2,3,-} be the set of positive
integers, If x a string, then | z | denotes its
length, while if S is a set then |S | denotes its
cardinality. If #€ N then 1* denotes the string %
ones. If Sis a set then s—S denotes the operation
of picking a random element s of S uniformly. We
indicate that B is an original signer, and PG =
{Py,P;,+-,P,}is a set of proxy signers delegated
by B in the following scheme,

3 Definitions

In this section, following[5, 16], we for-
mally define the proxy ring signature scheme, to-
gether with its security notions. A proxy ring sig-
nature (PRS) scheme is considered to be the com-
bination of a general proxy signature scheme and
a ring signature scheme, which consists of five al-
gorithms: Key Generation, Delegation Signing,
Delegation Verification, PRS Issuing and PRS
Verification.

Definition 1 A PRS scheme consists of the
following five algorithms KG, DS, DV,
PS, PV,

(1) Key Generation KG: On input of an
unary string 1* where k is a security parameter ,
outputs a personal public-private key pair ( pk,
sk) . Itis a probabilistic polynomial time (PPT)
algorithm.

(2) Delegation Signing DS: On input of a
delegation warrant m, and an original signer
B’s private key skg, outputs a signature o
on m,,.

(3) Delegation Verification DV On input
of an original signer B’s public key pkgand his
signature & on m,, s outputs “accept” if(m,,8) is
valid with respect to pk,, and “reject”otherwise.
Then, with valid (m,,,8) and the proxy signer’s
private key sk,,), to produce a secure proxy secret
key psk;.

(4> PRS Issuing PS: Oninput of a message
m, the public keys pkp, pk, s pk,is -+, Pk, s of
the original signer and proxy signers, the dele-
gation warrant m, and some proxy signer P,’s
proxy secrete key psk,} sy outputsa ring signature
for a message m.

(5) PRS Verification PV; On input of a
message m and a ring signature sig, a set of pu-
bic keys pkg sPky s0ct s Pk, 5 of the original sign-
er and proxy signers, and a delegation warrant

my s outputs “accept” if (my,sig)is valid with
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respect to pkys pk, s ++* pk, »m,, and “reject”
otherwise.

The above algorithms should satisfy the con-
ststency constraint of PRS, that is

Y my, . DV(pkg ym,, ,0) =accept,
where 8 =DS(m,, ,skg)
YV m:PV(pkyspk, +=spk, ymsm,sig)=accept,
where sig =PS(pks, pk, 1+, pk, s sk, smsmy,)

In 2003, Boldyreva et alt® first formally de-
fined the security model for proxy signature,
where the delegation is only one level. In 2004,
Malkin et al'® also provided the security model
for fully hierarchical proxy signatures with war-
rants, which can support chains of several levels
of delegation. However, since the proxy ring sig-
nature is not an ordinary proxy signature, the se-
curity of which cannot be directly proved under
these models. As shown in Section 1, the un-
forgeability and anonymity properties are two
main security requirements for PRS scheme.
When we say a PRS scheme is secure if it by and
large satisfies these two requirements: (i) the
delegation signing protocol and PRS signature is-
suing protocol in a PRS scheme are unforgeable;
(ii) Anyone (include the original signer) cannot
tell the identity of the real proxy signer, even he
has unlimited computing resources.

Definition 2 (Unforgeability —1);Let A be
an adversary and B be an original signer that in-
volved in the following game.

(1) (pkp,skg)<KG(1*) ; where( pky, sky)
is the public-private key pair of B.

(2) A is given the public key pksof B and
allowed to make signing oracle query to B adap-
tively.

(3) Finally, outputs a signature 85(m). A
wins the game if §5(m) is accepted. We define
the success probability of A as

(plg s sk )—KG(1*);
Succs ' (A) =Pr | §5 m)~—A°* (pkg)
A " is accepted

We say the delegation signing protocol in PRS
scheme is unforgeable i f the probability succ¥hs’
(A) is negligible in the game.

Definition 3 (Unforgeability —2).Let A be
an adversary, B be an original signer and P =
{P,,P;,+,P,} ben proxy signers that involved
in the following game.

L. (pkpsskys pkysskp s, Pk, sk, )<= KG
(%), pksF# pk, for 1<<i<n

2. (7085 (m.) ) =B(1*, phy ,sks)

3. Ais given the pky,sky s bk, st pk, my,
0s(m,), and allowed to make PRS signing ora-
cle query to P adaptively.

4. Finally, A outputs a PRS sig (m). A
wins the game if isg (m) is accepted. We define
the success probability of A as

succrrs L (A) =

(phs 5k s phy, s5ky, 5o s phy, ssk, J<P(14);

Pr sig(m) =A% (phs sk s hyr s Dly sy 35 ) )

:sig(m)is accepted
We say the PRS signature issuing protocol in
PRS scheme is unforgeable if the probability

Succ¥ 2

RS (A) is negligible in the game.

Definition 4 (Anonymity).Let A be an ad-
versary, B be an original signer and PG={P,,
Py, P, }ben proxy signers that involved in the
following game.

L. (pksssks s pk, s sk, s+ bk, sk, )<—KG
(1%

2. (285 (m.) )< BA*, phy . sks) A is giv-

en the pky,pk, s+, pk, ym, ,85(m,)

3. Select P; <P, P;, then outputs a valid
PRS sig (m) on message m and sends it to A

4. Aoutputs P, € P, A wins the game i f P;
=P; We define the success probability of A as

We say a PRS scheme is unconditionally anony-

mous if € is zero in the game.
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4 Basic Concepts on Bilinear
Pairings

Bilinear pairing is an important cryptographic
primitive and has recently been applied in many
positive applications in cryptography. Let G, be a
cyclic additive group and G, be a cyclic multiplica-
tive group of the same prime order q. We assume
that the discrete logarithm problems in both G,
and G, are hard, A bilinear pairing is a map e: G; X
G, — G, which satisfies the following properties;
(i) Bilinear: For any P,Q€ G, and a,6E€ Z; , we
have e(aP,bQ)=e(P,Q)*; (ii) Non-degenerate:
There exists PE G, and Q€ G, such that e(P,Q)
#1; (iii) Computable: There is an efficient algo-
rithm to compute e(P,Q) for all P,Q€ G,. From
the literature[ 1], we note that such a bilinear

pairing may be realized using the modified Weil

pairing associated with supersingular elliptic
curve,
Next, we consider the following related

mathematic problems in G,, namely the Discrete
Logarithm Problem (DLP), Decisional Diffie-
Hellman Problem (DDHP), Computational Dif-
fie-Hellman Problem (CDHP) and Collusion At-
tack Algorithm with £ traitors (k~-CAA)[3 21,

Definition 5 (DLP) :For a € Z; , given P,aP
€ G, , compute such an a. An algorithm A is said
to solve the DLP with an advantage of ¢ if

Advg* (A)=Pr[A(P,aP)=a]>¢

Definition 6 (DDHP) :For a,b,c€ Z; , given
P,aP,bP,cP€G,, decide whether c=ab€ Z,.

A DDHP is easy in G,'"7, since it is easy to
compute e(aP,bP)=e(P,P)® and decide wheth-
er e(P,P)*=¢(P,P)°.

Definition 7 (CDHP) . For a,b € Z;, given
P,aP,bP€G,, compute abP € G,. An algorithm
A is said to solve the CDHP with an advantage of
e if

Ade?H (A)=Pr[A(P,aP,bP)=abP]>¢

Definition 8 (.-CAA) :For an integer k€ N,

and a€ Z; ,P€ G, given

1 1
hl +aP ’ ’hk —|—aP

PvQ:anhls"'ythZ; s

1
h+a

rithm A is said to solve the 2~-CAA with an advan-

compute for some A€ {h, >+ h,}. An algo-

tage of e if
Aduk, “**(A)=Pr

1

A(P,Q:aP "‘,m

pp e,
P =P le€ 2 PEG, | =F
) ,...,hkez; ,h& {hl 9"'7}1&}

We have the relationship of the CDHP and -
CAA in®% that the .~-CAA in G, is no harder than
the CDHP. Therefore, we assume throughout
which
means there is no polynomial time algorithm to

solve 2-CAA, CDHP and DLP in G, with nonneg-
ligible probability.

this paper that k-CAA is intractable,

S Our Proposed Scheme

In this section, based on the formal defini-
tion in Section 3, we will introduce our PRS
scheme from bilinear pairings.

Key Generation: Let G, be a cyclic additive
group of prime order g, and P be a generator of
G;. Let G; be a cyclic multiplicative group of the
same prime order. Then, the bilinear pairing is
given as e:G, X G,—G,. H, H, denote two secure
cryptographic hash functions where H. {0,1}* —
Z; and H,.:{0,1}" —=Z;. Then, the public sys-
tem parameters are {G,,G;,q,e,P,H,H,} .

The original signer B selects x5« Z; as his
private key, and sets the public key Yz = xP.
Similarly, each proxy signer P, € PG selects a
random number x, <Z; as his/her private key,
and sets the corresponding public key Y, =x,P.

Delegation Signing: First, the original signer
B makes a delegation warrant m,, which records
the necessary proxy information, such as the

identities of the original signer B and the set of
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proxy signers PG={P,, P,,++,P,}, the expira-
tion time of the delegation of signing power and
so on.

my,=[B ||P={P,,P;,*,P,}||Authority |[ValidPeriod ]

Then, B chooses a random number r<Z;

and uses his private key xp to compute[RZrP,S

=r+H(n,,R)xz mod q}. At last, B sends (R,

s,m,) to proxy signers PG={P,,P,,*-,P,}.

Delegation Verification: Upon receiving (R,
ssm, ), each proxy signer P, € PG first checks
them by the equality sP=R+ H(m, ,R)Yy. If it
does hold, (R,s,m, ) will be accepted, otherwise
rejected, since

R+H(m,,R)Yp
=rP+H(n, ,R)xzP

=(r+H(m, R zy ) P=5P

If (R,s,m,) is valid, P; then, with his private

key =z, , the secret key
psk;, where
PSki =5+Ip‘.H(7nw ’R) =r+H(m.,, »R) (IB +IP;’ Ymod q

Obviously, the proxy secret key psk; is only

computes proxy

known by the proxy signer P,.

PRS Issuing: A proxy signer P; € PG wants
to sign a message on behalf of the original signer
in an anonymous way, the following steps will be
executed;

1. P; first chooses n — 1 random numbers
Q1s 2@y 2@y 0t s an <2

2. Then, P; computes 8 ,***,8,, where

= G T
(P— e HiwP+R+Hom R, + Y

i
& =aP, 1<i<n, i#*j
3. Finally, P; sends sig = (8,,8;, ", ;,9 m,
m,R) as a PRS to a verifier.
PRS Verification: The verifier can check the
validity of a PRS by the following equality

I1 e HiomP~+R-+ Homa JRO(Ys +Y5,),8
i=1
— o(P,P)

If it does hold,sig=1(8) s8; s*** 6, ymsm,, »R) is accept-

ed as valid, otherwise rejected, since

n

H{H, (m)P+R+ HGn, ,R)(Ys +Yp‘_),8,']

i=1

=11 e[Hl (m)P+ R+ H(m, ,R)(Ys +Yp‘.>,ai}

i=T1,i%j
X e|:H1(M)P+R+ H(m, .R)(Ys +YP,.)78,‘:|

n

- 11 e{a,-[Hl(m>P+R+ Hm, R (Ys+ Y5, )] P}

i=lydagkj

X e{ [:H,(m) +psk,}P ,3,-}

- 1I e{a,[Hl (m)P+ R+ Hmy ,R) (Y + Y5, )] P

i=1,i,7j

X e{P,P— Ei#ai[Hl(m)P—l—R

+ HOmy R (Y5 + Y, >] }

= e(P,P)

6 Security Analysis

In this section, we will analyze the security
of our proposed PRS scheme. First, we focus on
the unforgeablity and anonymity by using the fol-
lowing three theorems. Then, we also discuss
other security properties stated in Section 1.

Theorem 1 Let A be an adversary who can,
with a time bound t, per form an existential for-
gery under an adaptively chosen message attack
against the delegation signing protocol with
probability ¢ in random oracle model™. A is al-
lowed to query the random oracle H and signing
oracle at most q, and q, times , respectively. Then
assume that e2210(q,+1)(q,+q,)/q 5 the DLP
can be solved within expected time v’ < 12068g,
is equal to the

| q | security

parameter BT,

t/e, where
Due to the space limitation, the proof is
omitted. Please refer to the full version of the pa-
per[8] for details.

Theorem 2 Suppose that the q,-CAA in G, is
(¢, €¢')-secure. Then, the proxy ring signature
issuing protocol in the proposed scheme is

(1+9,+qs+e)-secure in the random oracle
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model , where
e
€<<$> e (gi—gq) ¢
qn

=t —(gn+3n—2) »

Tps = B =D T paa— 0Ty — CZn—2)Ta
and q, »q, denote the number of queries to the ran-
dom oracle H, and to the signing oracle, and q, ,
q, denotes the time o f one point scalar multiplica-
tion in Gy, T yqy the time of one addition in G,,
T, the time of one inversion in Z; and T, the
time o f one multiplications in Z;

Proof. Adopting the security model of Ri-
vest, Shamir and Tauman!'®, using the similar
idea in[24], we consider the challenge game de-
fined in Definition 3. Suppose A is an adversary
who can (r,qs,q,,¢)-break the ring signature is-
Without

loss of generality, we assume that g, queries to

suing protocol in the proposed scheme.
H, are all distinct. Then, we will use A to con-
struct another algorithm S, who can break the g¢,-
CAA with another non-negligible ¢' and within a

. . !
running time t ,

95
R

qh qr g
' <et+(gn+3n—2) + Thu
+ (Sn—l)Tpadd +nTinv+ (Zn—Z)Tmul

At first, the algorithm S is given a challenge
as follows: Given PE G, ,Q=aP,h,, vhy €Z;

1 1
h1+ P, ’hq‘-i—aP’ compute iT+_aP for

some h€ {hy, e, ,h, }.

simulates the challenger of A and interacts
with A as follows:

Setup: S first makes a delegation warrant m,,
that includes the original signer B and n proxy
»P,O. Then, S chooses a ran-
=xgP and de-
termines R and Yp in G, such that R+ v (Y +
Yp )=ap. In the end,S computes H(m,, ,R) =w.

signers P, , P, , -

dom number zp<Z; , computes Yy

S picks up n— 2 random numbers , b,, **,

b,—1<=Z; ,and computes b, € Z; such that

i-n—l——ﬁL +

A mod q

then sets
Y, =Yp, +V [ (b= DaP+h(b,~DP|

Yr, =Yr, +V [ (b~ DaP+h(s,~DP]

From the delegation signing protocol, the implied

verification key ppk; for p;, 1<{i<{n, are
pply=R+H(m, ,R (Y3+Y, )=aP=Q
ppk;=R+H(m,,R)(Y3+Yp )=b,Q+h(b,—DP

ppk,=R+H(m, ,R)(Yy +Yp" )=56,Q+h(b,—1)P
S then keeps {5, , -

parameters (including the original signer’s pri-

»b,} secretly and gives other

vate key x5) to A. To achieve the perfect simula-
tion, the hash function H,:{0,1}* —=Z; behaves
as a random oracle controlled by S here.
H,-Queries: At any time, A provides a mes-
sage M; for H, oracle query. To respond to such
g, times H,-queries, S should maintain a H,-list,
which is initially empty and records all responses
to, previous H,-queries. S selects a random num-
she }s then adds
(m;,w;) to H,-list, and responds to A with H,

ber w; in Z; or from {h,hy,

(m;) =w;.

Signing-Queries;: When A makes a signature
oracle query on a message m;,,S looks up the H,-
list. If H,(m,)=w,=h;,1<j<q, S responds sig,

= {6 302 5" 90 1o A, where
Oa (2'—n)h +
=1 _1
3‘2_52 h,»+aP
O b,,h,»—f-aP

From the construction of, 8158, 58, » We

can verify that sig, can pass the ring verification

11 ¢ HimoP+R + Hon RO + Y7, ]
=1

@ Here, the number of proxy signers n is not limited as

an odd number as that in Zhang et al. ’s schemel®"} .
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= [[e,P + ppkis)
=1

= e(h,P+Q,(2—n h,-1+a )
llie(h,-P—l—b;Q-Fh(b, 1)P,bl 3 iap)
N ((2—n><hP+Q>,h+ P)
l_"ze( P +Q+hP — P 0 iap)
= (2= hP+Q,; i P)
e(=DhP+ Q. }F P)

— e(h,P +Q,ﬁ—ap)
= e(P,P)
solving ¢,-CAA: Finally, the adversary A
terminates the game and outputs a valid forgery
{m,sig = (81 y**48,)}. S looks up the hash value
of in H,-list. If the hash value H,(m) £ &,S
stops and reports failure. Otherwise,
I e(H ) P+ ppr.s;)
i=1

=e(H,(mP+Q,8)

T (Hyom>P+6Q+ kb, — 1P,

i=2

= ethP +Q.60) [[ e(b6.(hP + @ 8:)
i=2

= e(hP 4+ Q,8, + D,68,) = e(P,P)
i=2

S then outputs the challenge P as & +

Sbis..
i=2

S will not fail in signing oracle queries with

probability at least (;1—’

h

1
h+a

>q, » and the probability of

H,(m)=h in A’s output is . Therefore, S

qr—Qq;

resolves the g,-CAA with probability

9
5’2(&) R S e
Qi qr—g;s

In the simulation, the main running time of

algorithm S is that of the adversary A, plus nT,,

+(2n—2) T+ (20— 1) Ty + 21T poae in Setup,
g: 0T, in Signing-Queries, and (n—1) (T, +
T,.a) in Solving q,-CAA, i.e.,
! <r+(gn+3n—2) ¢ Tpou+(3n—1)
Tpuaa 1T+ 2n—2) T

Thus, the proof is completed.

Theorem 3  For any algorithm A, any set
yP,} delegated

by an original signer B, and a random P; € P,

of proxy signers PG={P,,P,;,+

the success probability of A to guess P, is at most

» thatis, ,Pr[A(sin) =P, ]<—5—

| PG| where

»8smsm, s R)is a ring signature

1
| PG|
5in= (81,03 "
on P generated by P; with proxy secret key psk;.

Due to the space limitation, the proof is also
omitted. Please refer to the full version of the pa-
per [ 1] for details.

Now we will show that our proposed PRS
scheme satisfies other properties stated in
Section 1.

* Distinguishability: Since there is a delegation
warrant m, in a valid proxy ring signature, m,
and this warrant and the public keys of the origi-
nal signer and some proxy signers must occur in
the verification equation of a proxy ring signa-
ture, the distinguishability is obvious.

* Verifiability: The valid proxy ring signature
for message m will be the tuple sig= (81502
0.smsmy, R), and from the verification phase,
the verifier can be convinced that the real proxy
signer has the original signer’s signature on the
warrant m,. So the verifiability follows.
*  Prevention of misuse: Since the delegation
warrant m, contains the capability scope of the
delegation, any proxy signer cannot sign some
messages that have not been authorized by the

original signer,

7 Conclusions

In this paper, in order to provide the proxy

signer privacy protection, we have proposed a
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new parallel proxy ring signature scheme from bi-
linear pairings. Our scheme allows an original
signer delegates his signing capability to a group
of proxy signers and then any proxy signer can
perform the signing operation of the original sign-
er while preserving his anonymity. In addition,
our scheme is provably secure in the random ora-
cle model and more efficient than Zhang et al. ’s

schemel?,

sequential proxy ring signature
Therefore, our proposed scheme is suitable for
some practical applications where personal activi-
ties within organization should be protected from

outside.
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