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Stepl : SCHEHRM ( Perform Reconnaisance )

Step2 : iRBIR(ERZ. RFBIEFRE (Identify Operating
System&Applications )

Step3 : FEEUSRSHIE ( Gain Access To The System )

Stepd : B ( Login With User Credentials , Escalate
Privileges ) ( ®Ji% )

Step5 : BIEEMAEF&. %5 ( Setup Additional
Username&Password )

Step6 : BIE/GI] (Setup “Back Door” )
Step7 : FHEZES ( Use The System )
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root@t:~# nmap -v -n -A 202.168.1.10

Starting Nmap 6.01 ( http://nmap.org ) at 2015-84-85 18:20 CST

NSE: Loaded 93 scripts for scanning.

NSE: Script Pre-scanning.

Initiating ARP Ping Scan at 18:20

Scanning 262.1060.1.10 [1 port]

Completed ARP Ping Scan at 10:20, ©.01s elapsed (1 total hosts)
Initiating SYN Stealth Scan at 10:20

Scanning 202.106.1.10 [180@ ports]

Discovered open port 1825/tcp on 202.100.1.10

Discovered open port 445/tcp on 262.186.1.18

Discovered open port 21/tcp on 202.100.1.10

Discovered open port 135/tcp on 202.160.1.10

Discovered open port 86/tcp on 202.100.1.10

Discovered open port 139/tcp on 262.100.1.10

Discovered open port 443/tcp on 202.166.1.10

Discovered open port 1826/tcp on 202.100.1.10

Completed SYN Stealth Scan at 10:20, 0.89s elapsed (1860 total ports)
Initiating Service scan at 10:20

Scanning 8 services on 202.100.1.10

Completed Service scan at 10:20, 48.59s elapsed (8 services on 1 host)
Initiating 0S detection (try #1) against 202.100.1.10

NSE: Script scanning 262.100.1.18.

Initiating NSE at 10:20
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