22 ik
% R Pl

AJND3S Jo piat4 3y ul sAIBIBUAS Arepiw [1IA1D uo Apmig

[ 77 ] European Commission DG Enterprise & Industry

mEE HEE %E

.

’

ﬂlk N B

National Defense Industry Press




%2t 7 P Bl ] fF

Study on Civil Military Synergies in the Field of Security

| #7 ]European Commission DG Enterprise & Industry
FWR ERT MEF Zk
R M B R HEHR REE F

IR SN

« b3 -



EENEREIE BEF: E—2015—2555
EBEm&E (CIP) BURE
LA UL [ P IR /K 2 B ALl 0 T ) 30 T
s, —Ibat: B Dk iRtE, 20167
F34 530 Study on Civil Military Synergies in the Field of Security
ISBN 978-7-118-10909-2

. % 1. Ok @/ . OE PR T —HF
—FE V. OF426.48

b E RAS 0 CTP Bl i% T (2016) 5 143742 5

Study on Civil Military Synergies in the Field of Security Client:
European Commission DG Enterprise & Industry Rotterdam, May
2012

@ F o e A
b e CE TR 23 5 WP AS 100048)
I 75 b A EVAR S ER A
B S
FA 7871092 1/16  ED3K 202  F¥ 393 TF
2016 467 A% 1 IRE 1 KERR  EPEL1—2500 f1F  TEHY 98.00 I

(KPMBENEHEIR, RitHnFziBR
EB5)E: (010) 88540777 KATHRIE: (010) 88540776
RATHEE: (010) 88540755 KATI4: (010) 88540717



52

T PR R A MR A RE EB DA R —SCEE R, a4
KRR T B U 2% 2 2 A5 B R BRI\ B XL REARZ S, @&
HTRERARSCH . ARERTE A E R AR, B8 T — R
Gio 2015 4F, EEAAFETIRIN. o EE TR R K. hETIER RS H
Bet AR T (REVURERBFEVIR) M, BETZRRZER. REE
B, RHEEW . JNERAL RIAUIUE RS SR — A . REDUE
WEBPEIFIEA MR, U AKNFERBENER. ¥ESE. ERBERHE
Zbr, BFBLIEREFR. FBHBRRRAN AR RS H— LA E .

EF KRG R LT B SRR, R BAT] 58I IR R 400 e R [ s gt i by
VR B CR . S il i [ B i R B R R R TAT 15— LABT Z [ A
AR, efRR “ERMAT. “ERER”. “BETR” M “ERBMA” MES
B, 2l TABIR. PGV I HF s AR R R g b e m it 2. 33k
P PO AR X MR R AR 4 R R BT oK, R S R A 1 — I K
flg, PRIL T S B ARG IR IR F TR RO, B E E R ER AL R,
R RKRE O EFE R, RIS ARG T, b R ] w4
RER. ik, BATBAF R SNV BP0 E RS r AR, A SRE =R
FR R, RBAERANSRR. EBLER ., O RR w5 R a5 1 A
ZEA .

FREMGHVPME RERSEE, BOESCRITHER —Joa 84,
kR A0 BAR . AL BRI AOAH, WAL E SR A, S E
FELAK RS R EE RS RS, RERZTER R .OMI 68 ) H AR R L.
B, @ RAETRRMEHENERBE KBNS 9. ERE. TR0,
RIS, N %2 R & A GE 58 G 0 B, 40 7 80 2 BN S e MR ) 2 W
i RANG T KB H . K, EEERTEEERBE = MER:
ALVEH, TARET. BORHIRAR, AMERE RS RESOHE ., W —
RINERMERMETRL. AFRBERO T SHESERKE. &5, ZEASK
BN ERIER, FeaRE TERBAAR, MATSHAFED T, 78RR’
SR ERZOIE AR, RHIHATK EA. FRESR R
T TR 2 AN AHT & T SEBUREA R R H AR ME— 2B .

T LA E L FE R ST R, BIRZRARERERHIREK, 4

111



LSS AEYEY B K R A MUA A 2 HES) [ A0 ZE BB BE A e i BE, TR
LBERANXER: AT, R (B5) M (24 5.
Ex EHWR=MER: ERAERIHARBARIER QR AOAR, =K
MR REAMAE R TR R, R RO IEARSEP AR,
EEE ESEENANS: —RERMEBIE, —2alEEsim, =2t
WEHLH, DURMGEAZRIE. EAREMFRNES: AL R
Baih, R ATR ERRE P E S, SR EANH LRt PG,
VR A E Lt — e e, TR AA ML LRt P45 4.

M S R R AR B R E A, BA R, HEFELTERME
SRV JE S BRI AR S 0 i HARSE ) A 3. TR EIE A E S
FORA R AR BE, AER RIS IR . ARINLRI R B, S WS &7
AR — RIS MR ), oA, R P SRR, kR,
BB BSORI S 265 R S0 28 RO & 0 IR OIS OR, Al . 3R ERE % IR
il S B K

(o PR [P RIBTFTY R A — AER AT ZE RS O TAEE A
B EMGFER . AR T s R SRRk, X% 10 1
RS 5 D ORT A B EAT T d) i (R e ) R 22 AR S 1) 22 )
H O D SR SUR FEE T DU % RATAE A 2 X I 22 R AR, e A
7 R A R AH SR BOR R SE M HEAT VPA ,  f e 4 R AN M BURGE R I . 4R
BRI (725D AW 2R AR RS, X aYURAE R F A ST R
BT BRI R -

By RS BATN FE RS ST ZOWABGE, 112 R 700 B PR E 7E LA
RO R DR 2 ARG, WRBCFEMARLGE. B&MSRE. BRI
TR =ABARZE VX BRIAATHEEE . HTEARERRAR, QUL AR. {3t
SRACT AR, PhEFE D AR, X Fh 52 RO LR S 0 5l
Do, & 2B AR At S A 5 A BIEUR

B, WHANRHE LG, RERICT PER T SO BT, SERX %
10 4F 5] 42 A0 R 22 A 1 ZE R PP RAT A EAT 772 T, 3l KR AT A S0
KA FIHRER . HARJZ GRS R BUIRT A TS S SEBLEAR T f# . SRJE M
FOREIE 10 MR BT IORBE T, BEHsm P U [ T A RE 75 B )
MEERNE, REKNEHZEE0Y . HERERER AL ISR, X
RERE AR B IERE A EIEAL, VPR REIAVEE A R R E] . B4
TR K2 E, ERXME T R E AR R E RE &P
B — 7 2

=L ERXSEPREATIAEA E, IS BR T R R E R RIS TR, R
BB F RS IR I 7 R & KRB AR, B4k, HAR. Hilg
MIBORSEZE ICR G HFRRUUN, Rl RbEE R E TS fw e fdt, il
v



BT RES P AREEIMEZEM . RIS A2 A T Rk %5
ERMFEIF G I, A3 P0G 2 SR PRI 2 048 B 300 A4 S I 2
.

S, AR fJn VR AR TR BT, ORI A BRI SR R R o
R S T DU R BURBEAT T RGP 4T, WA (B 2% 2 5B 5 HEAE &
fEVHRD s SRR A O B (BRBIEAT 44D 185 45k, SRJE XA
AT TR MIBURIG . X RUORARFES I — M 770 S HEA
DR ), 3 T ER SRR, JFRERS ™ A OB Y R BOR R G
framtstr.

A E RS A A EREE IR RSR 2 —, S 5N
ERT O/ BYEEER . AW SMAFESER R A ER S &1 BT
L7 ARG T AUF P SCR . (R TIEACHA W, Iz mag, #ikhid
AEVF R IR ANZZAL, EFAREFRMHPPRIE. R,

A
oh [ R P A ] S



XRERT (Ecorys) A&

¥ AR (Beorys) AE R ETAZF L, 245 ofTRLE, RE
AHTY., AR ATERM, BT, FHFR0E TERS, AREERA AL
otk A ERARE P R TR R, L usmMas A 80 Fm &,
RETER, FLBMEFE55, X, RTEERZ, RRE5KR, Lid@5R
3 ASBR, HE . HELSBURSEFHR, BMNEWRL, #5504 H4F,
BN R TARAFRARE MR+ LRBAL, RERLZRZERF A AL
AERAIKAES F

S s (A1 2 ) 8] ARG A kA2 FTAEBUR (CSR ), i@id 7 1SO14001
INERH (BRI E R R AR ), ROV TH S BARRAN G B, ALTA
K. SuskAe 3] FUEBATIER, #lde, 128 100%5 & BA, A RATPTA ALY F
BAME, B R AR R AEZGE, A AMREEER S (FSC) RAMINIER £
(PEFC ) FAIESGLRIKATER . A 2007 Fulk, @it EIRATH, RATFEIT A
FHEAKY 80%,

Vi (r22) AMRAF, Watermanweg 4 44 5
3067 GG JEHEST

MEEE#E: 41753006 AD JERGST fif 2%

Fid:  +31(0)10 453 88 00

fE¥:  +31(0)10453 07 68

HLHE: netherlands@ecorys.com

Hid 5. 24316726

Mhk: www.ecorys.nl

VII



About Ecorys

At Ecorys we aim to deliver real benefit to society through the work we do. We
offer research, consultancy and project management, specialising in economic, social
and spatial development. Focusing on complex market, policy and management issues
we provide our clients in the public, private and not-for-profit sectors worldwide with a
unique perspective and high-value solutions. Ecorys’ remarkable history spans more
than 80 years. Our expertise covers economy and competitiveness; regions, cities and
real estate; energy and water; transport and mobility; social policy, education, health and
governance. We value our independence, integrity and partnerships. Our staff are
dedicated experts from academia and consultancy, who share best practices both within
our company and with our partners internationally.

Ecorys Netherlands has an active CSR policy and is ISO14001 certified (the
international standard for environmental management systems). Our sustainability goals
translate into our company policy and practical measures for people, planet and profit,
such as using a 100% green electricity tariff, purchasing carbon offsets for all our flights,
incentivising staff to use public transport and printing on FSC or PEFC certified paper.
Our actions have reduced our carbon footprint by an estimated 80% since 2007.

ECORYS Nederland BV Watermanweg 44

3067 GG Rotterdam

P.O. Box 4175 3006 AD Rotterdam The Netherlands
T+31(0)10453 88 00

F+31(0)10453 07 68

E netherlands@ecorys.com Registration no. 24316726

W www.ecorys.nl

VIII



e = R T 7 PR 1
L1 TR e 1

= = 1
R$“E‘f€¥°ﬁi%'fﬁ% .......................................................................................... 5

S FRHE YR worerserrrssrorssssssseontoraisanssunsaressasastssesstssarssessnssanssnassnssssessntansarsasseasasnsane 9

1.3 EHIWFR B R E TR B ARSI e 13

BB BTG, roveererorsssssrssassassossasssnsstesstostasmensmrostosmnestsontasstsusssssrentsssesesesnissssesnnsasese 13

B A G EI A A B GEIE I cveeoreorrorrssmramsrssnessermisiessiiiestistssensntsssensesssnesssssesasacss 21

14 BEERDERSIFREIERET «oomremomeissiisseimssissspmomsinassssssspsssassssssss 21
R 5r 010 L L o O O — 25
& 7. - ST TSSOSO, 25

IO ATAE LI ceoveeererereente e e e s s s s 29
FEALBCEIRER covorerreeererm e 33

1.6 BTN covmeeemrmee e 35

SE DR DRI ssoniesvsmvmsispionassespusnass s s suovssesasnse e s S SR SRR 37
2] g B e s 37

B - T R —— 43

23 BREELA—— FHIEBIESHELE s 45
2.4 BREZEMP ST IAIIIZERE s, 51
MG B AR snosesunssmsoutnssusssvamesssstestsanmerssm s pots s shap S e A s e EmATBAS 55
3.1 HEJHIEER -oeeereeererrsesmeiiiitiiii i 55

Fif]  csomnummmassssssms st asssiissonses st sgideentorsviiteliss s sy peppausessiasss 55

B ﬁ-,ﬁ,&%\ ...................................................................................................... 35

32 IHHEIR AP correerermersereessesssssessssssssssssas st ssessasssss s ssssssssssssssssssssssssnens 57

3.3 FRBIRIFGT ceeereereemenmmsimimniisiics i s 59

TR i s 1 e —————— 61
3.5 THIAIVE T E R TNHEDK coeveeremmmereere s 63



L s T SRR P S — 65
29 BRI ot e SO BB s s emscmssns 65

3.8 BHEYBFIE N -veveeverversmrsmmm e 65
R RN ORI ST e —— 67
1 TR weereeeee e 67

P i S ST~ SO, 69

43 VRATEIZEPNTIFGT -veevmeenmernmemesmmee e 85

43.1 E#)1: PFE/SODERN 28] [AZAALLE ] oovererrereemmmnn, 87

432 E#)2. sMap [ BB E%R (EAE) 4;;;@%;2] ........................... 91

433 %4 3. IRIS [ %w%—,}}a/c3] ................................................................ 97

434 E#14: wEBHBER (HABA%P [HAB ] GEAR) o 101

435 5. C3HARFobeik = B0 B——FF 1 [ CIDGKARBL] -oorveereeeee 107

436 EH)6 : BRI ET ARG [HIEBEI ] oo 115

437 EB) T FIEEM[BFFPIR] cooveereeemmereso 123

438 E45)8: AFM [FERA I ] e 129

439 4] 9. AAFTAN (Fd ) srerrermermmimimninnten s 133

43.10 FEH) 10: $BE R E—Fox-IT [ MEETIF ] oo 141

4311 RBIFFFE T BLBIEHI| coverrresrermrmmenni e 145

B 55 HAE A FTIITNREDK AT v 155
5.1 HEEIAR coreerereeen e 155

B9 BRI cosvovavsserasmuscummara iR ST P RS 157

CUAMIE 27T B 7 T L SRR ———— 157

500 FHR LK covesvessesisesseavesssssssisusisscasssstossasiassasisesesstssssisssansassssiotassnssses 159

523 TIGURG| S reveeeeererneeeeeriinniiiii e 161

DT - - . R PP 163

525 HAETTRLAIARIE oo oreoesresresomtmsnint st st re s bt s ne st sa s s s ne e 165

5.3 PRIl o 165
Hom ZFERMEATIVEMA R BHELE (BHEIL) 169
6.1 AT soeeereeeemsmesms e 169

62 MEAR: BAATEEE. BESFIGE N v 169

62.1 PHBEERRARBRAGHFFE: “ALRT" 5§ “BFmE"Fik 171

622 Al E@EAod KRB FRPE orereerscsssmsmnisnsssssssonensanesusseesesseesenses 175

623 BAFEGRTAEGERPIE oo 177

624 EBERBEG T LABR oottt 185



6.3

6.4
7=

7.1
7.2
7.3
7.4
7.5
7.6

B8
8.1
8.2
83
8.4

8.5

8.6
Bow

9.1
9.2
9.3

Fsx 1
B 2

ATl (k) R (24 SR RS2 T rE =

5%1’:}' .......................................................................................................... 191
631 AINETHIFREBHEAWE S AL —AE T L oo 195
632 LAl H LRI AR R 6 LR T T AR oo 197
%i’t\, .............................................................................................................. 207
ﬁ(ﬁiﬁ,ﬁ%ﬂ{]#ﬁﬁ ........................................................................................... 209
7’}?{3 .............................................................................................................. 209
Wit (B4 G5B S HEAR G AR BEAT SE R GEPEHB PRI oo 211
#}f}““/ﬁ = 1:,]—\‘{& .............................................................................................. 211
ﬁj%‘ﬁ*u&ﬁ%%@% .......................................................................... 217
«ngﬂi@?f%g@» 185 %%’K ......................................................................... 219
ﬁlﬂﬂiﬁlﬁﬁﬁ .............................................................................................. 219
%})Zuﬂ -H/Zﬁlf ....................................................................................................... 223
%W%Bﬁ%%uﬁéﬁjiﬁ .............................................................................. 293
'f_%?ﬂ] R‘igﬁéﬁﬁﬁ .................................................................................. 225
if{:‘m\]ﬁ] ...................................................................................................... 229
%uﬁﬂf{ﬁ ...................................................................................................... 233
8.4.1  F R FR oo 235
842 ARE (B Ko 5B SR REARIWI) BATE RGA PP oo 239
843 ;H;_)—- R/&\ﬁ;,ﬁ ....................................................................................... 243
8.44 ﬁl%ﬁ*‘]ﬁ#ﬂf(%‘m% ...................................................................... 253
845 (BHMiz4745% ) (TFEU) 185 B seeeeee e 261
BA.6  FEAIG Bl seeeeree et 263
—%Eﬂi[iﬁ+ﬁfﬁ|ﬁ‘l%uﬂrﬂ%%§}*ﬁ .................................................. 267
8.5.1  FEAB|HLAN T A L woeveermremmessoe st 269
259 ’éﬁ;%/;,‘g];%{.f-z .................................................................................... 279
E‘I‘Mgiﬂiﬁl} ...................................................................................................... 285
5 Lbfﬂ@l}( ................................................................................................... 291
)ﬁj%%—%%ﬁ@ﬁ”ﬁ]i%){ﬁﬂ@i{%i@ ...................................................... 291
*}K (iﬁg{/‘) E/\]'lj]\lﬁnﬂ‘i% .......................................................................... 205
ﬂ(%}i%&ﬁﬁzuﬂ ...................................................................................... 209
ﬂ{ﬂﬁ ................................................................................................................ 307
gﬁmgi}%ié ........................................................................................................ 311



Contents

1 Executive Summary .................................................................................................... 2
1 B 1 Introduction ..................................................................................................... 2

l .2 Background ...................................................................................................... 2

ClVl] Security and defence markets ...................................................................................... 6

Deﬁnitions and Fraﬂ]ework ................................................................................................ ]0

1.3 Case Studies and Technology Areas with high spin-off Potential -+« 14

Case Studies ........................................................................................................................ 14

Functional areas Wlth hlgh potential for Synergies ............................................................. 22

1.4 Economic/Business Models for Developing Civil-Military Synergies - 22

]5 Pollcy Options and Impact Assessment ......................................................... 26
Policy Options .................................................................................................................... 26

Results of the impact assessment -+ 30

Other pohcy Options ........................................................................................................... 34

1.6 Recommendations ......................................................................................... 36

2 Context ...................................................................................................................... 38
2.1 Background .................................................................................................... 38

2.2 DEefINItIONS «oxrerrresrerrernresste et et s 44

2.3 Conceptual framework for civil security — military synergies -+ 46

2.4 Differences between the civil security and defence markets -+-+--eeereeeeness 52

3 ATM and APPrO@Ch -+ wssersseesseessees st 56
3.1 AIM and OBJECHIVES r++rewswesrersesssstmsiesisss ittt 56
Alm .................................................................................................................................. 56

ObjeCtiVeS ANA TASKS #+rr e er et 56

3.2 Taxonomy of fUnCtional Areas ««s+ s« ssssesssssessmussusiusemisnsiniiis it 58

3.3 (CaSe STUAIES *rrrrerrerrrrrermerm sttt 60

3.4 In-depth analysis of Selected Cases - -wwwsrerrssrrmsssrmmmsssrmisnrinis s 62

3.5 Functional areas with the largest potential for synergies -« «««sseseesrsenenes 64

36 Economic mOdelS .......................................................................................... 66

3.7 Policy options and Impact ASSESSMENt ----ss----:seresssresressssrsessssermssssssrssssinnes 66

X1l



6.3

Factors and conditions influencing industry (company) approaches to civil
(security) - military technology synergies and market diversification -+ 192
6.3.1 General requirements for firms seeking to develop technology synergies
and diVerSiﬁCatiOn ACTOSS MATKELS »+eesssrevererarmiaimii s 196
6.3.2  Specific factors and conditions influencing technology-based synergies

between security and defence -

64 Conclusions ..................................................................................................
7 DESCI’iptiOﬂ of Pollcy OptiOﬂS ................................................................................. 210
7.1 Introduction .................................................................................................. 210
7.2  More and more systematic coordination under EFC «----ereeereresessceeneens 212
7.3 Promote Hybrld standards ............................................................................ 212
7.4  Establish a high-level stakeholder group - s 218
75 Use Al'tlcle 185 TFEU .................................................................................. 220
7.6 Other policy options
8 lmpact A SSESSITIEIIE #vesveesrrensensseresenseuut ittt ittt s 224
8] The current defence and security market ...................................................... 224
8.2 Military and civil security R&D
8.3  Civil-military synergies -
84 Assessment Of impacts ................................................................................. 2
8.4.1  Baseline Option -+ +wsssssessssesssessssussussiusinsiins s s 2
842 More systematic coordination under EFC ............................................................
8.4.3  Promote hybrid standards: e
8.4.4 Establish a High Level Stakeholder Group
84.5 USC Arucle ]85 TFEU ..........................................................................................
8.4.6 SCOTING ANd SUMMIAry-+++-+++essessessesssesssmsisnsmms st
8.5 Quantitative impact assessment of civil-military synergies for some
typical areas
851 What the examples ShOW ...................................................................................... 270
852 What iS the OVera“ impact .................................................................................... 280
8.6 Overall ASSESSITIETILE v v revmemsemerm et a ettt et e 286
9 CO]’IClUSiOl’lS and Recommendaﬁons ........................................................................ 202
9.1 Observations on the current state of defence - civil security synergies - 292
92 Opportunities for (increased) future synergies ............................................. 206
93 Pollcy OptiOTlS and their impact .................................................................... 300
Annex 1 SOUI‘C@S ......................................................................................................... 307
Annex 2 LlSt ofAcronyms .......................................................................................... 312

XV



IR AT %

1.1 & 9

PATHE L ENA (L E RIDFETIR) M. 5= HCEZE R
2. B ES M EE (DG Enterprise) LLA i vkl (i2) H AR %42k
AN ILRIZAT I (L AeHEZEA D) (ENTR/09/050) 5 FIFRIRZ —,
ZRFFEIN BTS2

< Bt 2 10 A BB SO (R A AT

< BB R A F ) 2 ) B B U RN ) IR AR AT

<> B T 1) FH DL 0l 2 ERAVT AR 2 X 5l P 28 AR AR

<> ONTBR R 2 B SR S M BURE PR REAT RS M VE A

< TN BORE RS N, DU IR R 2 S EH ]2 0

I ] o

1.2 & =

WK E L 25 10 20 4 L I 0 2 €22 A b A 2 T ERAR A o X R A — e 0
FELREAT AR AR % £ DAL DR ARAIR, DR R 2 5, KRB M AR 8 3K
i G MM AU AR S U AR H B K. 148 b, 2 )R> A AMHMRS, B
VR B 2 AR XS P ERERE AR BT R T E RS, EE R TRE (E
D LY. Wi, TR ZEEIIE AR R LA By, bR,
CRRM 2 4l ) mEommTE th . “AEMTHT BRI SR al ZE vy, AN RE SR Al
HAEFZE oy AR B Vs BT LA & PR i AR SR e A R )
BEAE.

(D) “A Secure Europe in a Better World. European Security Strategy™, Brussels, December 12, 2003.



1 Executive Summary

1.1 Introduction

This Executive Summary describes the findings from the “Study on Civil-Military
Synergies in the field of Security”, which is one of the studies undertaken in the
context of the Framework Contract on Security (ENTR/09/050) between the European
Commission, DG Enterprise and a consortium led by Ecorys Nederland B.V. The main
tasks of this study were:

< To map the most successful areas of spin-offs in the last decade;

< To identify technological areas with the highest potential of synergies between

the civil security and military sectors;

< To identify the economic models used by industry to identify areas of interest

for civil-military spin-offs;

< To conduct an impact assessment of policy options, proposed by the

Commission;

< To suggest further policy options and measures that might help to strengthen

synergies between the civil security and military sectors.

1.2 Background

The key security threats to Europe have changed dramatically over the last two
decades. While the risk of large-scale aggression against any member of the European
Union (EU) has become very low, other threats such as terrorism, proliferation of
weapons of mass destruction, state failure and cybercrime have gained in relative
importance. Traditionally, security risks were divided into external risks, i.e.
originating outside the territory of the state, and internal or domestic risks. The former
were the domain of military, the latter of civil (non-military) security forces. However,
many new types of security threats do not fall neatly into one of these categories.
Indeed, the European Security Strategy emphasizes that “none of the new threats is
purely military nor can any of such threats be tackled by purely military means alone™".
Instead, it calls for a mix of instruments and close cooperation between the military and
the security domains.
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These developments clearly indicate that the dividing lines between defence and
security are becoming much less clear cut than before”. Responding to the new
security threats often requires close cooperation between defence and security forces,
which indicates (or might indicate for the future the possibility of) some blurring
between their missions as well. This dynamics presumably has significant implications
for the capability requirements of the forces and services involved and, therefore, for
defence and security industries.

Despite the fact that ‘security’ stands high on the political and societal agenda,
until recently the security sector has not received much attention from the
competitiveness and industrial policy perspective. The EU security industrial base is
quite weak and the internal security market is highly fragmented with widely different
national regulatory frameworks”.

Within this context, one option to strengthen the security industrial base is to
(further) enhance cooperation between the civil security and military industries and
promote technological spin-offs between them. This might help reduce unnecessary
duplications and to expand the market for defence and security companies that are able
to successfully capitalise on civil security-military synergies. Indeed there have been
numerous calls by the European Council to promote synergies between security and
defence technologies@.

Another factor that makes this policy option important is the on-going and
expected reductions in public expenditure in most EU countries. Many European
countries will have to implement significant fiscal adjustments to stabilize and reduce
their public debt. Stricter budget constraints suggest that public expenditure on
procurement of civil security and military equipment might be smaller in the near and
medium-term future. Promoting spin-offs between the civil security and defence
industries could help to save public money and contribute to the rationalization of these
industries.

The pressure on defence budgets after the end of the Cold War was a major
incentive for military to move to a more extensive use of commercial technologies and
equipment in the defence systems (the other main reason was technological leadership
of the commercial sector in several key technological fields, such as information
technologies). The use of commercial off-the-shelf (COTS) products in the military
field can be seen as a general case of the spin-offs from the civilian (commercial)
sector to the defence sector. Advantages and disadvantages of the greater use of COTS
items in military have been extensively discussed in the literature”.



