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Abstract

In recent years, the profound changes have taken place in global political and
economical system, such as the shift of global governance body and target, anti-
globalization movement in the United States and the European Union, trade
protectionism and isolationism, more passive traditional western powers and active
emerging powers. Therefore, the existing global governance structure is unable to
meet the need of international development and requires to be reformed urgently.
To this end, Chinese government puts forward the strategic thought of building a
community of common destiny, which has injected new vitality into the global
governance reform. However, no matter how perfect the idea is, it needs to be
put into practice. The tasks of incorporating the thought of common destiny into
every aspect of global governance is arduous and requires long term efforts. During
the World Internet Conference in December 2015, President Xi Jinping stated that
cyberspace was the common space of mankind, the future of cyberspace should be
in the hands of all nations, and he raised four principles and five proposals toward
establishing a community of common destiny. It is an important trial to put the
idea of building a community of shared future for all humankind into practice in
global governance in cyberspace, and should be an important field of cybersecurity
research and practice.

The 2017 Annual Report on Chinese Cyberspace Security Development
builds on the framework of the first Blue Book on Cyberspace Security published
in 2015. It focuses on the changes in global governance, new intelligence
technologies and their impacts on cybersecurity. It consists of five parts: general
report, global situation, policies and regulations, industrial technologies, and
annex (events) . The General Report, China’s Cyberspace Security Development in
the Context of Global Governance Reform suggests that the global governance reform

brought about opportunities and challenges to China. It is crucial for China to
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analyze cybersecurity situation and measures in the context of buliding a cyberspace
community of common destiny, incorporate its cyberspace administration
development in the international arena, and make the important stripe to become a
national power in cyberspace. The other parts are made up of four or five sub-
reports, topics include cyber vulnerabilities, cybersecurity regulations, industry
development, cloud computing security and compliances, artificial intelligence
security and ethics, internet of vehicles regulations and technologies, cyberspace
global governance mechanisms, and internet content governance; the annex
(events) part lists out the main events in 2016.

This report believes the 2016 global cybersecurity situation remains grim with
incessant severe cyber incidents. A “new cold war” relationship has been formed
between the United States and Russia in cyberspace. Cyberspace security
governance issues such as terrorism, political hackers, and fake news have been the
difficulties in cyberspace governance. Most countries accelerated the launching of
their cybersecurity strategies, policies, laws and regulations. The growth and
innovation of cybersecurity industry are driven by emerging technologies and
threats combined. With more than two years of concerted efforts, Chinese policy
system to become a national power in cyberspace has been formed. The policies
such as Cyberspace administration development thought, Syberspace Security
Strategy, and Cybersecurity Law have been the guidance and cornerstone for the
cybersecurity practice. They also enabled us to participate in cyberspace global
governance more actively. We will focus on building China’s cyber capabilities
both at home and abroad in the future. Currently, how to participate into the
global cyberspace governance and promote its development are the key tasks and
challenges for our country.

The Blue Books on Cyberspace Security are edited by the Institute of
Information of the Shanghai Academy of Social Sciences together with the China
Academy of Telecommunication Research, compiled by scholars from China
Information Technology Security Evaluation Center, the Third Research Institute
of the Ministry of Public Security, China Institutes of Contemporary International
Relations, China Electronics Standardization Institute, Center for the Study of

Internet and Society of Peking University, Shanghai Institutes for International
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Abstract a

Studies, Tencent Research Institute and so on. In the form of annual reports, they
examine the status quo, trends and solutions of cyberspace security through a multi-
disciplinary, cross-sector and cross-regional approach and from the perspective of
social sciences, in the hope to provide a full picture of cybersecurity as well as

decision-making support to China’s on-going drive to strengthen its internet
capabilities.
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